Connection #1 Phase 1

Mode

Name

Protocol

Aggressive mode

Auth Type

Encryption

Hash

DH Group

Lifetime

Local Host

Local ID

Remote Host

Remote ID

"~ Disable @ Enable

IKEv1

Disable

RSA

AES128

SHA1

5 (1536 bit)

3 hours

ID#1: remote.ipsec (RSA)

10.0.0.1

<empty> (allow any)

ar

ar

ar

“r

ar

4r

ar

ar

ar

Connection #1 Phase 2

Protocol

Encryption

Hash

DH Group

Lifetime

Local Subnet

Remote Subnet

Service

ESP

AES128

SHA1

5 (1536 bit)

3 hours

192.168.200.0/24

192.168.100.0/24|

Any

Save
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® |Psec Net-to-Net with RSA authentication result

e Server

Connections Authentication IDs X.509 Certificates CA Certificates

+ @ :|Psec SA active and link up « =80 SUURH  Edit IPsec Phase 1 setting

+ © :Only IPsec SA active - [EIE=T] : edit IPsec Phase 2 setting

* ' Connoeing ; - = :Edit IPsec Advance setting

+ @ :|Psec SA inactive

+ O : Disabled
[ # Name State IKE information Tunnel information
O 1 rsa [V} IKEv1 : 10.0.0.1 [local.ipsec] ... [ Phase 1 192.168.100.0/24 ... 192.168.200.0/24 [ Phase 2 -

10.0.0.2 [remote.ipsec]
=+ Add Connection
* Client

Connections Authentication |Ds X.509 Certificates CA Certificates

+ & :|Psec SA active and link up . : Edit IPsec Phase 1 setting
+ © : Only IPsec SA active . : Edit IPsec Phase 2 setting
Sects ;
R Connacterg , « - :Edit IPsec Advance setting
+ © :|Psec SA inactive
+ © :Disabled
[ # MName State IKE information Tunnel information
O 1 rsa ] IKEv1 : 10.0.0.2 [remote.ipsec] ... (# Phase 1 192.168.200.0/24 ... 192.168.100.0/24 ¥ Phase 2 -

10.0.0.1 [local.ipsec)

=+ Add Connection
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11.3 VPN > GRE

This section allows you to set GRE configuration. The default mode is off.

Generic Routing Encapsulation (GRE) is one of the available tunneling mechanisms which
uses IP as the transport protocol and can be used for carrying many different passenger protocols.
The tunnels behave as virtual point-to-point links that have two endpoints identified by the tunnel
source and tunnel destination addresses at each endpoint.

Maode ® Of © On

Apply

The GRE Mode is on.

© GRE

Mode O Off ® On
Local Address 192.168.1.4
Remote Address 19216815
Tunnel Device Address 10.1.1.4
Tunnel Device Address Prefix ]
Apply
VPN > GRE
Iltem Description

Mode Select from Off or On to enable GRE.
Local Address Set local address of the GRE tunnel.
Remote Address Set remote address of the GRE tunnel.
Tunnel Device Address Set IP address of this GRE tunnel device.
Tunnel Device Address Prefix | Set Prefix of the Tunnel Device Address.
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11.4 VPN > PPTP Server

This section provides 2 sub configurations, including General Configuration and Clients
Configuration.

(1) General Configuration

@ PPTP Server

General

Clients

Mode

Server Address

Client Address Range

® Off O On

192.168.10.1

192.168.10.2 - 10

Apply

VPN > PPTP Server > General

Item

Description

Mode

Select from Off or On to enable PPTP Server.

Server Address

IP addresses to be used at the local end of the tunneled PPP links
between the server and the client.

Client Address Range

Alist of IP addresses to assign to remote PPTP clients.

(2) Clients Configuration

There are two parts for Clients configuration.

e Summary part: User can delete and edit the existed PPTP clients.

e Add/Edit part:

VPN > PPTP Server > Clients

Iltem Description
Mode Select from Off or On to set the client setting.
Username The username of this client.
Password The password of this client.
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@ PPTP Server

General Clients

Summary

# Mode Username Password Edit Delete

4 on client client E u
Add PPTPD Client Add/Edit

IMode © Off ® On

Username

Passwaord

. ___________________________________________________________________________________________|
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11.5 VPN > L2TP

This section allows you to set up L2TP and provides three modes for configuration, including Off,
Server, and Client Mode.

(1) General Mode: The default mode is Off as shown in the following interface.

IMode ® Off O Server O Client

Apply

(2) Server Mode:

Choose the Server mode and the interface will be changed as below.

B L2TP

Mode O Off ® Server (O Client
Auth ® PAP O CHAP O MS-CHAP O MS-CHAPvZ

Local IP
Remote begin IP

Remote end IP

User List

Empty Users
Add L2TP User for Server Mode

Username

Password

VPN> L2TP > Server Mode
Iltem Description
Mode Select from Off or On to set the client setting.
The authentication method for L2TP connection. Available options: PAP,
CHAP, MS-CHAP, MS-CHAPV2
Local IP The virtual IP for L2TP server.
Remote begin IP | The begin address of L2TP client's IP pool.
Remote end IP | The end address of L2TP client's IP pool.
The L2TP client's username. Could be used to add the newly client or
update existed client.

. ___________________________________________________________________________________________________|
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The L2TP client's password. Could be used to add the newly client or

Password : .
update existed client.

Fill in the username and password and click the button, you can create the L2TP client
and manage them under server mode.

@ L2TP

Mode O Off ® Server O Client
Auth @ PAP ) CHAP () MS-CHAP (i MS-CHAPv2

Local IP
Remote begin IP

Remote end IP

User List
# Username Edit Delete
1 test E n

Add L2TP User for Server Mode

Username test

Password a

. ___________________________________________________________________________________________|
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(3) Client Mode:

Choose the Client mode and the interface will be changed as below.

@ L2TP

Mode () Off © Server ® Client
Connection List
Empty Connections
Add L2TP Connection for Client Mode
IMode O Off ® On
Server domain name or IP
Auth @ PAP () CHAP O MS-CHAP (O MS-CHAPv2

Username
Password

NAT Off ® On

Default Route O Off ® On

VPN> L2TP > Client Mode

Iltem Description
Mode Turn on/off this L2TP connection
Server The L2TP server address or hostname.
Auth The authentication method for L2TP connection. Should same as L2TP
server's auth type.
Username The username for L2TP authentication.
Password The password for L2TP authentication.
NAT Turn on to translate the LAN subnet IP to L2TP virtual IP.

Default route Turn on to redirect all traffic to L2TP tunnel.

Fill in the required parameters and click the button to create the L2TP connection and
manage the L2TP connection under client mode.
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o L2TP

Iode ) Off © Server @ Client
Connection List
# Mode Server Auth Username NAT Default Route Edit Delete
1 on 192.168.10.1 pap test on on 53]

Add L2TP Connection for Client Mode

Mode O Oof ® On

Server 192.168.10.1

Auth @® PAP (O CHAP O MS-CHAP O MS-CHAPv2

Username test
Password e
NAT © Off ® On
Default Route O Off ® On

. # . .
Click the button and edit the parameters to update the L2TP connection.
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12 Configuration > Firewall

This section allows you to configure Basic Rules, Port Forwarding, DMZ, IP Filter, MAC Filter, URL
Filter, NAT and IPS.

Basic Rules
Port Forwarding
DZ

IP Filter

MAC Filter
URL Filter

MAT

IPS

12.1 Firewall > Basic Rules

This section allows you to set the Basic Rules configuration.

U Basic Rules

WANM Ping Blocking ] IPvd [ IPvE

Apply

Firewall > Basic Rules
Item Description
WAN Ping Blocking Check IPv4 or IPv6 for blocking

. ___________________________________________________________________________________________________|
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12.2 Firewall > Port Forwarding

. : . . # . .
This section allows you to set up Port Forwarding and click edit button to configure.

U Port Forwarding

Mode ® Disable () Enable
£ Mode Description
1 Disable ssh
2 Disable
3 Disable
4 Disable
2 Disable
6 Disable
7 Disable
8 Disable
9 Disable
10 Disable
1 Disable
12 Disable
13 Disable

Protocol

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

m
O SR SR S < R SR S < S
2

Edit Port Forwarding Entry #1

Mode

Description

Protocol

Source Port Begin

Source Port End

Destination IP

Destination Port Begin

Destination Port End

® TCP

® Disable

ssh

22

22

0.0.0.0

22

22

I Enable

O UDP

Save
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Firewall > Port Forwarding

Iltem Description
Turn on/off Port Forwarding to select Disable or Enable. The
Mode o
default is Disable.
Description Descript the name of Port Forwarding.
Protocol Select from UDP or TCP Client which depends on the application.

Source Port Begin

Fill in the beginning of source port.

Source Port End

Fill in the end of source port.

Destination IP

Fill in the current private destination IP.

Destination Port Begin

Fill in the beginning of private destination port.

Destination Port End

Fill in the end of private destination port.

12.3 Firewall > DMZ

This section allows you to set the DMZ configuration.

U DMZ

Maode

Host IP Address

® Disable

0 Enable

0.0.0.0

Apply

Firewall > DMZ

Item

Description

Mode

Select from Disable or Enable. The default is Disable.

Host IP Address

Fill in your Host IP Address.
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12.4 Firewall > IP Filter

This section allows you to configure IP Filter. After clicking button, you can edit your IP
protocol, source/port and destination/port. The default is Disable mode and Black list.

U IP Filter

Mode  ® Disable © Enable
List ® Black © White (Warmig: White List will block device services, enable them in
'Service Port'.)
# Mode Protocol Source { Port Destination / Port Edit
1 Disable All 0.0.0.0/— 0.0.0.0/— E
2 Disable All 0.000/- 0.00.0/- E
3 Dizable All 0.0.0.0/— 0.0.0.0/—
4 Disable All 0.0.0.0/— 0.0.0.0f— E
5 Dizable All 0.00.0/— 0.0.00/-—- E
] Disable All 0.00.0/— 0.0.0.0f— E
7 Disable All 0.0.0.0/— 0.0.0.0f—-
8 Dizable All 0.00.0/— 0.0.0.0/— E
] Disable All 0.0.0.0f— 0.0.0.0/— E
10 Disable All 0.000/- 0.00.0/- E
1 Disable All 0.0.0.0/— 0.0.0.0f—
12 Disable All 0.0.0.0/— 0.0.0.0f— E
13 Dizable All 0.00.0/— 0.0.00/-—- E
14 Disable All 0.0.0.0— 0.0.0.0f— E
15 Disable All 0.00.0/- 0.0.0.0/-
16 Dizable All 0.00.0/— 0.0.0.0/— E
Apply

. ___________________________________________________________________________________________________|
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e Black List: When set as Black List, the specific IP address/port in rule will be blocked.

e White List: When set as White List, the specific IP address/port in rule will be accepted.

U IP Filter

Mode ® Disable ) Enable

List () Black @ \White (Warnig: White List will block device services, enable them in 'Service
Port’)

Management IP Address 0.0.0.0

Note: Before you click the Apply button, please make sure the Managemanet PC can connect and login to
the WebUI of Router.

Service Ports U53.C00

Note: You can prepend the service character in front of port number for non default setting. The default
setting is WAN side, protocol is TCP. and the direction is Output.
Note: The Service character include 'L' for LANM side, 'A’ for LAN plus WAN; 'U" for UDP, 'C' for ICMP, and '’
for all protocols; 'I' for Input.
» For example: U53 means allow device make a outgoing connection({default) to remote DNS({UDP)
server on WAN side(default)
« For example: L1443 means allow PC make a (I)ncoming connection to WebUl({default TCP) of Router
on LAN(L) side

& Mode Protocol Source / Port Destination / Port Edit
1 Disable All 0.0.0.0 0.0.0.0 ﬂ
2 Disable All 0.0.0.0 0.0.0.0 (@ |
3 Disable All 0.0.0.0 0.0.0.0 (@ |
4 Disable All 0.0.0.0 0.0.0.0 E
5 Disable All 0.0.0.0 0.0.0.0 (@ |
8 Disable All 0.0.0.0 0.0.0.0 [ |

Management IP Address:

For White List only. Since White List will block all user communication except those has been
assigned by rules, it is better to assign a specific IP address for the administrator to access the
Router which is Management IP Address.

Service Ports:

For White List only. The setting is specified for Router access only. The user can set it to allow
Router access outside WAN or inside LAN Service. For example, access outside WAN DNS
service. It also allows user to access Router service from outside WAN or inside LAN. For example,
access Router Web service.
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Edit Black/White List

(1) Click button to edit Black/White list.

(2) The default is Disable mode as the following interface (Black/White).

Edit IP Filter Black List Entry #1

Black List Setting

Mode

Protocol

Source IP

Source Port

Destination IP

Destnation Port

® Disable () Enable

® Al O ICMP O TCP O UDP
0.0.00

Example:

192.168.0.123

192.168.1.0/24

192.168.1.0/255.255.255.0
192.168.1.1-192.168.1.123
2607:10d0:1002:31::4

2607:f0d0:1002:51::0/64
2607:10d0:1002:51.:4-2607.710d0:1002:51.:a2aa

0

Example:
« 1234
« 1234:5678.

0.0.0.0

Save

Edit IP Filter White List Entry #1

White List Setting

Iode

Protocol

Source IP

Source Port

Destination IP

Destnation Port

® Disable () Enable

® Al O ICMP O TCP O UDP
0.0.0.0

Example:

192.168.0.123

192.168.1.0/24

192.168.1.0/255.255.255.0
192.168.1.1-192.166.1.123
2607:f0d0:1002:51::4

2607:f0d0:1002:51::0/64
2607:f0d0:1002:51::4-2607:10d0:1002:51::aaaa

0

Example:
- 1234
« 12345678

0.0.0.0

Save
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Firewall > IP Filter
Item Description
Mode Select from Disable or Enable. The default is Disable.
Protocol Select from All, ICMP, TCP or UDP.
Source IP Fill in your source IP address.
Source Port Fill in your source port.
Destination IP Fill in your destination IP address.
Destination Port Fill in your destination port.

(3) When selecting Enable Mode, the protocol is TCP. The source IP has IPv4 and IPv6 setting
formats.

(4) For Source IP, there are three types to input your source IP that depends on your requirement,
including single IP, IP with Mask or giving a range of IP. The following table provides some

examples.
Firewall > Edit IP Filter > Source IP
IP Format Single IP IP with Mask Ranged IP
192.168.1.0/24 192.168.1.1-
Pva 192.168.0.123 192.168.1.0/255.255.255. | 192.168.1.123
2607:f0d0:1002:51.::4-
IPv6 2607:f0d0:1002:51::4 | 2607:f0d0:1002:51::0/64 2607-0d0:1002-51--aaaa
Note: Setting up a range of IP, please use — hyphen symbol to mark your ranged IP.

(5) For Source Port, there are two types to input your source port that depends on your
requirement, including single port (e.g.1234) or giving a range of ports (e.g.1234:5678).

Note: Setting up a range of source ports, please use: colon symbol to mark your ranged ports.
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12.5 Firewall > MAC Filter

. . : o # .
This section allows you to set up MAC Filter. After clicking button, you can edit your MAC

address.

U MAC Filter

Mode @ Disable O Enable

Mode MAC Address Edit
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable

Apply

Edit MAC Filter Black List Entry #1

Mode ® Disable O Enable

MAC Address

Save

Service > MAC Filter

Item

Description

Mode

Select from Disable or Enable. The default is Disable.

MAC Address Fill in your MAC address.

",

Note: Setting up MAC address, please use ”:” colon symbol (e.g. Xx : XX : xx : XX) or “-“ hyphen
symbol to mark (e.g. XX - XX - XX - XX).
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12.6 Firewall > URL Filter

. . : o # .
This section allows you to set up URL Filter. After clicking button, you can edit the type of

filter and information.

U URL Filter

IMode

# Mode

1 Disable
2 Disable
3 Disable
4 Disable
5 Disable
6 Disable
7 Disable
8 Disable
9 Disable
10 Disable
11 Disable
12 Disable
13 Disable
14 Disable
15 Disable
16 Disable

® Disable ) Enable

Filter Key/Full
Key
Key
Key
Key
Key
Key
Key
Key
Key
Key
Key
Key
Key
Key
Key

Key

M B BEEE &
g

) 0]

o

NI WA W N N 0}

0]

cooooooQcoEEEEARD0

Apply

Edit URL Filter Black List Entry #1

Mode

Filter

Key/Full

Hint

O Disable ® Enable

O Key @® Full

tw.yahoo.com

About the "Full’ filter:

s Please NOT include "hitp/f or "hitps i inside the URL
« [t only works at LTE Met Modes 'Router Only" and "Dual Router'
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Note: Please not include “https://” or “http://” for the URL address in the Full Filter.

Firewall > URL Filter
Item Description
Mode Select from Disable or Enable. The default is Disable.
Filter Select from Key or Full. The default is Key.
Key / Full Fill in your Key / Full information.

12.7 Firewall > NAT

This section allows you to set NAT configuration.

When NAT mode is Enable, the router will replace the source private IP address by its Internet
public address for outgoing packets, and replace the destination Internet public address by private
IP address for incoming packets.

When NAT mode is Disable, the router will send the source LAN private IP address for outgoing
packets and allow to receive the destination LAN private IP address for incoming packets.

IMode (0 Disable @® Enable

Apply
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12.8 Firewall > IPS

This section allows you to set IPS configuration. IPS prevents the system from being attacked by
the Internet.

The system allows to limit the max incoming connection number from WAN per source IP address
to prevent system resource exhausted. Also, the system allows to limit the max incoming
connection retry number during a specific time period from WAN per source IP address to prevent
too many unexpected connections retry event from causing system busy.

U IPS(Intrusion Prevention System)

Mode ® Of @ On

Per IP Address

[C] Total allow incoming connection number 10

[C] Max incoming connection retry number 20 during | 120 seconds

Apply

Firewall > IPS

Item Description
Mode Turn on / off IPS function (default: Off)
Select the checkbox to enable or disable the
function. The default number is 10.
Select the checkbox to enable or disable the
function. The default number is 20.
Duration time The default time is 120 seconds.

Total allow incoming connection number

Max incoming connection retry number
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13 Configuration > Service

This section allows you to configure the SNMP, TR069, Dynamic DNS, VRRP, MQTT, UPnP, SMTP,
and IP Alias.

SNMP
TR069
Dynamic DNS
VRRP
MQTT
UPNP
SMTP

I[P Alias

13.1 Service > SNMP

This section allows you to set the SNMP configuration.

‘ 13.1.1 Community ‘

© SNMP

Made () Disable @ Enable

Community SNMP v3 User Configuration SNIMP trap configuration

# Mode Name Access

1 Enable g public Read-Only w
z Enable v private Read-Write v
3 Disable v Read-Only v
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Service > SNMP > Community

Iltem Description
Mode Select from Disable or Enable to configure SNMP.
Community Configure community setting with three options, including # 1, # 2 and #3.
Mode Select from Disable or Enable.
Name Name each community.
Access Select from Read-Only or Read-Write.

13.1.2 SNMP v3 User Configuration

For SNMP v3 User Configuration, you need to register authentication and allow a receiver that
confirm the packet was not modified in transit. There are three options to set up SNMP v3
Configuration.

© SNMP

Mode () Disable @ Enable
Community SNIMP v3 User Configuration SNMP trap configuration

# Mode Name Access

1 Disable v Read-Only v

2 Disable v Read-Only v

] Disable v Read-Only v

Authentication

# Mode Auth Password Auth Protocol Privacy Password Privacy Protocol

1 Auth v MD5 v DES v

2 Auth v MD5 v DES v

A Auth v MD5 v DES v
Apply

Service > SNMP > SNMP v3 User configuration
Iltem Description
Select from Disable or Enable to configure SNMP.

M L

ode The default is Disable.

Name Fill in your name.

Auth Mode Select from Authentication or Privacy.

Authentication Password | Fill in your authentication password.

. ___________________________________________________________________________________________|
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Authentication Protocol

Select from MD5 or SHA.

Privacy Password

Fill in your privacy password.

Privacy Protocol

Select from DES or AES.

Access

Select from Read-Only or Read-Write.

13.1.3 SNMP trap configuration

This section allows you to set up the SNMP trap configuration when you select the [SNMP trap
function from Alarm output of system for your router. With SNMP trap setting, you can know the

status of remote device.

© SNMP

Mode

SNMP v3 User Configuration

Community
#  Mode
1 )
Disable v
c Disable v

(O Disable @ Enable

SNMP trap configuration

Community Name Destination
public

private

Mode

Alarm input

Alarm output

DI 1 Trigger

DO behavior

SMS/E-mail

Apply

® Disable  Enable
¥ sMs # DI ¥ VPN disconnect I WAN disconnect
¥ LAN disconnect | Reboot
¥ sms ¥ Do ¥ SNIMP trap ¥ E-mail
¥ TROG9
® High © Low
® Always O Pulse

Limit 150 english characters

Hint: for SMS/E-mail only accept trusted and on duty members

Service > SNMP > SNMP trap configuration

Item

Description

Mode

Select from Disable or Enable. The default is Disable.

Community Name

Fill in your community name.

Destination

The destination (domain name/IP) of remote SNMP trap server.
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13.2 Service > TR069

This section allows you to set up TRO69 client configuration. You can get information how to install
TRO69 Server (GenieACS Installation) from the application configuration chapter.

© TR069

Mode ® Disable © Enable
ACS URL http://192.168.1.100:8080/acs
ACS Username cpe

ACS Password

Periodic Inform ® Disable © Enable

Periodic Inform Interval{Sec) 1800

Connection Request Username tro69

Connection Request Password

Connection Request Port 7547
Apply
Service > TR069
Iltem Description
Mode Select from Disable or Enable. The default is Disable.
ACS URL Fill in the URL address of ACS (Auto-Configuration Server).

Fill in the ACS username to authenticate the CPE (this router) when
connecting to the ACS.

Fill in the ACS password to authenticate the CPE (this router) when
connecting to the ACS.

Select from Disable or Enable. The default is Disable. The CPE
reports the status to the ACS when enabling a period of time set.

ACS Username

ACS Password

Periodic Inform

Periodic Inform Fill in the periodic time. The CPE reports to ACS the status
Interval (Sec) according to your duration in seconds of the interval set.
Connection Request | Fill in the connection request username to authenticate the ACS if
Username the ACS attempts to communicate with the CPE.

Connection Request | Fill in the connection request password to authenticate the ACS if
Password the ACS attempts to communicate with the CPE.

Connection Request | Fillin the connection request port to authenticate the ACS if the ACS
Port attempts to communicate with the CPE.
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13.3 Service > Dynamic DNS

This section allows you to set up Dynamic DNS.

© Dynamic DNS

Mode @ Disable () Enable
Service Provider dynve.com v
Host Name
Token ID
Update Period Time (Sec) 2592000

IP Address Selection ® InternetIP O WANIP

Apply
© Dynamic DNS
Mode ® Disable (& Enable
Service Provider ‘ dynvE.com vl

Host Name www.nsupdate.info
www.duckdns.org
WWW.Noip.com

Token ID freedns.afraid.org
dyndns.org
Update Period Time (Sec) 2592000

IP Address Selection ® InternetIP O WANIP

Apply
Service > Dynamic DNS
Iltem Description

Turn on/off this function to select Disable or Enable. The
Mode o

default is Disable.
Service Provider Select the Service Provider of Dynamic DNS.
Host Name Fill in your registered Host Name from Service Provider.
Token ID Fill in your Token ID from Service Provider.
Host Secret ID Fill in your Secret ID from Service Provider.
Username Fill in your registered username from Service Provider.
Password Fill in your registered password from Service Provider.
Update Period Time (Sec) | Fill in “0” to mean 30 days.
IP Address Selection Select either Internet IP or WAN IP.

. ___________________________________________________________________________________________________|
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Note: There are six options of Service Provider as below to explain the information.

Service Provider dynv6.com
Host Name Register hostname, e.g. tester.dynv6.net
Token ID The token ID, e.g. v_ABjMMQxeAnWv5UwtuVn1QBriynzq

Service Provider

www.nsupdate.info

Host Name

Register hostname, e.g. tester.nsupdate.info

Host Secret ID

The Host Secret ID, e.g. e2AMDsLmVF

Service Provider

www.duckdns.org

Host Name

Register hostname, e.g. tester.duckdns.org

Token ID

The token ID, e.g.12345678-de49-4e97-a33c-98b159aead2b

Service Provider

no-ip.com

Host Name Register hostname, e.g. tester.hopto.org
Username Register username.
Password Register password.

Service provider

freedns.afraid.org

Host Name Register hostname, e.g. tester.mooo.com
Username Register username.
Password Register password.

Service provider

dyndns.org

Host Name Register hostname, e.g. tester.dyns.com
Username Register username.
Password Register password.
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13.4 Service > VRRP

This section allows you to configure VRRP.

© VRRP

Mode @® Disable (' Enable
Group ID 1
Priority 100
Virtual IP 0.0.0.0

Apply

Service > VRRP
Item Description
Mode Select from Disable or Enable. The default is Disable.
Group ID Specify which VRRP group of this router belong to (1-255). The default is 1.
Enter the priority value from 1 to 254. The larger value has higher priority. The

Priorit .
rortty default is 100.
e Each router in the same VRRP group must have the same virtual IP address.
) The default is 0.0.0.0.
Virtual IP

e This virtual IP address must belong to the same address range as the real
IP address of the interface.

13.5 Service > MQTT

This section makes you configure MQTT which allows the MQTT client to send the message
within specific topic or channel. By default, the router does not allow anonymous to read/write the
MQTT topic or channel. Thus, you need to create the account with username and password for
MQTT client in the web UlI.
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Mode ® Disable () Enable

Port 1883

Manage Users

Username Password Delete

Usemame

Password

ACLs
User Topic Subscribe Publish Delete
User v
Topic
|| Subscribe
[CJ Publish
Apply
Service > MQTT
Item Description

Mode Select from Disable or Enable. The default is Disable.
Port Fill in the port number of MQTT application.

Create the users and show all users’ names. Allow each user to delete
Manage Users .

their name.
Username Fill in the username of manage user.
Password Fill in the password of manage user.
ACLs Allow to specify what topic should be limited.
User Select the users and identify their authority to read or write the MQTT

topic/channel.
Topic Name the topic of MQTT message.

Take for example, the interface is shown as below.

The Manage Users section will show all users that you create. Moreover, each user can use the
delete button to delete it. For the ACLs control, user can specify what topic should be limited. In
this case, we set up the publisher publ to write the critical topic. Additionally, we also allow the
subscribers subl and sub?2 to read the critical topic. Thus, only the sub1 and sub2 can receive it
when publ sending the message.

|
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Mode @® Disable ) Enable

Port 1883
Manage Users

Username Password Delete

Subi

Sub2 e

Sub3 ween

Pubi

Pub2

Usermname

Password

ACLs

User Topic Subscribe Publish Delete

Sub1 Critical ! d [ x|

Sub2 Critical L = &
Pub1 Critical e @ [ x
User v
Topic

] Subscribe

[ Publish
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13.6 Service > UPnP

This section allows you to set up UPnP confirguration to select the mode from Disable or Enable.
The default UPnP is enabled for the cellular router.

IMode 0 Disable ® Enable

Apply

Note:

UPnP™ (Universal Plug and Play) is a set of protocols that allows a PC to automatically discover
other UPNP devices (anything from an Internet gateway device to a light switch), retrieve an XML
description of the device and its services, control the device, and subscribe to real-time event
notification.

PCs using UPnP can retrieve the cellular router's WAN IP address, and automatically create NAT
port maps. This means that applications that support UPnP, and are used with UPnP enabled
cellular router, will not need application layer gateway support on the cellular router to work
through NAT.

13.7 Service > SMTP

This section provides you to send your email for the server. For instance, the email will be sent to
notify when the Alarm has a nofitication by the server.

© SMTP

Mode ® Disable ( Enable
Server
Port | 587 v

Username 485
587

Password

Service > SMTP

Item Description

Mode Select from Disable or Enable. The default is Disable.

Server The email will be sent through the server.
There are three ports for SMTP communication between mail
servers.

Port e Port 25 : Use TCP port 25 without encryption.
e Port 465 : SMTP connections secured by SSL.
e Port 587 : SMTP connections secured by TLS.

Username / Password | Fill in your username and password as the same your server.
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13.8 Service > IP Alias

This section allows you to set IP Alias configuration.

IP Alias is associating more than one IP address to a network interface. With IP Alias, one node
on a network can build multiple connections with the network, each serving a different purpose.

IP Alias can be used to provide multiple network addresses on a single physical interface.

© IP Alias

Mode & Of @ On
Entries
# Mode Interface Addr Mask Edit Delete
1 on lan 192.168.3.1 255.255.255.0 [ | (3

Add IP Alias Entry

Mode O Off ® On

Interface eth1(WAN Ethernet) v
Addr YOO XOOC XK KX
Mask 255.255.255.0

Service > |IP Alias

Iltem Description
Mode Select from Off or On to enable the IP Alias.
Entries The setting can be edited or deleted the existed entries.

e Mode: select from Off or On to use or not use this entry.

e Interface: the interface you want to provide the additional
Add / Edit IP Alias Entry address.

e Addr: the IP address.

e Mask: the network mask.
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14 Configuration > Management

This section provides you to manage the router, set up your administration and know about the
status of current software and firmware. Also, you can back up and restore the configuration.

|dentification
Administration
Contacts / On Duty
S5H

Firmware
Configuration

Load Factory

Restart

14.1 Management > Identification

This section allows you to confirm the profile of router, current software, firmware version and
system uptime.

£+ Identification

Attr. Value

Active Image Partition a

Model Name M330-W

LAN Ethernet MAC Address 00:03:79:06:2F:BD
WAN Ethernet MAC Address 00:03:79:06:2F BE
Software Version 338

Firmware Version V0.02

Hardware Version

Software MCSV 014B00000022EB2C
Hardware MCSV 014B000000000000
Serial Number BLOU4IVZ000S
Modem Firmware Version EC25EFAROBAOD3MAG
IMEI 8667580436832480
Uptime 6:42:38
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Management > Identification

Iltem Description
Model Name The model name of cellular router.
LAN Ethernet MAC Address | The LAN Ethernet MAC address.
WAN Ethernet MAC Address | The WAN Ethernet MAC address.
Software Version The software version currently running on the device.
Firmware Version The firmware version of the device.
Hardware Version The hardware version of the device.
Software MCSV Show the software MCSV of the running firmware
Hardware MCSV Show the current hardware MCSV of the device.
Serial Number Show the product serial number.
Modem Firmware Version Show the modem firmware version of the device
IMEI Show the IMEI (International Mobile Equipment Identity number).
Uptime Show the current system uptime.

14.2 Management > Administration

This section allows you to set up the name of the device and change your new password. For the
Session TTL, you can set up what duration of time will be logout. If you don’t need to have this
timeout limitation, you can fill in “0“(Zero). The default timeout is 5 minutes.

£ Administration

System Setup
Model Name M330-W
Session TTL 0 (minutes, 0 means no timeout)
Admin Password
New Password

Retype to confirm

Apply

. ___________________________________________________________________________________________________|
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14.3 Management > Contacts / On Duty

This section allows you to create the groups, add the usersFor more detailed instruction, please
navigate to System > Alarm.

114.3.1 Contacts

|

£+ Contacts / On Duty

Contacts Duty Schedule

i Office 1 @ Test +886912345678 test@test.com E
+ Add GI’OLIp & Add User

Please do NOT add device phone number into contacts

Apply

+ Add Group|: Please fill out group name.
+ Add User: Please fill out Name/Phone/E-Mail/Groups.

114.3.2 Duty Schedule

|

£+ Contacts / On Duty

Contacts Duty Schedule
Group SUN MON TUE WED THU FRI SAT
Office 1 = ] = = (=] (] (]
+ Add Group
Apply

Please select duty date for every group. The trust and responsible groups can control/receive
alarms and SMS.
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14.4 Management > SSH

Secure Shell (SSH) allows user to configure system via a secure channel. User can configure
system from either public domain or local LAN.

£ SSH

Mode (0 Disable @® Enable
LAN Server Port 22
WAN Server Port 8022
Access Control ® Allow All O Allow specified IPv4ve Address below
Apply
# SSH
Mode O Disable ® Enable

LAM Server Port 22

WAN Server Port 8022

Access Control O Allow Al ® Allow specified IPv4ve Address below

IPvdvE Address Set

# IP Address

Hint: IPv4 address format could be 3000 00 00 300 o X000 0soodyy where oo is IPvd and yy is netmask bits.

Hint: IPvE address format could be x000 000 0000 0000000000 OF 0000000000 20000 yy where oo is IPVE and yy is netmask bits.

Apply
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Management > SSH
Iltem Description
Mode Select from Disable or Enable SSH function.
LAN Server Port The LAN side TCP port number listened by SSH server.
WAN Server Port The WAN side TCP port number listened by SSH server.
e Allow All: Any client who own the IPv4v6 Address can reach
system is able to connect system.
e Allow specified IPv4v6 Address below: Only those configured
IPv4v6 Address client are allowed to connect system.

Access Control

14.5 Management > Firmware

This section provides you to upgrade the firmware of router.

(1) Click 'g button to choose your current firmware version in your PC.

(2) Select button to update.

(3) After upgrading successfully, please reboot the router.

Select the firmware to upgrade

14.6 Management > Configuration

This section supports you to export or import the configuration file.

(1) Click Fassmiadiiss S sl button to export your current configurations.

#3 Configuration

Backup the running configurations Select the configuration file to restore

(2) Click button to import the configuration file.

14.7 Management > Load Factory

This section supports you to load the factory default configuration and restart the device

Load Factory and Restart

immediately. You can click the button.

¥ Load Factory

Load the factory default configuration and restart the device immediately

Load Factory and Restart
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14.8 Management > Restart

This section allows you to click button and the router will restart immediately.

£+ Restart

Reastart the device immediately

15 Configuration > Diagnosis

This section allows you to diagnose Ping and Traceroute for your Host (IP address or Domain Name).

Diagnosis >

Ping

Traceroute

15.1 Diagnosis > Ping

Please assign the Host you want to ping.

Use Interface As Source ® No © Yes

Use Interface APN2 v ( LTE Net Mode: NA )

Host

Diagnosis > Ping

Iltem Description
Use Interface As Source Use or not use the Interface as source
Use Interface APN1 /APN2
Host The host name or the host IP address
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15.2 Diagnosis > Traceroute

Please assign the Host **you want to** traceroute.

Use Interface As Source ® No O Yes

Use Interface APN2 r [ LTE Net Mode: NA )

Host

Traceroute

The result of the traceroute is as below.

Use Interface As Source ® No © Yes

Use Interface APN2 v [ LTE Met Mode: NA )

Host 8858

Traceroute

traceroute to 8.58.8.8 (8.8.8.8), 3@ hops max, 38 byte packets
ltraceroute: sendto: Metwork is unreachable

Diagnosis > Ping
Iltem Description
Use Interface As Source Use or not use the Interface as source
Use Interface APN1 /APN2
Host The host name or the host IP address
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16 Configuration Applications

This section explains specific examples how to configure your applications.

16.1 WAN Priority

You can select from ETH First, LTE Only, ETH Only or LTE First.

WAN Priority ETH First M

LTE Only
ETH Only
LTE First

(1) WAN Priority > ETH First:

In case both Ethernet and LTE can access Internet, the router would route network packages
through Ethernet. The reason is Ethernet that is low price and stable.

However, in case Ethernet is unplug or not able to access Internet (check by ping), the router
would route network packages through LTE network.

ETH First Priority LTE

\“ Internet

Cellular Router X/ 3

LTE Second Priority
LTE A Internet
Ethernet Q

- N

Cellular Router =

(2) WAN Priority > LTE Only:

In this mode, the router only routes network packages through LTE.

R HE A&
Internet

u = Ethernet 3 Q
Cellular Router -

LTE Internet
l@| a——

Ethernet
Cellular Router >
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(3) WAN Priority > ETH Only:

In this mode, the router only routes network packages through Ethernet.

ETH Only LTE
X\\\\‘\x Internet
Cellular Router \_/ -
LTE Internet
K\

Ethernet j
Cellular Router < ?

pi

(4) WAN Priority > LTE First:

In case both Ethernet and LTE can access Internet, the router would route network packages
through LTE.

However, in case LTE is unplug or not able to access Internet (check by ping), the router
would route network packages through Ethernet network.

LTE First Priority LTE

Internet

Cellular Router L2

ETH Second Priority

{

M Internet

Cellular Router -

{
[
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16.2 LAN > IPv4/IPv6 Dual Stack

The router supports IPv4/IPv6 dual stack by default, it means IPv4 packages route to IPv4
network and IPv6 route to IPv6 network.

v

> ~:E < IPv4 Network

Dual Stack Host Cellular Router
Dual Stack Router

Native IPv4 Site

A4

4

Dual Stack Site

IPv6 Network Native IPv6 Site

Since IPv6 is global IP, there is no NAT between WAN site and LAN site. One device only needs
one global IPv6. There is IPv6 firewall protection in the router by default. Only the IPv6 packages
come from LAN site device and got reply back.

Attr. Current SIM Backup SIM
SIM Card SiM1 Sim2
Modem Status Ready Not Inseried
Operator Chunghwa Telecom

Modem Access FDDLTE

IMSI 466924290307730

Phone Number

Band LTEBAND 7

Channel ID 3050 0
IPv4 Address 10.167.236.11

IPv4 Mask 255.255.255.255

Ethernet LAN

Attr. Value Attr. Value

IPv4 Address 192.168.11.176 IPv4 Address 192.168.1.1

1Pv4 Mask 255.255.255.0 1Pv4 Mask 2552552550
IPVE Address 2001:b021:4a::100
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The router automatically detects IPv6 environment and query IP. After the IP is obtained
successfully, it will distribute to LAN site hosts.

Bl Command Prompt (1) - O >
C nfiz fall

: PCI-borchen-LAB

: Hybrid
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16.3 MQTT Broker

The cellular router provides the MQTT broker feature which allow the MQTT client sending the
message within specific topic (channel).

By default, the cellular router does not allow anonymous to read/write the MQTT topic (channel).

En

message 1

message 1

pub1 message 2

Y

message 1 -~

Cellular Router

a message 2 MQTT Broker
message 2

pub2 (FRTERE % |
sub3

normal channel
critical channel

Thus, you need to create the account with username and password for MQTT client in the web
Ul.

o MaTT

Made © Disable @ Enable

Fort 1883
Manage Users

Usemame Password Delete

Sub1
Sub2
Sub3

Pub1

Pub2

Username

Password

The Manage Users section will show all created users. Each user can use the button to
delete it. For the ACL control, you can specify what topic should be limited.
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For example, we set the publisher pub?2 to write the critical topic.
Additionally, we also the subscribers subl and sub3 can read the critical topic.

Thus, when pub2 is sending the message only the sub1l, the sub3 can receive it.

ACLs

User Topic Subscribe Publish Delete
Sub1 Critical @ « [ x|
Sub3 Critical v u [ x|
Pub2 Critical u “ [ x|
User v
Topic

] Subscribe

[J Publish

[ naa |

Apply

16.4 Alarm Configuration

After you enable alarm, all the selected alarm input events would trigger selected alarm output.

WAN Disconnect
e e e D e L D et e

Cellular Router

(1) Alarm Input:
e The alarm would be triggered when DI1/DI2 show(s) high signal.

e The user’s phone number is in device contact phone book can send a SMS to device SIM
card to trigger alarm.

e VPN /WAN disconnect would trigger alarm no matter which interface is currently using.
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(2) Alarm Output:

e In case of SMS is selected then only user’s phone number is in selected group and on
selected working day would receive alarm SMS.

e In case of DO is selected, please make sure your DO is connected to your alarm device.

e In case of SNMP trap is selected, please make sure you enable SNMP trap (Service ->
SNMP) and fill our server IP.

Muode ® Disable © Enable

Alarm input ¥ SMS = DI “ VPN disconnect I WAN disconnect
¥ LAN disconnect ¥ Reboot
Alarm output # SMS ¥ DO # SNMP trap # E-mail
# TROGS

DI 1 Trigger ® High © Low
DO behavior = Always ) Pulse

SMS/E-mail Limit 150 english characiers

Hint: for SMS/E-mail only accept trusted and on duty members

Apply

© SNMP
IMode (0 Disable @ Enable
Community SNMP v3 User Configuration SNMP trap configuration
# Mode Community Name Destination
1 Disable v| | public
2 Disable v | private
Apply
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16.5 Open VPN Configuration

Generic setup
For Open VPN configuration, use the certificate to authenticate the VPN connection.

Thus, you need to generate the required files for Open VPN server or import the required file to
Open VPN client.

116.5.1 Open VPN Server Mode

Open VPN server certificate generation

Server - Server Security

Foot A
Cert, Key

Server - User Security
User 1 ~| Valid password for create (®
User 2 —| Valid password for create (®
User 3 ~| Valid password for create (®
User 4 —| Valid password for create (@
User 5 ~| Valid password for create (®
User 6 —| Valid password for create @
User 7 ~| Valid password for create (®
User 8 _| Valid password for create

For the Open VPN server mode, the Open VPN web Ul provides the buttons to generate the
required files. The files include Root CA, Cert, Key and Open VPN client files. The file will be
generated when you click the corresponded button.

Note: The Cert, Key generation will take around 10 minutes.
To generate the Open VPN client files, you need to type the password to create it.

The password will be used in the Open VPN client when the client uses PKCS#12 to authenticate
the VPN connection. After the generation, the web Ul shows the below picture.
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Server - Server Security

Server - User Security
bt @ vl ORI o s | ik ] iP s |
User 2 [ Valid password for create ®
User3 [ Valid password for create  (®
User4 [ Valid password for create  (®
User5 [ Valid password for create (®
User6 [ Valid password for create (®
User 7 [ Valid password for create ®
User8 [ Valid password for create (®

And you can click the info button to show the detail for each files, or click the download button to
download the file to PC.

16.5.2 Open VPN Client Mode

Open VPN client certificate import

For the Open VPN client mode, the Open VPN web Ul provides the buttons to import the required
files. The Open VPN client can use the Root CA, User Key and User Cert files from Open VPN
server to authenticate the VPN tunnel. Or just only use the PKCS#12 (P12) file from Open VPN
server to authenticate it.

Note: The PKCS#12 files will contain the Root CA, User Key and User Cert.

When the files are imported, the web Ul is as shown in the right-bottom picture.

Client - Security Client - Security

Root CA &, Import Root CA m

Same as Open VPN server part, you can use the info/download buttons to get the information of
file or download the file to PC.
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16.5.3 Open VPN Net-to-Net

You can use the Open VPN VPN tunnel to make the PC1 and PC2 communicate each other.

Cellular Router
OpenVPN server

=

ILAN 192.168.1.1/24

WAN: 172.168.1.1/24

Cellular Router
OpenVPN client

»

IIJ

e—

PC1:192.168.1.2/24

(1) Open VPN server configuration

WAN: 172.168.1.2/24

=

ILAN 10.0.0.1/24

—

PC2:10.0.0.2/24

—
—

For the Open VPN server side, the basic setting is as shown in below figure.

Edit Open VPN Connection #1

Mode

VPN Mode

TLS Mode

TLS minimal version

Cipher

Status

Device

Protocol

Port

VPN Compression

Authentication
Server
Client Mode
VPN Network
VPN Netmask
Roadwarrior

Route Client Networks

#1
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" Disable @ Enable

© Server () Client () Custom

© Disable () Enable

©none 1.0 O 11 O 1.2

BF-CBC

Running

CN IP

user-00-00@cpenvpn  192.168.30.6

© TUN O TAP

© UDP ) TCP

1701

© Disable () Enable

Certificate

© Roadwarrior

192.168.30.0

255.255.255.0

) Off @ On

Connections - Net / Mask

10.0.0.0

/ 255.255.255.0

e

Connected since

2017-06-21 10:38:13

>
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The VPN Network and VPN Netmask are required fields.
Note: The VPN Network should be network ID (e.g. 192.168.30.1 is invalid setting.)
When PC1 and PC2 communicate each other, the Route Client Networks should be enabled.

And add the LAN information of Open VPN client side, in this case the #1 route will be 10.0.0.0
and 255.255.255.0

Note: The #1 route means the routing information for User 1.

If all settings set up properly, the web Ul will show the Apply OK and the Open VPN server
status should be Running. When Open VPN Client mode is connected, the status will show the
information which client is connected, IP address and connected time.

Status Hunning

CN P Connected since

user-00-00@openvpn  192.168.30.6 2017-06-21 10:38:13

In the status, the CN field will indicate which client is connected and the user-00-00@Open
VPN value is from the User 1 certificate information. You can check it by clicking the
button, the web Ul will display the window as the below figure.

[ ] @ 192.168.1.1/cgi-bin/openvpn.cgi?act=infolfile=cert&type=user&conn_id=0&user_i...
@ 192.168.1.1/cgi-binjopenvpn.cgi?act=info&file=cert&type=user&conn_id=0&user_id...

Certificate:
Data:
Version: 1 (0x0)
Serial Number: 1 (0x1)

Signature Algorithm: sha256WithRSAEncryption
vorigiey  Clr OnstrongSuan, CR-OpentR The CN information of user
T e T 3 e oy certificate is as shown in the
| S:b;::::yi:if; i::bf:::?w&n, CN=user-00-008cpenvpn I SubJeCt fleld
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:ac:bl:ca:c7:74:18:70:ed:71:88:%:c4:ba:dl:
c4:09:52:b8:11:d7:17:00:e4:dd:e5:a7:f4:el:f6:
1lc:10:b5:0c:d2:27:e7:£8:63:cb:e2:30:78:6c:ab:
el:eb:bd:08:a0:64:ed:1c:6d:97:8£:75:be:21:0d:
47:1f:ca:66:6e:52:aB8:c2:40:98:01:21:73:73:b5:
62:c7:ab:a7:39:6b:94:7b:db:b4:a4:45:33:39:00:
Sb:92:f6:05:4c:18:el:7d:1b:0b:35:ed:3b:da:0e:
le:f3:0e:db:04:e0:90:53:da:f5:87:91:d9:af:0f:
3d:B2:c3:12:ec:date2:ed:77:d%:ca:89:2a:73:c9:
e7:4f:a3:97:£f:97:fl:c4:f0:de:12:cl:ae:12:73:
3£:63:30:dd:eB8:87:97:59:34:e7:a7:1£:a0:53:05:
bl:f6:4d:10:2f:96:bd:f1:80:cc:62:5a:66:d8:30:
29:c6:£3:fa:7a:69:4a:6a:67:0b:85:e7:8£:76:a4:
fo:dT7:af:e5:1e:76:96:1c:f0:2b:64:d7:d0:02:50:
63:43:ae:65:ad:88:73:b0:19:67:08:a4:60:6a:£1:
03:93:62:f1:23:0a:b3:70:82:dc:8b:B5:24:95:98:
fh:f5:f8:81:2b:a5:55:8a:f7:1c:15:41:c2:£5:8b:
ae:ed

Exponent: 65537 (0x10001)

Signature Algorithm: sha256WithRSAEncryption
54:fd:09:0b:23:5b:d1:22:e3:17:1le:de:5c:4B:1c:30:30:07:
0l:dB:6d:46:f4:91:4c:84:16:35:2a:79:91:67:dc:91:63:88:
6a:23:7b:fe:8c:e0:93:14:al:1e:1d:32:c2:22:84:af:22:ff:
a9:9d:2f:aa:b2:0c:8b:86:c3:bc:46:8e:9d:5c:£8:55:39:91:
cc:03:17:40:e9:d5:bb:df:e9:34:2a:89:71:f7:ea:lc:78:78:
99:38:ba:Tbiec:d7:dezla:d0:a0:07:58:cc:Bardarcc:2e:54:
b3:d9:46:03:8e:58:cb:ef:de:95:61:01:33:9f:40:4c:cb:lb:
3e:3e:70:42:07:62:8c:d4:£0:53:86:42:c7:13:30:a8:3a:76:
d3:bf:9d:33:7b:50:03:98:fd:f0:ed:2a:c3:00:b8:de:e0:80:
a9:4b:0c:el:ad:fc:32:76:03:b8:2f:9f:2a:dl:bb:lbieT:cb:
62:d2:63:be:T7c:2l:ac:b5:91:14:55:96:fc:67:94:cc:1f:7bs
B2:12:e6:84:da:fe:12:3e:73:bf:62:bb:la:l4:57:45:ce:28:
95:el:1f:d9:86:cb:36:c6:4d:bB:04:af:f6:0e:f4:£4:31:ba:
6d:ef:cc:75:bo:le:db:19:07:c2:20:b3:62:60:c2:88:d%:a3:
cf:dd:8b:25

=====BEGIN CERTIFICATE-==-=-

MIIC5zCCAc8CAQEWDQYIKoZ I hveNAQELBOAWNDELMAKGA1UEBhMCQOGXE zARBgNY
BhoMCnNOcm9uZ IN3¥YW4XEDROBgNVEAMMBO 9wEWSWUE4wHheNMTewNTASMDY zNDA4
WheNMAcwNTAIMDY zNDAAWA L/ MOswCOYDVOOGEWIDSDETMBECA1UECawEe 3Rvb25n
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(2) Open VPN client configuration

For the Open VPN client side, the basic setting is as below figure.

Edit Open VPN Connection #1

Mode ) Disable @ Enable
VPN Mode Server @ Client Custom
TLS Mode © Disable Enable
TLS minimal version © none 1.0 1.1 1.2

Cipher BF-CBC

<«

Status Connected
P Connected since

192.168.30.6 2017-06-21 10:38:15

Device © TUN TAP

Protocol © UDP TCP

Port 1701

VPN Compression © Disable Enable

Authentication pkcs #12 Certificate

“«

Client

Client Mode © Roadwarrior

Server Address 172.168.1.1
PKCS12 Password 1234567
Route Client Networks off @ On

The Server Address is required field, which indicate the Open VPN server address which Open
VPN client try to connect. And the PKCS12 Password only works when selected the pkcs #12
Certificate authentication option.

This option requires the P12 file which generated from Generic Setup Open VPN server part.
The password also be set on the Generic Setup Open VPN server part.

If you use the Certificate authentication option, the Open VPN client will require the Root CA,
User cert and User key files.

Same as the Open VPN server configuration part, Open VPN client web Ul also provides the
status information. When all settings set up properly, the status will change from Idle to Running.
When Open VPN tunnel is created, the status shows Connected and the information for IP
address and the time.
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16.5.4 Open VPN 1:1 NAT

src: 192.168.11.2
OpenVPN server dst: 192.168.10.2

S

T _WAN: 172.168.1.1/24 ‘e -

1:1 NAT < > LANAT |
WAN: 172.168.1.2/24

l LAN: 192.168.1.1/24 LAN: 192.168.1.1/24

src: 192.168.1.2
dst: 192.168.10.2

Cellular Router
QOpenVPN client

Cellular Router

dst: 192.168.1

src: 192.168.11.2

7 TN

PC1:192.168.1.2/24 PC2: 192.168.1.2124

For the net-to-net part, the Open VPN server LAN network and the Open VPN client LAN network
are different. But some time, the LAN network will be same for both sides.

When this situation occurred, the routing rules will be ambiguous that will result in the PC1 and
the PC2 can't communicate each other. Thus, the router Open VPN provides the 1:1 NAT feature.
The feature will convert the conflict subnet to different subnet. In this case, you can use 1:1 NAT
feature to convert the Open VPN server and client side LAN network.

For the Open VPN server side, we fill up the Network be 192.168.10.0 and Netmask
255.255.255.0. The setting will make the router convert the Open VPN server side LAN network
from 192.168.1.0/24 to 192.168.10.0/24 when the VPN traffic is coming.

Roadwarrior
Route Client Networks ~ Off @ On
Connections - Net / Mask
#1 192.168.11.0 /| 255.255.255.0
#2 0.0.0.0 /' 0.0.0.0
#3 0.0.0.0 /1 0.0.0.0
#4 0.0.0.0 /1 0.0.0.0
#5 0.0.0.0 /! 0.0.0.0
#6 0.0.0.0 /1 0.0.0.0
#7 0.0.0.0 /' 0.0.0.0
#8 0.0.0.0 /' 0.0.0.0
NAT
1:1 NAT S off @ On
MNetwork 192.168.10.0
Netmask 255.255.255.0
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For the Open VPN client side, same as server side but we fill up the Network as 192.168.11.0.

The setting will make router convert the Open VPN client side LAN network from 192.168.1.0/24
to0 192.168.11.0/24 when the VPN traffic is coming.

Client
Client Mode © Roadwarrior
Server Address 172.168.1.1 B
PKCS12 Password proscend
Route Client Networks T Off @ On
NAT
1:1 NAT ~ Off @ On
MNetwork 192.168.11.0
Netmask 255.255.255.0

16.5.5 Open VPN with third-party server

Internet
A
Cellular Router \ 4
OpenVPN client s
@ » OpenVPN tunnel 5
LAN: 192.168.1.1/24 OpenVPN third-party server
e.g. vpngate

———
- —

TN

PC1: 192.168.1.2/24
A VPN enables you to send and receive data across shared networks.

For some users, they will use the VPN to access the limited network service from the different
country. But normally, the third-party Open VPN server will provide the .ovpn configuration files
for the Open VPN client. The .ovpn is hard to convert to the cellular router Open VPN client
configuration. So, we provide the Custom mode to make the user can easy use the .ovpn to set
up the cellular router Open VPN client. The Custom mode provide the import button to allow user
import the third-party Open VPN server .ovpn configurations file.
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For example, use the Japan Open VPN server which provided by http://www.vpngate.net/en/.
Firstly, download the ovpn configuration files from vpngate.net.

Additionally, use the Open VPN custom import button to import it. The result is as the below figure.
If the .ovpn configuration file is correct, the web Ul will show Apply OK.

Edit Open VPN Connection #1

Mode "~ Disable @ Enable
VPN Mode ~ Server () Client @ Custom
Status Connected
P Connected since

10.211.1.5 2017-06-21 11:30:40

If the third-party Open VPN server is reachable, the VPN tunnel will be established.

When the Open VPN VPN tunnel is established, the status shows Connected and the information
for IP address and the time. In this moment, the PC1 can visit the http://www.vpngate.net and the
web Ul should indicate the PC1 in the Japan at now as the below figure.

Follow @vpngate
. An academic experiment
VPN Gate E @ Graduste School of
An academic experiment
Public VPN relay servers

Hosted by
volunteers

E (1 Tube]

kwitter ¥

h Target servers

Oversea Internet

VPN Gate Client
Domestic internet www.vpngate.net

Free Access to World Knowledge Beyond Government's Firewall.
Your IP: FL1-119-240-145-93.stm.mesh.ad jp (119.240.145.93)
°

Your country: Japan
Let's change your IP address by using VPN Gate!

g Welcome to VPN Gate, (Launched on March &, 2013

~ You can get through your government's firewall to browse restricted websltes. (e.g. YouTube.) C
& SoftEther VPN
Supp L

= You can disguise your IP address to hide your identity while surfing the Internet.
- You can protect yourself by utilizing the strong encryption while using public Wi-Fi. More Detalls...

An open s

Supports Windows, Mac, iPhone, iPad and Android.

VPN Gate Is based on SoftEther VPN, a multi-protocol VPN server.

Today: 1,403,922 connections, Cumulative: 3,897,814,392 connections, Traffic: 104,975.51 TB. 3,897,814,392 VPN connections from 233 Countries.
T T T T T e
VPN-3897614392  2018/03/07 1:31:13 (C mins ago) ™ ykraine ¥l Canada 184.146.xx OpenVPN 1 Korea Republic of 23,065.257.5GB 118,005,960
VPN-3897814391 | 2018/03/07 1:30:31 (0 mins ago} ¥ srance Z Croana (LOCAL Name: Hrvatska) 93.143.x.x OpenvPN 2 chm 10,001.2714C8 539,459,030
VPN-3897814390 2018/03/07 1:29:53 (1 mins ago) ¥ ynited Kingdom  * Japan SB.183x OpenveN 3 B yniced states 9,442,2486C8 230,129,948
VPN-3897814389 2018/03/07 1:29:40 (1 mins ago) WM rrance ™ Vonezutla 190.75.%% OpenVPN 4 e 7,064,893.1GB 306,587,109
VPN-3897814388 2018/03/07 1:29:36 (1 mins ago} MM france ™ venezuela 190.75.x.x OpenveN 5 * Japan 6,644,702.7GB 104,583,401
Recent VPN activity status worldwide (3,185 entries) Top countries with most users (Refreshed in real time)
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16.5.6 Install Open VPN Access Server on Docker

Open VPN Access Server on Docker installation

Open VPN Access Server is a full featured secure network tunneling VPN software solution that
integrates Open VPN server capabilities, enterprise management capabilities, simplified Open
VPN Connect Ul, and Open VPN Client software packages that accommodate Windows, MAC,
Linux, Android, and iOS environments. Open VPN Access Server supports a wide range of
configurations, including secure and granular remote access to internal network and/ or private
cloud network resources and applications with fine-grained access control.

All Open VPN Access Server downloads come with 2 free client connections for testing purposes.

$15.00 License Fee Per Client Connection Per Year. Support & Updates included. 10 Client
minimum purchase.

The detail please look https://Open VPN.net/index.php/access-server/pricing.html
Quick Installation
m Prerequisites
e Ubuntu 16.04
e curl or wget should be installed
Install via curl
sh -c "$(curl -fsSL https://bit.ly/2GrzYyS)"
Install via wget
sh -c "$(wget https://bit.ly/2GrzYyS -O -)"
Install Docker on Ubuntu 16.04 64bit
Reference: https://docs.docker.com/engine/installation/linux/docker-ce/ubuntu/
Set up the repository
sudo apt-get remove docker docker-engine docker.io
sudo apt-get update
sudo apt-get install \
apt-transport-https \
ca-certificates \
curl\
software-properties-common
curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo apt-key add -
sudo add-apt-repository \
"deb [arch=amd64] https://download.docker.com/linux/ubuntu \
$(Isb_release -cs) \
stable”

4G LTE COMPACT INDUSTRIAL CELLULAR ROUTER_M330/M330-W - UM V1.1.8 154



Install Docker CE

sudo apt-get update

sudo apt-get install docker-ce

Install Open VPN Access Server by docker image

Reference: https://hub.docker.com/r/linuxserver/Open VPN-as/

sudo mkdir -p /Open VPN-as
sudo docker create --name=0Open VPN-as \
-v /Open VPN-as:/config \
-e TZ="Asia/Taipei" \
-e INTERFACE=enp3s0 \
--net=host --privileged linuxserver/Open VPN-as
sudo docker start Open VPN-as
Check the Open VPN Access Server by visiting https://<server_ip_or_domain>:943
Setup Open VPN Access Server for Cellular Router
The admin page is https://<server_ip_or_domain>:943/admin
The default administrator username and password is admin/password.

Login page:

(MPENVPN

OpenVPN Technologies, Inc.

Admin Login
Username

Password

After logged, please change the user authentication type to Local like the following figure.

. ___________________________________________________________________________________________|
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Q PE NVPN" Access Server Logout Help

Status Settings Changed At a glance
St Soarola LOCAL selected for user authentication. et SEaRisE o More
The active profile 'Default' has been modified and saved. License: 2 devices Info

Current Users
Press the button below to propagate the changes to the running server.

Log Reports
Current Users: 0 List
g R ! Update Running Server ]
Configuration 3. I e e
License N =
3 User Authentication
SSLSettings User credentials are validated using one of the three (external) user databases below or
Server Network Settings using the locally configured users on 'Users Permissions' page.

VPN Mode
\Prl Sattines IMPORTANT NOTE: if you are using autologin profiles (selectable on the User
g Permissions page), bear in mind that they authenticate using a certificate only and
Advanced VPN will therefore bypass credential-based authentication using the external

Web Server authentication DBs below.

Authenticate users using:

[0 Loal ] 2,

Client Settings

Failover =
' PAM
User Management  © RADIUS
~I LDAP
User Permissions
Group Permissions Save Settings

Revoke Certificates

Authentication
L.
PAM

RADIUS
LDAP

Tools

Profiles
Connectivity Test
Documentation
Support

And switch to the User Permission page to create the user for Cellular Router.

(In this case, we use the test/test to be the example.)

Q PE N VP N " Access Server

Status User Permissions
Status Overview Search By Username/Group (use '%' as wildcard)
Current Users

e

. Search/Refresh

Log Reports
Configuration
Username
License
SSL Settings admin
Server Network Settings New Username:
VPN Mode 2, tost

VPN Settings
Ad d VPN — i .
vanee [l Require user permissions record for VPN
Web Server access
Client Settings

Fallover Save Settings

User Management

1. I User Permissions ]

Group Permissions

Revoke Certificates

. ___________________________________________________________________________________________|
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Also check the Access from all other VPN clients to make the Cellular Router could be reachable.

User Permissions

Search By Username /Group (use %' as wildcard)

Mo Default Group 5 Search/Refresh

Username GCroup Mc_ire Admin  Auto- Sen Delete
Settings logi Access
ogin
admin No Default Group 2 Show v O
New Username: - - o
No Default Group % Hide O O O
test
Local Password: _4 anan ( No Password Set )
Select IP Addressing : © Use Dynamic () Use Static
Access Control
Select addressing method: © Use NAT 7 Use routing

Allow Access To these Networks:

o

List subnets in network/ nbits form

Allow Access From: [l all server-side private subnets
Allow Access From: §~ I all other VPN clients

VPN Gateway

Configure VPN Gateway: ©No( ) Yes

DMZ settings

Configure DMZ IP address: ©ONo () Yes

"~ Require user permissions record for VPN
access

6. [T

User Permissions Changed
User 'test' added.

Press the button below to propagate the changes to the running server.

-7- Update Running Server

Setup Cellular Router Open VPN client

@®PENVPN

Username
test

Password

| Login  %|| Go
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Use the user test/test to login https://<server_ip_or_domain>:943

Please make sure to change the type from Connect to Login.

®PENVPN

| Connect ‘ | Logout

To download the OpenVPN Connect app, please
choose a platform below:

OpenVPN Connect for Windows
OpenVPN Connect for Mac OS X

+ OpenVPN Connect for Android

« QOpenVPN Connect for iDS
« OpenVPN for Linux

Connection profiles can be downloaded for:

» Yourself (user-locked profile

After logged, please download the .ovpn configuration by click the user-locked profile.

Edit Open VPN Connection #1

Setting Log
Mode ") Disable © Enable
VPN Mode ) Server () Client @ Custom
1.
Custom Canfig I Import *.ovpn i =
2.
Username test
Password test
Status Connected
P Connected since

172.27.232.2 2017-07-26 14:01:39

4.

[ il Uosud)

Upload the .ovpn configuration to Cellular Router Open VPN custom mode, and input the
username and password.
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OpenVPN Acess Server
.I

VEN

. > i LTE,*
Services He el
g o H ,
R
HTTPS -
o | ==
TR069 Cellular Router —
PC Cellular Router
OpenVPN client OpenVPN client
test/test admin/password

When the VPN tunnel established, the Cellular Router can be managed/accessed by the other
VPN clients.

16.5.7 Install Pritunl Open VPN server on Docker

Pritunl Open VPN server on Docker installation

Pritunl is a distributed enterprise vpn server built using the Open VPN protocol.

Quick Installation

Prerequisites
e Ubuntu 16.04
e curl or wget should be installed

m Install via curl
sh -c "$(curl -fsSL https://bit.ly/2IpIN1X)"

m Install via wget
sh -c "$(wget https://bit.ly/2lpJN1X -O -)"
Install Docker on Ubuntu 16.04 64bit

Reference: https://docs.docker.com/engine/installation/linux/docker-ce/ubuntu/

Set up the repository

sudo apt-get remove docker docker-engine docker.io
|
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sudo apt-get update
sudo apt-get install \
apt-transport-https \
ca-certificates \
curl\
software-properties-common
curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo apt-key add -
sudo add-apt-repository \
"deb [arch=amd64] https://download.docker.com/linux/ubuntu \
$(Isb_release -cs) \
stable”
Install Docker CE
sudo apt-get update

sudo apt-get install docker-ce

Install Docker compose

sudo apt-get install docker-compose

Install Pritunl Open VPN Server by docker compose

(1) Set up the basic environment by the following commands.
mkdir ~/pritunl
cd ~/pritunl
touch docker-compose.ymi
(2) Copy and paste the following content to docker-compose.yml.
version: '2'
services:
pritunl:
image: jippi/pritunl
volumes:
- pritunl:/var/lib/pritunl
- mongo:/var/lib/mongodb
privileged: true
network_mode: "host"
ports:
- "1194:1194/tcp"
- "1194:1194/udp"
- "80:80/tcp”
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- "443:443/tcp"
volumes:
mongo:
pritunl:
(3) Run the command docker-compose up -d to start the server

(4) Check the Pritunl Open VPN Server by visiting https://<server_ip_or_domain>

Setup Pritunl Open VPN Server for Cellular Router
The server will running on https://<server_ip_or_domain>.
The default username/password is pritunl/pritunl.

Login Page:

‘ Username = ‘

Password

After logged, the server will ask you to do the initial setup. You can change the username and the
password setting in this page.

Initial Setup:
Initial Setup
Username New Password
pritunl = Enter password =
Public Address Public IPv6 Address
60.250.198.239 Enter public address
Web Console Port Lets Encrypt Domain
443 mrdrd.ddns.net

Setup Later m
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Open VPN user setup

Please navigate to the User page to setup the Open VPN user account.
pritunl Users Gt o Mo
Users and Organizations P —|

There are no organizations.

Add the organization by click the Add Organization button.

Add Organization

[Nl Name of organization

Enter name

(In this document, we use the MR to be the organization example.)

When the organization be created, the Users page should be like the following figure.
pri‘l:unl Users Upgrade to Enterprise!

Successfully added organization.

There are no users In this organization

Then add the Open VPN user by click the Add User button.

Add User

Name

Enter name =

Select an organization

MR

Emall (optional)

Enter email address

Pin

Enter user pin =
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Note: In this Open VPN server, the PIN must contain only digits.

Note: In this document, we use the test/123456 Open VPN user to be the example.

pritu nl Users Upgrade to Enterprisel

Successfully added organization.

Successfully added user.

MR K= | searchforuser

L test @offine SO Vv

Open VPN server setup

Please navigate to the Server page to setup the Open VPN server.

Pritun'. Servers Upgrade to Enterprisel

Servers =3

There are no servers on this host.

And click the Add Server button to create the Open VPN server.

Add Server

Advanced
Name DNS Server
Enter name B.8.8.8
Port Protocol Virtual Network
10149 udp 192.168.231.0/24
Enable IPvB Enable Two-Step Authentication

Note: Please click the Advanced tab and make sure the Inter-Client Communication be checked

4G LTE COMPACT INDUSTRIAL CELLULAR ROUTER_M330/M330-W - UM V1.1.8



When the Open VPN server created, the Servers page should like the following figure.

pritunl Servers Upgrade to Entarprisel
servers

Successfully added server. »

[}

@ Status OFfline m Bandwidth Graphs
1

Uptime -

A Users -f- users online

+ Devices 0 devices online

Jl Network  192.168.234.0/24
#» Port 17470/udp

£ Multiple Devices bisabled
(» 0.0.0.0/0

@ 192.168.234.0/24 virual Network | Remave Route|

There are no organizations attached to this server.

And click Attach Organization button to setup the Open VPN server.

Attach Organization

Select an organization

MR

Select a server

router

Start the Open VPN server by click Start Server button.
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pritunl Servers Upgrade to Enterprise!

servers

Successfully added server. x

Successfully attached organization. x
¥ ———

23 router { suntsever | Dol server
o

O Status OFfline Bandwidth Graphs i

b |

© Uptime -

1 Users 0/1 users online

£ Devices 0 devices online

all Network  1s2.168.234.0/24
#» Port 17470/udp

£+ Multiple Devices Disabled

(3 0.0.0.0/0

(A 192.168.234.0/24 firt

Cellular Router setup

First, please navigate to the Users page and download the user configuration file and extract it.

Pritunl Users Upgrade to Enterprisel

MR B  Search foruser

8 test @ offine SO P v

Note: In this document, you should get the MR_test_router.ovpn file.
And visit the Cellular Router Open VPN custom page then import the .ovpn file.

Fill up the username/password which be setup in Open VPN user setup patrt.
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Edit Open VPN Connection #1

Setting Log
Mode 1 Disable @ Enable
VPN Mode T Server () Client @ Custom
Username test
Password 123456
Status Connected

IP Connected since

182.168.235.2 2017-08-16 16:04:16

B e ]

When the Cellular Router Open VPN connected, the Pritunl Open VPN server also update the
user status.

Pl'i‘h.lnl. Users Upgrade to Enterprise!

uses snd Organsations
MR B  Search for user

2 test @onine SOOA

O router 1\ calm-plateau-9655 A 1921682352 (A 60.250.198.235 (D 4:04pm @ Online
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16.6 VRRP Topology

Basic VRRP Topology

| Router A Router B f

: Virtual Router Virtual Router f

! Master Backup !

| 192.168.1.100 192.168.1.101 5
Client 1 Client 2

Base on this topology and VRRP Parameter settings, Router A and Router B will offer a virtual
router service with virtual IP = 192.168.1.200 for the client.

16.7 TRO69 Server (GenieACS Installation)

Server OS: Ubuntu 14.04 on Virtualbox
Installation:

1) Login ubuntu
2) Change to root by 'su -' and enter your root password.
3) Install required package as below command:
>apt install gcc openssl-devel zlib-devel readline-devel sqlite-devel
4) Make a directory for application installation
>mkdir /opt
5) Install yaml
cd /opt
wget http://pyyaml.org/download/libyaml/yaml-0.1.7.tar.gz
tar xvzf yaml-0.1.7.tar.gz
cd yaml-0.1.7
Jconfigure
make && make install
6) Install ruby
cd /opt
wget http://cache.ruby-lang.org/pub/ruby/2.4/ruby-2.4.1.tar.gz
tar xvzf uby-2.4.1.tar.gz

cd ruby-2.4.1
-
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Jconfigure

make && make install

ruby -v

ruby 2.4.1p111 (2017-03-22 revision 58053) [i686-linux]

cd /opt
gem install rails --no-ri --no-rdoc
gem install bundle --no-ri --no-rdoc

7) Install node.js

cd /opt

wget http://nodejs.org/dist/v8.2.1/node-v8.2.1.tar.gz
tar zxvf node-v8.2.1.tar.gz

cd node-v8.2.1

Jconfigure

make && make install

node -v

v8.2.1

8) Install redis

cd /opt

wget http://download.redis.io/releases/redis-4.0.1.tar.gz
tar zxvf redis-4.0.1.tar.gz

cd redis-4.0.1

make

make test

All tests passed without errors!
make install

#Start redis server
redis-server

9) Install mongodb

cd /opt

wget https://fastdl.mongodb.org/linux/mongodb-linux-i686-3.3.3.tgz
tar zxvf mongodb-linux-i686-3.3.3.tgz

cd mongodb-linux-i686-3.3.3

mkdir -p /data/db

10) Install genieACS

cd /opt

git clone https://github.com/zaidka/genieacs.git
cd genieacs

npm install

npm run configure

npm run compile
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Modify FS_HOSTNAME field in genieacs/config/config.json for device retrieve firmware file

Original configuration:
"FS_HOSTNAME" : "acs.example.com"

New configuration example.:
"FS_HOSTNAME" : "192.168.0.199"

Note: It is the place where the device firmware file stored. Generally, it is the IP address on where
your GenieACS server installed.

Modify connect request username/password in genieacs/config/auth.js to stimulate
connection

Original configuration:
function connectionRequest(deviceld, url, username, password, callback) {
return callback(username || deviceld, password || "™);

}

New configuration example:
function connectionRequest(deviceld, url, username, password, callback) {
return callback('tr069','tr069";

}

Note: The hard code username/password MUST same with device's connection request
username/password, otherwise the ACS stimulate connection will fail.

11) Install genieACS-Gui

git clone https://github.com/zaidka/genieacs-gui
cd genieacs-gui
bundle

gem install json
bundle update

rm -f db/*.sqlite3
rake db:create
RAILS_ENV=development rake db:migrate

cd /opt

cd genieacs-gui/config

cp index_parameters-sample.yml index_parameters.ymi

cp parameter_renderers-sample.yml parameter_renderers.yml
cp parameters_edit-sample.yml parameters_edit.yml

cp roles-sample.yml roles.yml

cp summary_parameters-sample.yml summary_parameters.yml
cp users-sample.yml users.ymi

cp graphs-sample.json.erb graphs.json.erb

GenieACS startup script:
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#!/bin/sh

GENIE_PATH=/opt/genieacs/bin
GENIE_GUI_PATH=/opt/genieacs-gui

echo "start mongod."

pidof mongod

if [$? 1= 0]; then

/opt/mongodb-linux-i686-3.3.3/bin/mongod --dbpath /data/db --journal --storageEngine=mmapv1l
--fork --syslog

fi

echo "start North Bound/RESTful Interface service."
$GENIE_PATH/genieacs-nbi &

echo "start ACS/CWMP service."
$GENIE_PATH/genieacs-cwmp &

echo "start HTTP/File streaming service."
$GENIE_PATH/genieacs-fs &

echo "start GenieACS/WebUI."
cd $GENIE_GUI_PATH

rails server -b 0.0.0.0
GenieACS stop:

Ctrl-C

Usage:

1) Device Configuration
Fill in the ACS URL field as http://GenieACS server IP: 7547
Fill in the Connection Request Username and Connection Request Password fields to same
with the configuration in genieacs/config/auth.js.

2) GenieACS Operation
Input http://GenieACS server IP:3000 on browser url bar and Enter.
Press Home tab to refresh Online devices status.

®eenieacs
Devices Faults Presets Objects Provisions Virtual Parameters Files

Online devices

admin | Log out

All devices

® Online now: 1 (100.00%)
Past 24 hours: 0 (0.00%)

@ Others: 0 (0.00%)

Total: 1
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2.1) Login

Username and Password are admin/admin.
®eenieacs

Log in
Username [admin
Password eeeee

Login_
3) Device information

Press Devices tab

L Eeenieacs

Listing devices

Filters
+

Home Faults Objects Provisions

(" Filter ) Clear

Showing 1 devices

Serial number Product class Software version MAC 1P WLAN 551D Last inform

Virtual Parameters

999999999999 blank 0136000215129827 192.168.0.89

Download

8 minutes ago

Move mouse to line end of your device, the Show link show up.

Showing 1 devices

Files

admin | Log out

Serial number Product class Software version MAC IP WLAN 551D Last inform
999999999999 Llank 0136000215129B37 192.168.0.89 8 minutes ago
MNrvara oz

Press Show link, the device information shows up.

&L eenieacs

Devices Faults Provisions

Device- 00304F—-999999999999
Tags: +
Last inform: 12 minutes ago — Refresh, Ping

serial number: 999999999999
Product class: blank

OUI: 00304F

Manufacturer: Generic

Hardware version: 0136000200000000
Sof wersion: 0136000215129837
IP- 192.168.0.89 — Edit

Task queue

Task Time Fault code Fault message Fault detail Retries
Empry
Devic arameters

[Typf to search...

ternetGatewayDevice.Devicelnfo

nternetGatewayDevice.Devicelnfo.SpecVersion 1.0
nternetGatewayDevice.Devicelnfo.HardwareVersion 0136000200000000
ternetGatewayDevice.Devicelnfo.SoftwareVersion 0136000215129837

InternetGate Device.Devicelnfo.ProductClass blank

Reboot
Factory reset
Push file »
Add Firmware
Delete

Virtual Parameters

Files

admin | Log out
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4) Access parameters

Scroll up/down on Device parameters list, the Refresh and Edit link show up at line end of

parameter.
For Readable parameter

Device parameters

[Type to search...

InternetGatewayDevice

InternetGatewayDevice.DeviceSummary InternetGatewayDevice:1.4[](Baseline:1,Eth...

InternetGatewayDevice.Devicelnfo
InternetGatewayDevice.Devicelnfo.Specversion 1.0
InternetGatewayDevice.Devicelnfo.HardwareVersion 0136000200000000
InternetGatewayDevice.Devicelnfo.SoftwareVersion 0136000215129B37
InternetGatewayDevice.Devicelnfo.ProvisioningCode blank

For Readable and Writable parameter

LT T T T SR PR RV

InternetGatewayDevice.X_ROUTER_DNAT.entry.15.dport_begin 0
InternetGatewayDevice.X_ROUTER_DNAT.entry.15.dport_end 0
InternetGatewayDevice.X_ROUTER_DNAT.entry.16
InternetGatewayDevice.X_ROUTER_DNAT.entry.16.mode off
InternetGatewayDevice.X_ROUTER_DNAT.entry.16.description blank
InternetGatewayDevice.X_ROUTER_DNAT.entry.16.protocol wcp
InfernerCatewavDevice X ROITFR DNAT.entrv.16.snort heain 0

4.1) Get parameter value

Press on the Refresh link, the Pending tasks window will pop up on right top to ask you to

allow or Cancel this action.

®eenieacs

Home Devices Faults Presets Objects

Device” 00304F-999999999999
Tags: +
Last inform: 12 minutes ago — Refresh, Ping

Serial number: 999999999999
Product class: blank

OUI:- 00304F

Manufacturer: Generic

Hardware version: 0136000200000000
Software version: 0136000215129B37
IP: 192.168.0.89 — Edit

Task queue
Task Time Fault code Fault message Fault detail Retries

Empty

Device parameters

Provisions

[Type 1o search...

InternetGatewayDevice.X_ROUTER_DNAT.entry.15.protocol tcp
InternetGatewayDevice.X_ROUTER_DNAT.entry.15.sport_begin 0
InternetGatewayDevice.X_ROUTER_DNAT.entry.15.sport_end O
InternetGatewayDevice. X_ROUTER_DNAT.entry.15.dest 0.0.0.0
InternetGatewayDevice.X_ROUTER_DNAT.entry.15.dport_begin 0
InternetGatewayDevice. X_ROUTER_DNAT.entry.15.dport_end O
InternetGatewayDevice. X_ROUTER_DNAT.entry.16
InternetGatewayDevice. X_ROUTER_DNAT.entry.16.mode off
InternetGatewayDevice.X_ROUTER_DNAT.entry.16.description blank
InternetGatewayDevice.X_ROUTER_DNAT.entry.16.protocol tcp
InternetGatewayDevice.X_ROUTER_DNAT.entry.16.sport_begin 0
InternetCarewavDevice. X ROUTFR DNAT.enrrv.16.snorr end 0

Reboot

Factory reset
Push file »
Add Firmware
Delete

Press Commit to get this parameter value.

admin | Log out

Pending tasks
u Refresh mode

Commit

| cancel
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Note: If the GenieACS can reach the device, the parameter value will be updated immediately.
Otherwise, this request will be queued on Task queue list until next time device connect to
GenieACS.

Note: To update the whole tree, refresh the root parameter (InternetGatewayDevice.).
Note: To update partial tree, refresh the parent node of the partial tree.
4.2) Set parameter value

Press on the Edit link, editing window will pop up to ask you to change the value of this
parameter.

Edit -Ilg
InternetGatewayDevice. X_ROUTER_DNAT.entry.16.mode

Input new value and press OK.

Editing
InternerGatewayDevice. X_ROUTER_DNAT.entry. 16.mode

jon| ) J
S

The Pending tasks window will pop up to ask you to allow or Cancel this action.
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m&w(

( Commit | cancel

®eenieacs e

= Edit mode

Home Devices Faults Presets Objects P
N\
| Device is offline /T

Device: 00304F-999999999999
Tags: +

Last inform: ®less than 5 seconds ago — Refresh, Ping

Serial number: 999999999999

Product class: blank

OUI- 00304F

Manufacturer: Ceneric

Hardware version: 0136000200000000
Software version: 0136000215129837
IP: 192.168.0.89 — Edit

Task queue
Task Time Fault code Fault message Fault detail Retries

Empty

Device parameters

[Type to search...

InternetGatewayDevice. X_ROUTER_DNAT.entry.15.protocol tcp
InternetGatewayDevice.X_ROUTER_DNAT.entry.15.s5port_begin 0
InternetGatewayDevice.X_ROUTER_DNAT.entry.15.sport_end 0
InternetGatewayDevice.X_ROUTER_DNAT.entry.15.dest 0.0.0.0
InternetGatewayDevice.X_ROUTER_DNAT.entry.15.dport_begin 0
InternetGatewayDevice.X_ROUTER_DNAT.entry.15.dport_end 0
InternetGatewayDevice.X_ROUTER_DNAT.entry.16
InternetGatewayDevice.X_ROUTER_DNAT.entry.16.mode off
InternetGatewayDevice. X_ROUTER_DNAT.entry.16.description blank

InternetGatewayDevice.X_ROUTER_DNAT.entry.16.protocol tcp o
InternetGatewayDevice.X_ROUTER_DNAT.entry.16.s5port_begin 0
InternatCatewavDevice.X ROITFR NDNAT.entrv.16.snart end 0

Reboot

Push file »
Add Firmware
Delete

Press Commit to set this parameter value.

Note: If the GenieACS can reach the device, the parameter value will be set immediately.
Otherwise, this request will be queued on Task queue list until next time device connect to

GenieACS.
5) Reboot device

Press on Reboot link.

®eenieacs

Home Devices Faults Presets Objects Provisions Virtual Parameters Files

admin | Log out

Device: 00304F-Mobile%20Router-999999999999
Tags: +
Last inform: about 2 hours ago — Refresh, Ping

Serial number: 999999999999

Product class: Mobile Router

OUI- 00304F

Manufacturer: Generic

Hardware version: 0136000200000000
Software version: 0136000215129839
IP: 192.168.0.89 — Edit

Task queue
Task Time Faultcode Fault message Fault detail Retries

Empty

Device parameters

[Type to search...
InternetGatewayDevice
InternetGatewayDevice.DeviceSummary InternetGatewayDevice:1.4[](Baseline:1,Eth.. D
InternetGatewayDevice.Devicelnfo

InternetGatewayDevice.Devicelnfo.Specversion 1.0

InternetGatewayDevice.Devicelnfo.HardwareVersion 0136000200000000

InternetGatewayDevice.Devicelnfo.SoftwareVersion 0136000215129839

InternetGatewayDevice.Devicelnfo.ProvisioningCode blank

InternetGatewayDevice.Devicelnfo.Manufacturer Generic

InternetGatewayDevice.Devicelnfo.UpTime 3920 (1:5:20)

InternetGatewayDevice.Devicelnfo.AdditicnalSoftwareVersion V1.51

InternetGatewayDevice.Devicelnfo.ModemFirmwareVersion EC25EFARO2A06MA4G

InternetGatewavDevice.Devicelnfo.SerialNumber 999999999999

Add Firmware
Delete
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The Pending tasks window will pop up to ask you to allow or Cancel this action.

i put

Pending tasks

. ( Commit | Cancel
Provisions _

Press Commit to reboot device.

Note: If the GenieACS can reach the device, the device will reboot immediately. Otherwise, this
request will be queued on Task queue list until next time device connect to GenieACS.

6) Reset to default

Similar to Reboot device except pressing on Factory reset link.
7) Firmware Upgrade
7.1) Upload Firmware

Press Add Firmware link

®eenieacs

Home Devices Faults Presets Objects Provisions Virtual Parameters Files

admin | Log out

Device: 00304F-Mobile%20Router-999999999999
Tags: +
Last inform: about 2 hours ago — Refresh, Ping

Serial number: 999999959999

Product class: Mobile Router

OUl: 00304F

Manufacturer: Generic

Hardware version: 0136000200000000
Software version: 0136000215129839
IP: 192.168.0.89 — Edit

Task queue

Task Time Fault code Fault message Faul detaill Retries

Empty

Device parameters

[Type to search...

InternetGatewayDevice -
InternetGatewayDevice.DeviceSummary InternetGatewayDevice:1.4[|(Baseline:1,Eth_. D
InternetGatewayDevice.Devicelnfo

InternetGatewayDevice.Devicelnfo.SpecVersion 1.0

InternetGatewayDevice.Devicelnfo.HardwareVersion 0126000200000000

InternetGatewayDevice.Devicelnfo.SoftwareVersion 0136000215129839

InternetGatewayDevice.Devicelnfo.ProvisioningCode blank

InternetGatewayDevice.Devicelnfo.Manufacturer Generic

InternetGatewayDevice.Devicelnfo.UpTime 3920 (1:5:20)

InternetGatewayDevice.Devicelnfo.AdditionalSoftwareVersion V1.51

InternetGatewayDevice.Devicelnfo.ModemFirmwareVersion EC25EFARO2AO06M4G S
InternetGatewavDevice.Devicelnfo.SerialNumber 999999999999

Reboot
Factory reset
Push file o

Delete

The link will redirect to Files tab
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®eenieacs s 122

Devices Faults Presets Objects Provisions Virtual Parameters Files

New file

File type: | 1 Firmware Upgrade Image IZI
OUI: [00304F |

Product class: [Mobile Router )

Press File: browse button, select the firmware, and then press Upload button.
The firmware will be added to listing files as below.

®eenieacs

Devices Faults Presers Objects Provisions Virtual Parameters  Files

admin | Log out

Listing files

Showing 1 files
Name Type oul Product class ~ Version

m300.img 1 Firmware Upgrade Image 00304F Mobile Router 0136000215129B39

New File

7.2) Upgrade
Move mouse to the Push file>> link, the upgrade firmware name will pop up as below picture.

Device parameters

[Type to search...

InternetGatewayDevice

InternetGatewayDevice.DeviceSummary InternetGatewayDevice:1.4[](Baseline:1,Eth._.
InternetGatewayDevice.Devicelnfo
InternetGatewayDevice.Devicelnfo.SpecVersion 1.0
InternetGatewayDevice.Devicelnfo.HardwareVersion 0136000200000000
InternetGatewayDevice.Devicelnfo.SoftwareVersion 0136000215129E39
InternetGatewayDevice.Devicelnfo.ProvisioningCode blank
InternetGatewayDevice.Devicelnfo.Manufacturer Generic
InternetGatewayDevice.Devicelnfo.UpTime 1020 (0:17:0)
InternetGatewayDevice.Devicelnfo.AdditionalSoftwareVersion V1.51
InternetGatewayDevice.Devicelnfo.ModemFirmwareVersion EC25EFAR0ZADEM4G
InternetGatewayDevice.Devicelnfo.SerialNumber 999999999999

Reboot

m300.img (1 Firmware Upgrade Image

,ﬁ.aa Firmware

Delete

Move mouse to the upgrade firmware name and press it. The Pending tasks window will pop up
to ask you to allow or Cancel this action.

AOULARLINNE | LWLy WL

Pending tasks
® Pysh file (m300.img)

Press Commit, then firmware upgrade started.

Note: If the GenieACS can reach the device, the firmware upgrade will be started immediately.
Otherwise, this request will be queued on Task queue list until next time device connect to
GenieACS.
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17 Test Case Example

17.1 VLAN Topology

LAN1 LAN3

e

PC-A" 192.168.1.20/24 Cellular Router PC-B: 192 168.2.20/24

=— —

This VLAN Topology for 3-port LANs shows different PCs how to configure VLAN settings with

different LAN ports and has two results for this configuration.

(1) PC-Asends ICMP packetto PC-B IP (192.168.2.20) and captures traffic on PC-B. Thus, PC-
B will receive Tag20 traffic.

(2) PC-B sends ICMP packet to PC-AIP (192.168.1.20) and captures traffic on PC-A. Thus, PC-

A will receive untag traffic.
Note:

e PC-Aand PC-B are on Ubuntu OS.
e PC-A and PC-B should install vian on Ubuntu.
e PC-A and PC-B should command this order “sudo apt-get install vlan”.

The following interface shows VLAN settings for the cellular router.

Mode @ Off ® TagBase O PortBase
VLAN Isolation ® Off © On
Port

Enable Subnet VID LAN1 LANZ LANI Router
& NET1 v || 10 = w = =

L NET2 v || 20 u - L L

] MET2 = a3 "] vl 4] il

B NET4 v 4 [ [ [ I

=l NETS ¥ 5 4l 154 4] |

[~ NETS o 5 [ i | o

7] NET? - 7 [ =) (¥ 4

B NETS 5 8 [ ) | I3
FVID 10 10 20

Tag Mods Access v Access v Trunk v |7

Apply
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Note:

e Different PCs have different interface of network cards, like PC-A network card is eth1.10 for
example 1 and PC-B network card is eth1.20 for example 2.

e How to find out the terminal and the interface of network cards based on different PCs.

m From the following picture, you can click the finding your computer icon and input the
terminal letters. Then, the interface will show the terminal icon and click to open it.

C)

—_.». .
@ ® terminal

] Next, it shows the information when you click the terminal icon.

test@test-CMB630-CM6730-CMBB30 ;. ~
30-CM6730 330:~5 i

] From the following picture, it shows the interface of network card, enp7s0.

test@test-CM6630-CM6730-CM6830 : ~

s5t-CM6630-CN 0 :~§ ifconfig
Link enca thernet HWaddr ¢8:60:00:8c:e9:6d
UP BROADCAST RUNNING MULTICAST MTU:1560 Metric:1
RX packets:6718527 errors:0 dropped:1 overruns:® frame:0
TX packets:236763 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:840602765 (840.6 MB) TX bytes:23763604 (23.7 MB)

Link encap:Ethernet HWaddr 1c:7e:e5:10:82:ed

inet addr:192.168.2.10 Bcast:192.168.2.255 Mask:255.255.255.0
inet6 addr: feB86::915:67ad:ddbf:2a36/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0

TX packets:100 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:0® (0.0 B) TX bytes:13612 (13.6 KB)

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:4892 errors:0 dropped:® overruns:0 frame:0
TX packets:4892 errors:© dropped:® overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:513828 (513.8 KB) TX bytes:513828 (513.8 KB)

-CM6630-Ch
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There are two examples to explain how configure VLAN settings.

[Example 1: PC-A pings PC-B (Access to Trunk) |

For PC-A, add default gateway and LAN's MAC to ARP.
e Load VLAN and create VLAN interface, command as below:

m sudo modprobe 8021q
m sudo vconfig rem eth1.20
m sudo vconfig add eth1.10

e Configure VLAN interface as below:
m sudo ifconfig eth1.10 192.168.1.20 netmask 255.255.255.0 up
m sudo ifconfig ethl 0.0.0.0

e sudo route add default gw 192.168.1.1 eth1.10

e sudo arp -s 192.168.1.1 LAN's MAC

e ethl is network interface on PC-A

Therefore, PC-B will receive Tag20 traffic when PC-A sends ICMP packet to PC-B IP
(192.168.2.20) and captures traffic on PC-B.

[Example 2: PC-A ping PC-B (Trunk to Access) |

For PC-B, add default gateway and LAN's MAC to ARP
e Load VLAN and create VLAN interface, command as below:

m sudo modprobe 8021q
] sudo vconfig rem eth1.10
m sudo vconfig add eth1.20
e Configure VLAN interface as below:
" sudo ifconfig eth1.20 192.168.2.20 netmask 255.255.255.0 up
m sudo ifconfig eth1 0.0.0.0

e sudo route add default gw 192.168.2.1 eth1.20
e sudo arp -s 192.168.2.1 LAN's MAC
e ethl is network interface on PC-B

Therefore, PC-A will receive untag traffic when PC-B sends ICMP packet to PC-A IP
(192.168.1.20) and captures traffic on PC-A.
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17.2 MQTT Topology

T~ ~
—— =
BO.A: 192 16811024 192.168.1.1/24 BC-B- 192 168 1 33/24
T T Cellular Router Rizaddn 2ol
Sub Pub
(Receive Messages) (Send Messages)

This MQTT Topology shows the cellular router to connect PC-A and PC-B’s LANs and have two
results are as below.

Expect Result:

(1) PC-A sends message to PC-B and PC-B should not receive any message.
(2) PC-B sends message to PC-A and PC-A should receive message.

Note: PC-A and PC-B should install MQTT Client software.

There is a process to explain the steps and result.

e Stepl: Install mosquitto-clients on ubuntu or windows.

If your OS system is Ubuntu, you should install as below steps:

@ S @ test@test: ~

test@test:~$ sudo apt-get install mosquitto-clients

sudo: unable to resolve host test

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following packages were automatically installed and are no longer required:
geoip-database-extra javascript-common libjs-openlayers libnghttp2-14
libnl-route-3-200 libqgsttools-p1l libqtSmultimedia5-plugins
libgtSmultimediawidgets5 1libsmi21ldbl libssh-gcrypt-4 libwireshark-data
libwiretap6 libwscodecs1 1libwsutil7 linux-headers-4.10.0-28
linux-headers-4.10.0-28-generic linux-headers-4.10.0-42
linux-headers-4.10.0-42-generic linux-headers-4.13.0-26
linux-headers-4.13.0-26-generic linux-image-4.10.0-28-generic
linux-image-4.10.0-42-generic linux-image-4.13.0-26-generic
linux-image-extra-4.10.0-28-generic linux-image-extra-4.10.0-42-generic
linux-image-extra-4.13.0-26-generic

Use 'sudo apt autoremove' to remove them.

The following additional packages will be installed:
libc-ares2 libmosquitto1l

The following NEW packages will be installed:
libc-ares2 libmosquittol mosquitto-clients

0 upgraded, 3 newly installed, © to remove and 119 not upgraded.

Need to get 65.3 kB/96.4 kB of archives.

After this operation, 330 kB of additional disk space will be used.

Do you want to continue? [Y/n] Y
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2O E test@test: ~

After this operation, 330 kB of additional disk space will be used.

Do you want to continue? [Y/n] ¥

Get:1 http://tw.archive.ubuntu.com/ubuntu xenial-updates/main amd64 libc-ares2 amd
64 1.10.0-3ubuntud.2 [34.1 kB]

Get:2 http://tw.archive.ubuntu.com/ubuntu xenial-updates/universe amdé4 Llibmosquit
tol amd64 1.4.8-1ubuntu®.16.04.2 [31.3 kB]

Fetched 65.3 kB in 0s (281 kB/s)

Selecting previously unselected package libc-ares2:amdé4.

(Reading database ... 319360 files and directories currently installed.)
Preparing to unpack .../libc-ares2 1.10.0-3ubuntu@.2 amd64.deb

Unpacking libc-ares2:amd64 (1.10.0-3ubuntu®.2)

selecting previously unselected package libmosquittoil:amd64.

Preparing to unpack .../libmosquittol 1.4.8-1ubuntu®.16.04.2 amd64.deb
Unpacking libmosquittol:amdé4 (1.4.8-1ubuntu®.16.84.2)

Selecting previously unselected package mosquitto-clients.

Preparing to unpack .../mosquitto-clients 1.4.8-1ubuntu®.16.04.2 amd64.deb
Unpacking mosquitto-clients (1.4.8-1ubuntu®.16.04.2)

Processing triggers for libc-bin (2.23-6ubuntuil@)

Processing triggers for man-db (2.7.5-1)

Setting up libc-aresz:amd64 (1.10.0-3ubuntu®.2)

Setting up libmosquittol:amd64 (1.4.8-1ubuntu@.16.04.2)

Setting up mosquitto-clients (1.4.8-1ubuntu®.16.04.2)

Processing triggers for libc-bin (2.23-0ubuntul®)

test@test:~$

e  Step2: Configure MQTT for the Cellular Router

You need to add two users. For example, we create the users for test and test2.

IMode Disable @® Enable
Port 1883
Manage Users
Username Password Delete
Username test
Password
s

. ___________________________________________________________________________________________|
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IMode () Disable ® Enable
Port 1883
Manage Users
Username Password Delete

test A n

Username test2

Password samm

IMode ) Disable ® Enable
Port 1883
Manage Users
Username Password Delete

test e n
test2 )

Username

Password

You need to add two ACLs based on the users you created. For instance, we create two ACLs for
test user and test2 user.
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ACLs
User Topic Subscribe Publish Delete
User test v
Topic ach
# Subscribe
[] Publish
Add
ACLs
User Topic Subscribe Publish Delete
test ach 2 o [ x |
test2 abc o w B
User ¥
Topic
[ Subscribe
[] Publish
Note:

e For Receive message command format:
Mosquitto_sub -h <M300 IP> -t <Topic> -u <username> -P <password>
e For Send message command format:
Mosquitto_pub -h <M300 IP> -t <Topic> -u <username> -P <password> -m <message>
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e  Step3: There are two test MQTT examples.

|Examp|e 1: PC-A sends message to PC-B and PC-B should not receive any message.|

For PC-B, command "mosquitto_sub -h 192.168.1.1 -t abc -u test2 -P test2".

Bl Command Prompt (1) - mosquitto_sub -h 192.168.1.1 -t abc -u test2 -P test2 - O

WMindows IP Con

For PC-A, command "mosquitto_pub -h 192.168.1.1 -t abc -u test -P test -m test" and confirm the

message on PC-B. It won’t receive any message on PC-B.

0 S @ test@test: ~

test@test:~$S ifconfig enp7s0

enp7s0 Link encap:Ethernet HWaddr 1c:7e:e5:10:82:ed
inet addr:192.168.1.10 Bcast:192.168.1.255 Mask:255.255.255.0
inet6 addr: 2001:b400:e335:e5ca::102/128 Scope:Global
inet6 addr: fe80::915:67ad:ddbf:2a6/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:34342 errors:0 dropped:® overruns:0 frame:0
TX packets:4582 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:9538280 (9.5 MB) TX bytes:1065380 (1.0 MB)

test@test:~$ mosquitto pub -h 192.168.1.1 -t abc -u test -P test -m test
test@test:~S$ [

8l Command Prompt (1) - mosquitto_sub -h 192.168.1.1 -t abc -u test2 -P test2 —

Wrogram Files ( 1sqnitto=1pe

Windows [P Configuration

C:\Program File i ) squitto=mosquitto dul -t abs o -u t
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[Example 2: PC-B sends message to PC-A and PC-A should receive message.|

For PC-A, command "mosquitto_sub -h 192.168.1.1 -t abc -u test -P test"

B S @ test@test: ~

test@test:~$ ifconfig enp7s0
enp7s0 Link encap:Ethernet HWaddr 1c:7e:e5:10:82:ed
inet addr:192.168.1.10 Bcast:192.168.1.255 Mask:255.255.255.0
inet6 addr: 2001:b400:e335:e5ca::102/128 Scope:Global
inet6 addr: fe80::915:67ad:ddbf:2a6/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:50690 errors:0 dropped:® overruns:® frame:0

TX packets:4831 errors:0 dropped:® overruns:® carrier:0
collisions:0 txqueuelen:1000

RX bytes:10908302 (10.9 MB) TX bytes:1150596 (1.1 MB)

test@test:~$ mosquitto sub -h 192.168.1.1 -t abc -u test -P test

For PC-B, command "mosquitto_pub -h 192.168.1.1 -t abc -u test2 -P test2 -m test" and confirm
the message on PC-A. It will receive test message on PC-A.

B Command Prompt (1) — O Py

Link encap:Ethernet HWaddr 1c:7e:e5:10:82:ed

inet addr:192.168.1.10 Bcast:192.168.1.255 Mask:255.255.255.0
inet6 addr: 2001:b400:e335:e5ca::102/128 Scope:Global

inet6 addr: fe80::915:67ad:ddbf:2a6/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:50690 errors:0 dropped:0® overruns:0 frame:0

TX packets:4831 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:10908302 (10.9 MB) TX bytes:1150596 (1.1 MB)

test@test:~$ mosquitto_sub -h 192.168.1.1 -t abc -u test -P test
test
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17.3 IP Routing Topology

192.168.2.1/24 192.168.2.2/24 @ 192.168.20.1/24

S LAN _@ WAN

PC-A: 192.168.1.33/124

Cellular Router

Router-2

S

192.168.1.50/24

192.168.10.1/24

WAN
Router-1

This IP Routing topology that the cellular router connects Router-1 and Router-2 will have two
results.

(1) PC-Asends ICMP packet to Router-1 LAN and WAN IP and they should have response.
(2) PC-Asends ICMP packet to Router-2 LAN and WAN IP and they should have response.

Note: Router-1 and Router-2 are pure routers and should be supported "NAT enable / disable".
e LAN configuration:

= LAN IPv4

IP Address 192168 11
IP Mask 2552552550
DHCP Server Configuration

# DHCP Server Configuration

IP Address Poal From| 152.168.1.2 To| 192.168.1.254

Apply

e WAN configuration:

= WAN Ethemnet

Work As (O DHCP Client (O PPPoE Client @ Static IPv4

Configuration Ethernet Ping Health

Static IPv4 Configuration

IP Address 0.0.0.0
IP Mask 255.255.255.0
Gateway Address 0.0.0.0

There are two examples to introduce how to work for routing.
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[Example 1: Add IP Routing on LAN interface]

e Step 1: The cellular router for Static Route configuration
The Mode is on at the settings section and add the routing.

e Step 2: Router-1 configuration is as below.

(1) Login to the Router-1 web site, and then "NAT disable".

(2) Configure LAN IP: 192.168.10.1

(3) Configure WAN IP: 192.168.1.50

X Static Route

Mode O Of ® On
Settings Status
Mode Name Destination Gateway Interface Delete
Mode & Off ® On
Name 1an side
Destination 192.168.10.1
Gateway 192.168.1.50
Interface <empty= v
Add
Apply
X Static Route
Mode O OfFf ® On
Settings Status
Mode Name Destination Gateway Interface Delete
es & o — 192.168.10.1 192.168.1.50 [ |

e Result: PC-A sends ICMP packet to Router-1 LAN and WAN IP and they should have response.
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Bl Command Prompt (1) — O x

|Examp|e 2: Add IP Routing on WAN interface|

e Stepl: The cellular router for Static Route configuration
The Mode is on at the settings section and add the routing.

e Step2: Router-2 configuration is as below.

(1) Login to the Router-2 web site, and then "NAT disable".

(2) Configure LAN IP: 192.168.20.1

(3) Configure WAN IP: 192.168.2.2

G Static Route

IMode Off ® On
Settings Status
Mode Name Destination Gateway Interface Delete
IMode Off ® On
Name wan side
Destination 192.168.20.1
Gateway 192.168.2.2
Interface WAN Ethernet v
Apply
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3¢ Static Route

Maode Off ® On
Settings Status
Mode Name Destination Gateway Interface Delete
o & an — 192.168.20.1 192 16822 WAN Ethernet =

e Result: PC-Asends ICMP packet to Router-2 LAN and WAN IP and they should have response.

8l Command Prompt (1) — O x

Ethernet adapter Blue:

1owith
s bvte
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