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Copyright Notice

Copyright © 2018 by eZLO. All rights reserved.

Any redistributionor reproductionofapartorallof thecontent inanyformisprohibitedother thanthe

following:

● You may print or download to a local hard disk extracts for your personal and noncommercial

use only.

● Youmay copy the content to individual third parties for their personal use, but only if you

acknowledge the website as the source of the material.

● Youmay not distribute or commercially exploit the content or transmit the content or store it in other

websites or any form of electronic retrieval system.
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About This Guide
This document is intended as a description and user manual of the Ezlo 100, the

USB-poweredZ-Wavehomeautomationhubandcontains the information forendusersof the

Ezlo 100.

Ezlo 100 hub is a minimalistic controller for smart plugs and switches. It is a

security-enabled Z-Wave Plus product that is able to use encrypted Z-Wave Plus messages to

communicate with other security enabled Z-Wave Plus products.

Overview
The Ezlo 100 has been created to revolutionize the home automation market as the first

smallest, high-performance homeautomation hub of its kind. Through innovation, theEzlo

100 is capable of supporting full home automation in a pocket-sized device while still

excelling in the smart homemarket in both performanceand capability. TheEzlo100 is fully

compatible with many Z-Weave devices of the supported categories.

Use the eZLO app to:

● Share home locations with other users

● Share rooms with familymembers

● See 'What happened' in your home

● Manage your 'Favorite' devices from the same screen

Package Content
TheEzlo100 issuppliedasacompleteunit requiringnoadditionalhardwareoraccessories.

EachEzlo 100 is shippedunder aunique serial number shownon thepackaging. Please

retain the packaging forreference.

Z-Wave Protocol Description

Z-W ave is today’s leading wireless home control technology. This international standard

currently covers over 1700 smart living solutions for controlling home and office safety,

energy, heat, HVAC, and lightcontrol.

Unlike other rival technologies, Z-Wave:

● Works on a quiet frequency Z-Wave operates at 865-922 MHz, so you can be sure that

no other devices will interrupt or distort the signal — this is not necessarily the case

with other protocols that work on a crowded 2.4 GHz frequency.

Note: Secure Z-Wave data exchange is possible only if both interacting devices support it.
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● EnsuresinteroperabilityZ-Waveproductsfromdifferentmanufacturersandcategories

can be a part of the same Z-Wave network.

● Uses a source-routed mesh network architecture

● Every non-battery powered Z-Wave device (including your eZLO hub) works as a

repeater inaddition to itsprimary functionality. If abattery-poweredZ-Wavedevicehas

a listeningmode, it can alsowork as a repeater. So themore devices you connect to

your network, the stronger andmore dependable theZ-Wave signal in your apartment

isgoing tobe, and therefore thedataexchangebetweendevicesbecomesmuchmore

reliable.

The eZLO hub allows connecting to any Z-Wave device which operates using Z-Wave frequency

standard for your region and coincide with the operating frequency of your eZLO hub.

IMPORTANTNOTES:If yourZ-Wavedevicedoesnotmeet these requirementsyouwillbe unable
to add it to the eZLO hub. For the best results only use a Z-Wave certified device.

eZLO Software
The Ezlo 100 is used with either the eZLOWeb Application or eZLO Mobile Application.

Before using the Ezlo 100 to control your smart home devices, connect it to the web or

mobile application and configure it for use via your local Wi-Fi network.

Ezlo 100 Use via WebApplication
eZLOwebapplication isaconvenientand intuitivedashboardgivingyoucompletecontrol over

your smart home. All browsers are supported, whichmeans that you canmanage your smart

home from any workstation. The only requirement is connection to Internet.

Toaccess theeZLOwebapplication, use thedirect link to theapplicationor follow theSign In

link from the eZLOwebsite.

eZLO Account

eZLOaccount is yourpoint of access tobothwebandmobileapplications.Whenyou follow

the link to the web application, you are directed to the sign-in page.
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If you are using the eZLOwebapplication for the first time, you need to create anaccount.
ClickGet Started to set up your eZLO account.

1. In theNew account screen, enter your name under which you will appear in the user
list, your email and yourpassword.

Make sure that your email address satisfies the following conditions:

● The format of email addresses is local_part@domain where the local_part must be up

to 64 characters long, the domain name – up to 252 characters, and the entire email

address – up to 254characters.
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● The local-part of the email address may use any of the following ASCII characters:

- Uppercase and lowercase Latin letters (A-Z, a-z) (ASCII: 65-90, 97-122)

- Digits 0 to 9 (ASCII:48-57)

- Special characters: !#$%&'*+-/=?^_`{|}~ (ASCII: 33, 35-39, 42, 43, 45, 47, 61, 63,

94-96, 123-126)

- Character . (dot), ASCII 46, provided that it is not the first or last character in the

email address, and provided also that it does not appear consecutively (e.g.

John..Doe@example.com is not allowed).

● The domain name part of an email address has to conform to strict guidelines: it must

match the requirements for ahostname: consistingof letters, digits, hyphensanddots

Choose a Password and identical (repeat) password that is:

- At least 8 characters long

- Maximum 100 characters

- Containing only uppercase and lowercase Latin letters (A–Z, a–z), digits 0-9 and

special characters $@^`,|%;.~()/{}:?[]=-+_#!

- Combining letters andnumbers
2. Click Sign up.

Successful user creation is confirmed with the "User Added" message.

3. Check your inbox for a Confirm Email Addressmessage from the eZLO application.
This message should be received within 10 minutes. If no message is received, check
your Spam folder.

4. Follow the link in theemailmessage to confirm your user registration in theeZLO
application. You will be redirected to the Sign inpage.

5. Enter your email and password and click Sign in. By clicking Sign in, you accept the
eZLO application Terms of Use.

Resetting the Password

If you forget your password, you can reset it as follows:

1. Click Forgot password? on the Sign in screen.
2. Enter your email address on the Forgot your password? screen

Note: If you enter an invalid password, or two different passwords in the Password and
Confirm Password fields, awarning notification is displayed. In this case, re-enter the
password. Make sure that the password meets the requirements listed above.
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3. Enter your email address in theProvideyouremaildialog box and clickOK. The
app sends instructions on how to reset the password for the email address
provided.

4. Check your mailbox for the message containing theReset password link or URL.
This message should be received within 10 minutes. If no message is received, check
your Spam folder.

5. Click on the Reset password link or URL to open the Set a new passwordpage.

6. Enter the new password in the first field, and repeat in the field below to confirm.

Theoriginal password and the confirmation passwordmust be identical, and the

password must conform to the password requirements (see above).

If the password you entered does not fit the requirements or if the passwords entered
in the Password and Confirm password fields do not match, the application responds
with an errormessage.
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7. Click Change password.
8. Return to the eZLO Sign inpage and enter your email address and the new password.

After the successful sing-in, the eZLO app main menu is displayed.

Connecting Ezlo 100 to Web Application

Once you have logged in to the eZLO web application, you can start managing eZLO hubs.

Note: to connect to the Ezlo 100, the following pre-requisites must be fulfilled:

- your PC or laptop must have the built-in Wi-Fi module. Otherwise, you need an

external Wi-Fi adapter

- a local Wi-Fi network must be available

1. If this is the first time you are using eZLO products, there are no hubs connected to
your account. In this case, the application opens with the New eZLO wizard screen
allowing to set up one or several eZLO hubs.
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2. The wizard offers to select the type of eZLO hub to set up:
- eZLO – a standalone eZLO smart homehub
- Ezlo 100 – a USB-connected smart home hub

Note: the wizard continues in a separate window. If the wizard window is not opened,
allow popups for the www.ezlo.com website in your browser settings.

3. Select Ezlo 100 to set up your Ezlo 100 hub
4. Connect your Ezlo 100 to a power outlet.

Note: the Ezlo 100 is powered from any device having a USB 3.0 port. To turn the Ezlo
100 on, plug it in the USB 3.0 port of the device connected to the power network. The
blue LED indicator shows that the Ezlo 100 is on.

Click Next to continue setup.

5. At this point, switch to theWi-Fi settings of your computer to connect to theEzlo 100

via Wi-Fi.
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Note: as soon as the eZLO 100 is powered up, it becomes a Wi-Fi access point. It
shows in the list of availableWi-Fi networks under the eZLO_XXXXXXXXnamewhere

XXXXXXXX is the eZLO 100 access point number.

6. Connect to the Ezlo 100 using the following default password: test4321. As soon as you
are connected, the Ezlo 100 will be no longer shown in the list of available networks.

7. Return to the eZLO web application to connect the Ezlo 100 to your home Wi-Fi
network.Theapplicationwill open theSelectaWi-Finetworktoconnectscreen listing
all Wi-Fi networks found in the vicinity. Connect the Ezlo 100 to your network by
selecting it from the list and using the network password.
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8. Theapplication confirmssuccessful connectionof theEzlo100 to your localWi-Fi

network and suggests that youconnect yourPCor laptop to thesamenetwork. Switch

to theWi-Fi settings and connect to the local network. If yourPCor laptop is connected

via Ethernet, it will reconnect automatically, and the window will be closed upon

reconnection.

Note: it may happen that at this point you will need to reconnect to the 100 Wi-Fi
access point. In this case, the following window will be displayed:
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Click OK to proceed. The Wi-Fi network selection window will be displayed:

9. Reconnect to your Ezlo 100 access point as described above.

10. After the successful connection, the system confirms Ezlo 100 setup completion by
displaying its automatically generated serial number. In the same window, you can
change theEzlo100name. To finish theEzlo100 connection, clickAddneweZLO.
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Note: At any stage of the eZLO 100 setup, you can cancel it by clicking the
icon in the top right corner of the screen. Youwill exit thewizard, and all previously

made eZLO 100 settings will be deleted.

11. If at this stage theEzlo 100 is not yet connected to the server, the application alerts

you about it with the following message:

12. ClickWait 5 sec. to try reconnecting to the server in 5 seconds. You will have twomore
attempts to connect the Ezlo 100 to the server. After you clickWait 5 sec. the button
starts the countdown until reconnection. During the countdown the button is inactive.

13. In case your Ezlo 100 fails to connect to the server, you need to reset it. The application

will notify you of the connection failure with the following message:

14. ClickOK, press and hold theResetbutton on your Ezlo 100 for 6 seconds. After it has
been reset, repeat the connection procedure from thebeginning to connect it.
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15. When you clickAdd new eZLO, the wizard closes, and you are redirected to themain
eZLO dashboard where you can find your new Ezlo 100 in the list of available hubs. It
will be shown under the default name "My New eZLO" or the name you have assigned
to it.

Setting Up Ezlo 100 Details

Once your Ezlo 100 is successfully connected, its properties – name, cover image and

geographical location – can becustomized.

1. To modify the Ezlo 100 properties, click theMy new eZLO card on the dashboard.
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2. The Ezlo 100 page will be displayed

3. Click the icon in the top left corner of the screen to open the Ezlo 100 details.
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4. To edit the Ezlo 100 details, click the icon on the eZLO application sidebar. This
opens the Edit My New eZLO screen.

5. Tochange theEzlo100name,overwrite "MyNeweZLO"with thenameofyour

choice. Your Ezlo 100will appear in the list of eZLO hubs under that name.

6. To change the Ezlo 100 color theme, choose one of the available color options.
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7. ClickPickimage to set an imageas your Ezlo 100 cover. You can browse your
computer to select the image file to upload.

8. Toupdate theEzlo100 location,clickSettomyCurrentLocation.Theapplication
resolves the user’s current location from the GPS coordinates, and adjusts its clock
accordingly.

Note: If you use proxy software, your actual locationmay differ from the one that the
geolocation functionality reports.

Alternatively, change your location directly on themap. Drag and drop the location

marker to set a new location. Use the zoom feature to find and select your precise

location.

9. After you have completed the Ezlo 100 details configuration, clickUpdate
informationto apply your changes.

Managing Rooms via Ezlo 100

Home automation is done by virtual rooms which may correspond to the actual rooms in the

house or apartment or be assigned according to other principles. In order to bemanaged via

an eZLO hub, each smart device must be assigned to a certain room.

Whenyoustart usinganEzlo100, it hasanumber ofpre-defined rooms.Youcanuse the

existing rooms, edit or delete them and add new rooms.

Tomanageyourvirtual rooms,click the icon on the eZLO application sidebar to open the
Whole house menu. The menu lists the available rooms.

To change the positions of the room cards in the list:
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1. Move the cursor over the icon in the top right-hand corner of the room card.

2. The icon changes into a move cursor, and it is now possible to drag the room card to a

higher or lower position in the My eZLOs sidebar hierarchy.

To add or delete a room:

1. To add a room, click the icon on the My eZLOs sidebar. The Add Room menu will
be displayed.
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2. Select a room from the list or choose New room to create a custom room. The Add
Roomdialog box is displayed.

3. ClickPick Image to browse the files on your computer and select an image to associate
with this room.

4. For a custom room, enter the room name.
5. Click Add.

The room is displayed on the My eZLOs sidebar.
Youcanassigndevices to thenewroom,managedevices in the room,share the room,

or use any of the other functions available in this room.

6. Todelete a room, select the roomandclick in the room menu.

If this roomcontainsEzlo100devices, theapplication issuesawarningwhena delete

request ismade.

To edit room images and titles:

1. Click the room card on the dashboard to open the room screen.

2. Click . The Edit roommenu is displayed.
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3. Click Pick image to change the image associated with this room.
4. Select a graphic image to add to the eZLO app room.
5. Change the room name in the Enter room name field.
6. Click Save.

Adding Z-Wave Device to Ezlo 100

The Ezlo 100 supports more than 20 device connections at the same time. The list of

supported devices includes dimmers, switches, multi-switches, door & window sensors,

multi-sensors etc. The basic addition and removal procedure is the same for all eZLO hub

types, however, every connected device should be managed according to its specific

instructions.

Where to find Ezlo 100-compatible devices:

1. Click the icon on the eZLO application sidebar to open the Ezlo 100menu.
2. ClickEzlostoreat thebottomof themenu.Youwillberedirected to theeZLOwebsite
where you can find the complete list of compatible devices.
Note: Ezlo 100-compatible devices can be found in a variety of stores. While
selecting a device for your smart home system, check that the device is Z-Wave
certified. All compatible devices bear Z-Wave labels.

To add single or multiple Z-Wave devices:

1. Click the icon on the sidebar. The Devices page will be displayed.

2. Click . The Add Device side menu is displayed.



21

3. Press the button on the device to make it discoverable.

4. ClickZ-Wave. TheeZLOappshowsaZ-Wavedeviceaddition in progress. Thedevice is
discovered automatically.

5. If thedevice tobeaddedsupports theSecurity2 (S2)authentication, thesystemoffers
the option of connecting the devicewith orwithout theS2Authentication. If the device
does not support the S2 authentication, skip to Step 8.

6. If you wish to connect the device using the S2 authentication, choose the corresponding
option (S2 Access or S2 Authenticated) and click Continue.
Note: if you select S2 Unauthenticated and then click Continue without security, the
device will be connected without the S2 authentication procedure. The S2

authentication can be aborted at any stage.
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7. Once you have selected the S2 authentication, you need to enter the first 5 digits of the

DSKkeyof your device.You can find theDSKkeyeither on thedevice packingor on the

device itself.

8. After the successful S2 authentication, follow the procedure described in thedevice

user instructions to add it to theEzlo 100. Theprogress barwill indicate theprocess of

Z-Wave deviceaddition.

9. When the addition hasbeen completed, anotification appears on the screen to confirm

that the device was added to the Ezlo 100. The device is identified by its default

name.

10. You can cancel device addition by clicking Stop including.
11. Thedevicename ispopulatedautomatically from thedata received from thedevices
during the inclusion. You can change the default name to a customone by typing it in
the Device Name field.

12. Once the device is added, it is not assigned to any room. To assign the device to a
specific room,opentheDeviceRoomdropdownmenuandselect theroomtowhich
the device is to be assigned.
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13. Click Save to store the device name and room assignment.

14. To view and manage the device, click the icon in the sidebar to display the list of

rooms. Choose the room to which the new device has been assigned. All devices

assigned to the selected room will be displayed. You can select any of the devices to

view its details or manage it.

Alternatively,

Click the icon on the sidebar to display the list of all included devices and find your
device to manage it.
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How to Remove a Z-Wave Device from an Ezlo 100

If you have previously added aZ-Wave device to anEzlo 100, and now youwant to add it to

another eZLO hub, you must first of all exclude it from the Ezlo 100. To do this, follow

these steps in the eZLO application:

1. Sign in to the eZLO app and select the Ezlo 100 from which you want to disconnect

your device.

2. Click to display the Devicespage.
3. Click Z-Wave to open the list of connected Z-Wave devices (your device will be visible in
the list).
4. Open theZ-WaveSettingsdropdownmenuandselectStartExcludinganyDevice. This
enables the exclusion mode on your current Ezlo 100.

5. After the device exclusion process is started you need to complete the procedure by

excluding it from the current network. Follow the steps described in thedevice instructions.

This enables the Ezlo 100 to locate your Z-Wave device and disconnect it from its

network.

When this procedure is completed, you can add your Z-Wave device to the desired eZLO

hub as explained in How to Add a Z-Wave Device to the eZLO Hub.
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6. If you need to remove all devices from the Ezlo 100 (reset Z-Wave side of the Ezlo

100), select the Remove All Devices option from the Z-Wave Settings menu.

● If aneZLO100becomesan Inclusion controller, itsZ-Wave Settingsoptionsare
different from those available for an eZLO SIS Controller.

● TheeZLO100 just controls BasicCommandClass, so it can receiveBasicON/OFF

commands and ignores them.

How to Manage your Z-Wave Device
The eZLO app provides users with real-time information on device status and allows easy

management of the Z-Wave devices. This section describes how to:

● Find out to which room a certain device is assigned

● Change a device’s roomassignment

● Manage a device

● Exclude a device

● View full device information

● Remove a Failed device

● Replace a Failed device
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TofindouttowhicheZLOroomacertaindeviceisassigned: If you do
not immediately see a particular device in the room:

● Click on the My eZLOs sidebar.
TheDevicespage is displayed.
Select to view all Devices or only Z-Wave devices.
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Alternatively,
● Enter the name of the device in theSearchdevices field and click on themagnifying
glass symbol.

To assign a device to a different room:

1. Select the device and click the icon (right-side menu).

2. The Edit device dialog box is displayed.

3. From the Device Room drop-down list select another room, for example, the Bedroom.
4. ClickSave to assign the device to the selected room. The device disappears from its

original room and reappears in the new room. The device settings, for example,
temperature or brightness, remain unchanged.
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To manage adevice:

TheEzlo 100device controls change in response to user actions in the application, or at

physical device locations.Forexample, thevirtual controls displayed in theeZLOapppages

enable a user to increase or reduce a dimmer’s light power by turning the device control

between itsmaximumandminimumbrightness settings, or they could clickon switch controls

to turn on and off a four-position smart switch.

Theapplicationdisplayalsochanges ifauseralters thephysicaldevicesettings.Forexample, if

they press the button on a switch to turn it off, the eZLO app display changes to show its

virtual controls in an OFF position.

To change device settings:

1. Go to the room where the device is located and click on the device label.

2. Click on the device control to change the settings. The device operation changes as the

control is moved.

Note: If you switch off the device and switch it onagain, it remembers its last eZLOapppower
setting.
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To exclude adevice:

1. Go to the room where the device is located, select the device, and click the icon.
The Devicespage is displayed.

2. Follow the procedure described in the device user instructions to exclude it from the

Ezlo 100.

Thedevice isexcluded fromtheEzlo100and isno longerdisplayed in theeZLO

application.

To view full device information:

Go to the room where the device is located, select the device, and click .
The Device log is displayed.
It includesdevice statusdetails, and informationonmultiple instancesof thesamedevice (for

example, a four-position smartswitch.)

Youcanalsoorganize thedevicedetails displayaccording todateand rooms through the

“What Happened”menu.

If Your Z-Wave Device Does Not Work
In certain situations, a device might fail, for example, if it is disconnected from its power

source, if it is removed of the Ezlo 100 range, or if a failure occurs in the device. For about 30

seconds after failure the application tries to reach it and during this time the virtual device

controls continue to operate. As soon as the application recognizes the device has failed, a

“Device is Unreachable” notification is displayed when you click on this device icon.



31

To remove a failed device:

The failure notification gives access to the Delete and Replace options of the failed device.

ClickDelete to remove the device. The Ezlo 100 removes the failed device from its device listing.
There is no need to press any button on the actual device.

To replace a failed device:

You can replace a failed device in one room with another device of the exactly same model. To
do so:

1. Click the Replace button on the “THIS DEVICE IS UNREACHABLE” notification.
2. Physically remove the failed device and replace it with an identical device.

3. Follow the replacement device user instructions to set it up.When the replacement

device isconnected, theEzlo100will try to recognize it. If it succeeds, the “Device is

successfully replaced” notification will appear on the screen.

4. Refresh the web page to see that the device is now reachable. The Ezlo 100 identifies it

as the original device.
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Maintenance

This section describes maintenance procedures that must be performed regularly (for example,
firmware update) or might need to be done on occasion. The procedures described are:

● Cleaning an Ezlo 100

● Working with eZLO firmware

● Removing an eZLO

How to Reset an Ezlo 100 to Factory Settings
To return an Ezlo 100 to its factory default settings:

1. Click on the My eZLOs sidebar.
The Settingspage is displayed.

2. Click Reset hub to default.

3. Click Yeswhen prompted to confirm, or No if you decide not to reset the Ezlo 100.

4. If you confirm the Ezlo 100 reset request, the Ezlo 100 returns to its default settings. The
My eZLOs page is displayed.
The image of the reset Ezlo 100 now displays a default name and color.
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5. Click on the Ezlo 100 image.
Theroomsdisplayno images,andtherearenodevicesassigned tothisEzlo100. There
are fivepredefined rooms:Living room.Kitchen,Bedroom,GardenandHall.

How to Work with Ezlo 100 Firmware
Regular firmwareupdatesenableeZLOtoenhancesmarthub functionalitiesandoperationsandallow
for quick fixes of any problems that might arise. The Ezlo 100 might have one of three types of
firmware version:

● Up to date
● Outdated supported version
● Outdated unsupported version

How to Discover the Ezlo 100 Firmware Version

Open the eZLO web app and select the Ezlo 100:

● If youseeamessageasking you toupdate thedevice, the firmware version isoutdated andmay
be no longer supported. In this case, youmight not be able tomanage this device from theweb
app until you update the firmware.

● If a newer firmware version is released while you have the eZLO app open, when you go to the
Settings screen a message is displayed asking you to update firmware.
If you do not update the firmware, youmay not be able tomanage this device from the web
app.
When you update the firmware, the app shows the update progress.
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1. If theeZLOappmainpageisdisplayed,click on the sidebar.
Check that the latest firmware version is installed.

2. Toggle theAutoUpdateFirmwareswitch to have the firmwareautomatically updated
whenever an update is available.
If this option is enabled, you will always have an up-to-date version of the firmware.
You can keep using your current version with auto updates disabled, but it is recommended to
keep the firmware up to date and benefit from app enhancements.

How to Update Ezlo 100 Firmware Manually

TheEzlo100 firmware isupdated automatically ormanually according touserpreference.As
explained above, if the user selectsAutoUpdateFirmware, the application updates the firmware
automatically without the need for further user intervention.

If the Auto Update option is disabled and the firmware is up-to-date, the user sees a notification
saying that the latest firmware is installed.

If the firmware needs to be updated an “Update Firmware”warningwith anUpdate Firmware button
is displayedwhen you select anEzlo 100with an outdated, andmaybe unsupported, firmware
version; you must update the firmware to continue managing the Ezlo 100.

To update the unsupported firmware version:

1. Press the Update Firmware button on the Update Firmware warning.
2. The first stage of the firmware update process begins.
3. The Ezlo 100 reconnects to the server when the firmware becomes supportable.
4. The application allows the user to access the Ezlo 100.

Note. It may take time (up to 2 minutes) to reconnect to the server.
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How to Remove an Ezlo 100

If you have a fully operating Ezlo 100 connected to the Internet, you can remove it from your eZLO
app. To do so follow these steps:

1. Click on the My eZLOs sidebar.
The Settingspage is displayed.

2. Click Remove eZLO.

3. Click Yeswhen prompted to confirm, or No if you decide not to remove the Ezlo 100.

Note: If your Ezlo 100 is no longer available, it is displayed as Not Connected.

1. To remove the unconnected Ezlo 100, click on its eZLO web icon.
The Offline options page isdisplayed.
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2. Select REMOVE eZLO.
3. Click Yeswhen prompted to confirm, or No if you decide not to remove the unconnected Ezlo

100.

Note: Hub will be removed from account. Access point should be enabled for removed hub

How to reset Z-Wave settings to default

Z-W ave settings could be reset to default by different ways:
1. Via selecting “Remove All Devices” option in “Z-Wave Settings” list as described in “How to

Remove a Z-Wave Device from an Ezlo 100” chapter, position 6
2. Via “Reset hub to default” option on “Settings” page as described in “How to Reset an Ezlo 100 to

Factory Settings”
3. Via “Remove EZLO” option on “Settings” page as described in “How to Remove an Ezlo 100”

chapter
4. Via pressing “Reset” hardwarebutton for 5 seconds -hubwill reset to factory settingsandwill

enable access point
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Appendix 1: Terminology

Nodes, Controllers and Home Control Groups

Nodesare controllers or slaves based on their Role Type. The

term Unknown device refers to:
1) Devices that belong to a Home Control Group but are not supported by an Ezlo 100.
2) Devices that do not fit into any of the Home Control Groups managed by the Ezlo 100.
3) Devices that fit into any of theHomeControlGroupsmanaged by theEzlo 100 butwedon’t know
it’s manufacturer.

AsaUniversalController, theEzlo100controlsBasicCommandClassandthusitcansendBasic
ON/OFF commands to turn ON/OFF every individual Unknown Device.

Note: Unknown Devices can only be controlled with Basic ON/OFF commands.
Note:Controller devices canalso be handled asUnknownDevices if they do not fit into any of theHome
Control Groups managed by Ezlo 100.

Home Control Groups (HCG) are logical groups with various Z-Wave Plus Device Types mapped in
them.

Controllersare designed to control one or more Home Control Groups. They are classified as either
Dedicated or Universal.

● ADedicatedControllermust only control oneHomeControl Group. It may control Unknown
Devices via the Basic Command Class, and the optional implemented controlled command
classes in the controller.

● A Universal Controller controls multiple Home Control Groups. It MUST be able to control
Unknown Devices with the Basic Command Class together with the optional implemented
controlled command classes. It MUST provide individual control of Unknown Devices that have
been included in the network.

TheStaticInclusionServer(SIS)enablesothercontrollers to include/excludenodes in thenetworkon its
behalf. TheSIS is themain controller in the network because it has the latest update of the network
topologyandcapability to include/exclude nodes in thenetwork.When including additional controllers
to the network they become Inclusioncontrollersbecause they have the capability to include/exclude
nodes in the network on behalf of the SIS. The SIS cannot shift its role to other controllers in the
network.
Note:Ezlo100automaticallyassignsSISroletoitselfifitisthefirstcontrollerinthenetwork.

The inclusion controllerhas the capability to include/exclude nodes in the network on behalf of the SIS.
The inclusion controller’s network topology is dated from last time a node was included or it requested
a network update from theSIS.

Note:All controls for sendingControlledCommandsaredisplayed in theeZLO100web interface
according to the type/role the device reports to the eZLO100. For example, for Switchdevices the
“Switch”control graphic isdisplayed, and forDimmers - the “Dimmer”control graphic isdisplayedetc.
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Controlled and Supported Command Classes

CommandClass isaconceptwhichdescribeshowdifferentZ-Wavedevicesshouldsendcommands to
exchange(request/report/analyze) device functionalitydata, forexample,commandingdevices to turn
On/Off, requesting temperature/humidity/voltage values from different sensors etc.

All commands are sent in a form of short frames with the following structure:

<Command Class ID>

<Command ID>

<Specific Command data>

Therearestrict instructionswhichmustbefollowedregardingparticularCommandClasses,soZ-Wave
devices of different manufacturers can interact using these instructions without problems.

A device can support and/or control a given Command Class.

IfaCommandClass issupported, thenode implementsall theCommandClass functionalitiesand it can
besetand readbackbyothernodes.WhenaCommandClass issupported, thewholeCommandClass
has to be implemented.

If aCommandClass is controlled, the nodepermits theexchange of data, the read function and/or set
other nodes supporting the Command Class.

NodescontrollingCommandClassesmayuseonlyasubsetof thecommandswithinaCommandClass
(forexample,onlySetcommands).EvenwhenusingaCommandClasspartially forcontrol, thisusage
must comply with the Command Class requirements.

Slave nodes may also control Command Classes. For example, a Set Command sent to Association
Group destinations is a form of Command Class control.

WhenCommandClass control ismandated by theDeviceType, a controlling nodemust permit data
exchange, theread functionandsetothernodesusing thegivenCommandClass.Thecontrollingnode
must also be able to use all commands of the controlled Command Class.

AnAssociationCommandClassallowsanddefinescommunicationbetweendevices.It isalsousedfor
adding or removing nodes to/from an association group.

An Association Group is a group of multiple devices that is treated as a single device and thus controlled
with a single command. Usually association groups unite similar devices as they all receive the same
command. Each association group must include the following information:

— A grouping identifier
— A maximum number of devices that can be added to the group
— A description of how the association group is used and/or triggered by the product

Associations can be created via a central controller or an End Point. When creating an End Point
association, the Association Set command is sent to the actual End Point; not to the Root Device
(Controller).

The device can have a fixed number of nodes in their association group (not more than 5).

Associationgroup1 isalwaysreserved for theZ-WavePlusLifelineservice,and itshouldnotbeassigned
foranyotherpurpose.TheactualDeviceTypeofagivenproduct specifiesmandatory commandswhich
the device must be able to send to a Lifeline group destination. A manufacturer may add support for
additional commands that can be sent to the Lifeline group.
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TheEzlo100supportsandcontrolsonly theLifelineAssociationgroup in theAssociationCommand
Class with the followingparameters:
— Lifeline Group_ID = 1
— Maximum number of devices that can be added to the group = 25
— The Ezlo 100 uses the Lifeline group to send the “Device Reset Locally” frames to the group
members. Other than that, the Ezlo 100 does not send any information to Association groups.

AMulti-Channel commandclass is used to set communications betweenoneormore items in aMulti
device. An Ezlo 100 can control Multi-Channel devices, but it does not support Multi-Channel
commandclasses.Forexample: ifaslavedevicesupportingaMulti-Channelcommandclasshasafew
components (suchas a smart stripwith a fewpower outlets), Ezlo 100will treat each channel as a
device itemandwill send commands to each item.Each channelwill be represented by an individual
control in theUI.

NIF(NetworkInformationFrame) is a service framewhich contains a list of SupportedCommand Classes.
Sending it may be useful for advanced Smart Home users and can be initiated on the Settings page of an
Ezlo 100.Open theZ-WaveSettingsdrop-downmenuand select theSendNIFoption.

Below isa full listof theControlledandSupportedCommandClasses that theEzlo100canreceive and
send:

GUI
representatio n

Descriptio
n

Method/datatype Interview
type

On-Off switch On-off-like
actions for
all devices
(Unknown
Devices)

On-Off switch Sets siren
on and off

On-Off switch Switches
anythingon
and off

basic Automatic
interview

siren Automatic
interview

switch Automatic
interview

Controlled command class

Cc0x20Basic

Cc0x25SwitchBinary
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As rule block
THEN

Resets
meter (such
as kWh)

reset_meter Automatic
interview

Not used in UI Pushes the
powerlevel
test with
powerlevel

Not usedin UI Sets the
wakeup
time for
sleeping
device
(fixed
interval)

powerlevel_test Automatic
interview

wakeup Automatic
interview

Button with
group add /
remove (2
groups only)

Sets the
association
to group or
removes
association
from group

association Automatic
interview

Not used in UI The
Association
Group
Information
(AGI)
Command
Class allows
a node to
advertise
the
capabilities
of each
association
group
supported
by a given
application
resource

Not used in UI TheDevice
Reset
Locally
Command
Class is
used to
notify
central
controllers
that a
Z-Wave
device is
resetting its
network

Automatic
interview

Automatic
interview

Cc0x32Meter

Cc0x73PowerLevel

Cc0x84WakeUp

Cc0x85Association

Cc0x59AssociationGroupInfor
mation

Cc0x5ADeviceResetLocally
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specific
parameters

Not used in UI The
Manufactur
er Specific
Command
Class is
used to
advertise
manufactur
er specific
information

Not used in UI The Multi
Channel
Association
Command
Class isused
to manage
associations
to Multi
ChannelEnd
Point
destinations
as well as to
NodeID
destinations

Not used in UI The Version
Command
Class,
version 2 is
extended to
report the
version of
various
firmware
images
such as a
host
processor
firmware,
etc. in
addition to
the
firmware
image
running in
the Z-Wave
chip.

Not used in UI TheZ-Wave
Plus Info
Command
Class is
used to
differentiat

Automatic
interview

Automatic
interview

Automatic
interview

Automatic
interview

Сс0x72ManufacturerSpecific

Сс0x8EMultiChannelAssociati

on

Сс0x86Version

Сс0x5E Z‐WavePlusInfo
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e between
Z-Wave
Plus,
Z-Wave for
IP and
Z-Wave
devices.
Furthermor
e this
command
class
provides
additional
information
about the
Z-Wave
Plus device
in question.

Not used in UI The CRC-16
Encapsulati
on
Command
Class is
used to
encapsulat
e a
command
with an
additional
CRC16
checksum
to ensure
integrity of
the
payload.
The
purpose for
this
command
class is to
ensure a
higher
integrity
level of
payloads
carrying
important
data using
9.6/40kbps
communica
tion, in case
the
LRC
checksum
(8 bits)
provided

Automatic
interview

Сс0x56CRC‐16Encapsulation
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On-Off switch
for sub
devices

on protocol
level is not
sufficient to
ensure
integrity.

The Multi
Channel
command
class is
used to
address
one or
more end
points in a
Multi
Channel
device.
An
application
implementi
ng this
command
class MUST
set the
Optional
Functionalit
y bit in the
NIF.

Automatic
interview

Not used in UI The
Security
Command
Class is
create the
foundation
for secure
application
communica
tion
between
nodes in a
Z-Wave
network.
This
command
classallows
a sending
requests to
joined
device with
security
level

Automatic
interview

Flowofadding
the device

The
Security 2
Command
Class is a

security_2 Manual
part of
interview

Сс0x60Multi‐Channel

Сс0x98Security

Сс0x9FSecurity2
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framework
for allowing
nodes to
communica
te securely
in aZ-Wave
network.
This
command
classallows
a sending
requests to
joined
device with
security
level

Not used in UI The
Supervision
Command
Class allows
a sending
node to
request
application-
level
delivery
confirmatio
n from a
receiving
node. The
delivery
confirmatio
n includes
relevant
application-
level status
information
in the
confirmatio
n message.

Not used in UI The
Transport
Service
Command
Class
supports
the transfer
of
datagrams
larger than
the Z-Wave
frame.

Not used in UI The
Inclusion
Controller

Automatic
interview

Automatic
interview

Automatic
interview

Cc0x6CSupervision

Сс0x55TransportService

Сс0x74InclusionController
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Command
Class is
used after a
node’s
network
inclusion
between
theSISand
an inclusion
controller
to inform
each other
of the
remaining
setup
required
for the
included
node.

NIF Command Classes

Command class

Z-WavePlus InfoCommandClass

Association CommandClass

Association Group Information Command Class

Device Reset Locally Command Class

Manufacturer Specific Command Class

Version Command Class

CRC-16 Encapsulation Command Class

Security 0 Command Class

Security 2 Command Class

Supervision Command Class

Transport Service Command Class

Powerlevel Command Class

Inclusion Controller Command Class
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Security S0 supported Command Classes

Security S2 supported Command Classes

TheGUIrepresentationcolumndefineshowcommandclassesareseenintheeZLOappGUI.Someof
themare not available in theUI and cannot bemanaged through the app; however, you can see the
informationprovidedby thesecommands.Forexample, youcannotmanageamotionsensor, but you
cansee thedataonmotion tracked by this device. The values of suchdevices canonly bemanaged
through the device itself. For instance, opening and closing the door changes the status of the door
sensor, and the remote control requires a physical pressing of its buttons to operate it.

Other command classes allow managing devices both through the eZLO UI and the devices themselves.
Each such device has a visual control panel in the eZLO app (which appears after the device was
included to the Z-Wave network and placed to any room in the eZLO app).

TheEzlo100canreceive, interpretanddisplayvarious reports.These include reports implemented in
different Command Classes as well as Notification Command Class messages.

Command class

Association Group Information Command Class

Supervision Command Class

Powerlevel Command Class

AssociationCommandClass

Version CommandClass

Manufacturer Specific Command Class

Device Reset Locally Command Class

Command class

Association Group Information Command Class

Supervision Command Class

Powerlevel Command Class

AssociationCommandClass

Version CommandClass

Manufacturer Specific Command Class

Device Reset Locally Command Class
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Appendix 2. Warranty

Appendix 3. How to Get Support

Pleasevisithttps://ezlo.com/support toexploreourKnowledgeBase,engagewithourUserCommunity,
have a live chat with one of our representatives, leave feedback or file a ticket if you have faced a
trouble.

You can also contact our technical support by calling +18622082085 via the phone or Skype.

FCC

Supplier’s Declaration of Conformity
47 CFR 2.1077 Compliance Information

Model: Ezlo 100

Responsible Party – US Contact Information
1255 Broad Street,
Clifton, NJ 07013
United States

https://ezlo.com/support

FCC Compliance Statement (Products subject to Part 15)

This device complies with Part 15 of the FCC Rules. Operation is subject to the following
two conditions: (1) This device may not cause harmful interference, and (2) this device
must accept any interference received, including interference that may cause undesired
operation.
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The device has been evaluated to meet general RF exposure requirement, The
device can be used in portable exposure condition without restriction.

FCC statements:
This device complies with part 15 of the FCC rules. Operation is subject to the
following two conditions: (1) this device may not cause harmful interference, and (2)
this device must accept any interference received, including interference that may
cause undesired operation.
NOTE: The manufacturer is not responsible for any radio or TV interference caused
by unauthorized modifications or changes to this equipment. Such modifications or
changes could void the user’s authority to operate the equipment.

NOTE: This equipment has been tested and found to comply with the limits for
aClass B digital device, pursuant to part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates uses and can radiate radio
frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this equipment
does cause harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to
correct the interference by one or more of the following measures:
‐ Reorient or relocate the receiving antenna.
‐ Increase the separation between the equipment and receiver.
‐ Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.
‐ Consult the dealer or an experienced radio/TV technician for help.

This device complies with Industry Canada licence‐exempt RSS standard(s).
Operation is Subject to the following two conditions: (1) this device may not cause
interference, and (2) this device must accept any interference, including interference
that may cause undesired operation of the device.
Le présent appareil est conforme aux CNR d'Industrie Canada applicables aux
appareils radio exempts de licence. L'exploitation est autorisée aux deux conditions
suivantes : (1) l'appareil ne doit pas produire de brouillage, et (2) l'utilisateur de
l'appareil doit accepter tout brouillage radioélectrique subi, même si le brouillage est
susceptible d'en compromettre le fonctionnement.
This Class B digital apparatus complies with Canadian ICES‐003.
Cet appareil numérique de la classe B est conforme à la norme NMB‐003 du
Canada.




