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1Preface

Thank you for choosing FWR9202 wireless router with VolP. This product will allow you to make ATA call using your broadband connection, and
provides Wi-Fi router function.

This manual provides basic information on how to install and connect FWR9202 wireless router with VoIP to the Internet. It also includes
features and functions of wireless router with VolP components, and how to use it correctly.

Before you can connect FWR9202 to the Internet and use it, you must have a high-speed broadband connection installed. A high-speed
connection includes environments such as DSL, cable modem, and a leased line.

FWR9202 wireless router with VoIP is a stand-alone device, which requires no PC to make Internet calls. This product guarantees clear and
reliable voice quality on Internet, which is fully compatible with SIP industry standard and able to interoperate with many other SIP devices and
software on the market.

1.1 Declaration of Conformity

1.1.1 Part 15 FCC Rules

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:
This device may not cause harmful interference, and
This device must accept any interference received, including interference that may cause undesired operation.

1.1.2Class B Digital Device or Perpheral

Note: Changes or modifications not expressly approved by the party responsible for compliance could void the user’s authority to operate the
equipment.

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of the FCC Rules. These
limits are designed to provide reasonable protection against harmful interference in a residential installation. This equipment generates, uses
and can radiate radio frequency energy and, if not installed and used in accordance with the instructions, may cause harmful interference to
radio communications. However, there is no guarantee that interference will not occur in a particular installation.

If this equipment does cause harmful interference to radio or television reception, which can be determined by turning the equipment off and on,
the user is encouraged to try to correct the interference by one or more of the following measures:
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1. Reorient or relocate the receiving antenna.
2. Increase the separation between the equipment and receiver.
3. Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
4. Consult the dealer or an experienced radio/TV technician for help.

1.2 GNU GPL Information

FWR9202 firmware contains third-party software under the GNU General Public License (GPL). FLYINGVOICE uses software under the specific
terms of the GPL. Please refer to the GPL for the exact terms and conditions of the license. The original GPL license, source code of
components licensed under GPL and used in Yealink products can be downloaded online:

http://www.flyingvoice.com/index.php?m=content&c=index&a=lists&catid=169
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Before you use the high speed router, please get acquainted with the LED indicators and connectors first.

2.1 FWR9202

Copy Right 2017 All Rights Reserved by FLYINGVOICE TECHNOLOG LIMITED

FWR9202
WAN 1xGE in RJ45
LAN 4xGE in RJ45
2X2 2.4G 802.11 b/g/n(300 Mbps)
WiFi
2X2 5G 802.11ac (867 Mbps)
USB 1XUSB 2.0
VolP 2xFXS in RJ11
PoE No Yes
Power Adapter 12V/I2A 15V/I3A

Trade Mark: Flyingvoive.

2.2 LED Indicators

2.2.1 FWR9202 LED Indicators

V1.0
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Front Panel LED Status Explanation
PHONE | Blinking(Green) | Not registered.
l l l. | | "; 172 On (Green) Registered
RST © _©) powen  waN LA LAN2  LAN}  LANG  Phonel  Phone? On (Green) Wireless access point is ready.
| WLAN It will blink while wireless traffi
— = . will blink while wireless traffic goes
FWR9202 Front Panel Blinking(Green) through.

On (Green) The port is connected with 100Mbps.

LAN .

1/2/3/4 Off The port is disconnected.
Blinking(Green) | The data is transmitting.
On(Green) The port is connected with 100Mbps.

WAN Off The port is disconnected.
Blinking(Green) | It will blink while transmitting data.
On(Green) The router is powered on and running

POWER normally.
Off The router is powered off.

Rear Panel gnterfac Description
ON/OFF | Power Switch.
( : ?ZCV A Connector for a power adapter.
( @ L_aj L_JL_HJLJL_J @D @ @ E FXS Connect to the phone.
% WAN LAN1 LANZ  LAN3Z  LAN4 USB Phonel Phonez POWER il :
J WAN Connector for accessing the Internet.
. —  [LAN
(1/2/3/4) Connectors for local networked devices.
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2.3 Hardware Installation

Before starting to configure the router, you have to connect your devices correctly.

Step 1.Connect Line port to land line jack with a RJ-11 cable.

Step 2.Connect the WAN port to a modem or switch or router or Internet with an Ethernet cable.
Step 3.Connect one port of 4 LAN ports to your computer with a RJ-45 cable. This device allows you to connect 4 PCs directly.
Step 4.Connect one end of the power cord to the power port of this device. Connect the other end to the wall outlet of electricity.
Step 5.Push the ON/OFF button to power on the router.

Step 6.Check the Power and WAN, LAN LEDs to assure network connections.

[

[

Warning: Please do not attempt to use other different power adapter or cut off power supply during configuration or updating the device VolIP home

gateway. Using other power adapter may damage the device and will void the manufacturer warranty.

Warning: changes or modifications not expressly approved by the party responsible for compliance could void the user’s authority to operate the
equipment.

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of the FCC Rules. These limits
are designed to provide reasonable protection against harmful interference in a residential installation. This equipment generates, uses and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a particular installation.

If this equipment does cause harmful interference to radio or television reception, which can be determined by turning the equipment off and on,
the user is encouraged to try to correct the interference by one or more of the following measures:

-- Reorient or relocate the receiving antenna.

-- Increase the separation between the equipment and receiver.

-- Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

-- Consult the dealer or an experienced radio/TV technician for help.

V1.0
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2.4 Voice Prompt

In any circumstance, pressing the following command to enter relevant function. The following table lists command, and description.

Voice Menu Setting Options

Operation code Contents

1 Step 1.Pick up phone and press ““***” to start IVR
Step 2.Choose “1”, and FWR9202 report the current WAN port connection type

Step 3.Prompt "Please enter password”, user need to input password with end char # if user want to configuration WAN

2 Step 1.Pick up phone and press ““***” to start IVR

Step 2.Choose “2”, and FWR9202 report current WAN Port IP Address

Step 3.Input the new WAN port IP address and with the end char #,

using “*” to replace “.”, user can input 192*168*20*168 to set the new IP address 192.168.20.168
press # key to indicate that you have finished

Step 4.Report “operation successful” if user operation properly.

3 Step 1.Pick up phone and press ““***” to start IVR

Step 2.Choose “3”, and FWR9202 report current WAN port subnet mask

Step 3.Input a new WAN port subnet mask and with the end char #

using “*” to replace “.”, user can input 255*255*255*0 to set the new WAN port subnet mask 255.255.255.0
press # key to indicate that you have finished

3) Report “operation successful” if user operation properly.

4 Step 1.Pick up phone and press ““***” to start IVR

Step 2.Choose “4”, and FWR9202 report current gateway

Step 3.Input the new gateway and with the end char #

using “*” to replace “.”, user can input 192*168*20*1 to set the new gateway 192.168.20.1

press # (pound) key to indicate that you have finished

3) Report “operation successful” if user operation properly.
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5 Step 1.Pick up phone and press ““***” to start IVR

Step 2.Choose “5”, and FWR9202 report current DNS

Step 3.Input the new DNS and with the end char #

using “*” to replace “.”, user can input 192*168*20*1 to set the new gateway 192.168.20.1
press # (pound) key to indicate that you have finished

3) Report “operation successful” if user operation properly.

Step 1.Pick up phone and press ““***” to start IVR

6 Step 2.Choose “6”, and FWR9202 report “Factory Reset”

Step 3.Prompt "Please enter password", the method of inputting password is the same as operation 1.
If you want to quit by the wayside, press “*”.

Step 4.Prompt “operation successful” if password is right and then FWR9202 will be factory setting.

Step 1.Pick up phone and press ““***” to start IVR
7 Step 2.Choose “7”, and FWR9202 report “Reboot”
Step 3.Prompt "Please enter password", the method of inputting password is same as operation 1.

Step 4.FWR9202 will reboot if password is right and operation is properly.

Step 1.Pick up phone and press ““***” to start IVR

Step 2.Choose “8”, and FWR9202 report “WAN Port Login”

8 Step 3.Prompt "Please enter password", the method of inputting password is same as operation 1.
If you want to quit by the wayside, press “*”.

Step 4.Report “operation successful” if user operation properly.

Step 5.Prompt “1enable 2disable”,choose 1 or 2, and with confirm char #

Step 1.Pick up phone and press ““***” to start IVR

Step 2.Choose “9”, and FWR9202 report “ WEB Access Port”

9 Step 3.Prompt “Please enter password”, the method of inputting password is same as operation 1.
Step 4.Report “operation successful” if user operation properly.

Step 5.Report the current WEB Access Port

Step 6.Set the new WEB access port and with end char #

0 Step 1.Pick up phone and press ““***” to start IVR

Step 2.Choose “0”, and FWR9202 report current Firmware version
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Notice:

When using Voice Menu, press * (star) to return the main menu.
If any changes made in the IP assignment mode, please reboot the FWR9202 to take the setting into effect.
When enter IP address or subnet mask, use “*(Star) to replace “.” (Dot).

For example, to enter the IP address 192.168.20.159 by keypad, press these keys: 192*168*20*159,use the #(pound) key to indicate that you
have finished entering the IP address.

#(pound) key to indicate that you have finish entering the IP address or subnet mask

6. When assigning IP address in Static IP mode, setting IP address, subnet mask and default gateway is a must. If in DHCP mode, please make
sure that DHCP SERVER is available in your existing broadband connection to which WAN port of FWR9202 is connected.

7. The default LAN port IP address of FWR9202 is 192.168.1.1 and do not set the WAN port IP address of FWR9202 in the same network
segment of LAN port of FWR9202, otherwise it may lead to the FWR9202 fail to work properly.

8. You can enter the password by phone keypad, the matching table between number and letters as follows:
Toinput: D, E, F, d, e, f-- press ‘3’
To input: G, H, |, g, h, i -- press ‘4’

hoOonN =

o

To input: J, K, L, j, k, | -- press ‘5’

To input: M, N, O, m, n, o -- press ‘6’

Toinput: P, Q, R, S, p,q,r, s--press ‘7’

Toinput: T, U, V, t, u, v -- press ‘8’

To input: W, X, Y, Z, w, X, Yy, Z--press ‘9’

To input all other characters in the administrator password-----press ‘0’,

E.g. password is ‘admin-admin’, press ‘236460263’
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3 Configuring Basic Settings

3.1 Two-Level Management

This chapter explains how to setup a password for an administrator/root user and how to adjust basic/advanced settings for accessing Internet
successfully.

FWR9202 supports two-level management: administrator and user. For administrator mode operation, please type “admin/admin” on

Username/Password and click Login button to configuration. While for user mode operation, please type “user/user” on Username/Password
and click Login button for full configuration.

3.2 Accessing Web Page

3.2.1 From LAN port

1. Make sure your PC have connected to the router’s LAN port correctly.

Notice: You may either simply set up your computer to get IP dynamically from the router or set up the IP address of the computer to be the same subnet as the default IP
address of router is 192.168.1.1. For the detailed information, please refer to the later section - Trouble shooting of the guide.

2. Open a web browser on your PC and type http://192.168.1.1. The following window will be open to ask for username and password,and you
can choose language.

Username i
Password I Login I

3. For administrator mode operation, please type “admin/admin” on Username/Password and click Login to configuration. Yet, for root user
mode operation, please type “user/user” on Username/Password and click Login for full configuration.

Notice: If you fail to access to the web configuration, please go to “Trouble

Shooting” for detecting and solving your problem.

t 54
-

4. The web page can be logged out after 5 minutes without any operation.
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3.2.2From WAN port

1.

Make sure your PC can connect to the router's WAN port correctly.
Getting the IP addresses of WAN port using Voice prompt.

Open a web browser on your PC and type http://the IP address of WAN port. The following window will be open to ask for username
and password.

Username I
Password I Login |

For administrator mode operation, please type “admin/admin” on Username/Password and click Login to configuration. Yet, for root
user mode operation, please type “user/user” on Username/Password and click Login for full configuration.

Notice: If you fail to access to the web configuration, please go to “Trouble

= Shooting” for detecting and solving your problem.

The web page can be logged out after 5 minutes without any operation.
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3.3 Web Page

Field o g
jetwork | Wireless | Wireless56  SIP | FX51 | FXS2 | Security | Application | Storage = Administrabior NO. Description
Name
Basic Wireless Security AN 5 Station Info Advanced
Navieati Click navigation bar, many
o 2 avigati o . .
B0 ivelees SETHRGS 1 & sub-navigation bar will appear in
on bar
Wireless Network the Place 2
Radic On/Off |Radi00n;|
Wireless Connection Mode AP B3 . . .
= ) Click sub-navigation bar to
Network Mode |11|3;g,-'n mixed mode _v| 2 Title .
= . _ = choose one configuration page
551D Iv‘nreless_HPDDlllB Hidden I Isolated [~ Maxcllentll-:- 3‘
Multiple SSID1 I Hidden [T Tsolated [T Max ClientIIE-
Multiple SSID2 | Hidden T Tsolated T My Client [15 Paramet )
; 3 To configuration the parameters
Multiple 55103 | Hidden I Isclated [T Max clientlle er
1.Every time making some
changes, user should press this
| | | button to confirm the changes.
Save | Cancel | Reboot .
s | 2.After pressing the button, the
red
Please REBOOT to make the changes effd
will appear to notice rebooting.
Cancel To cancel the changes.
| Reboot | Press it to reboot the router

3.4 Setting up the Time Zone
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Time/Date Setting

NTP Settings

MTF Enable

Current Time

MNTP Setlings

Primary MTP Server

Secondary NTP Server

MTP synchronization{1 - 1440m)

IEnaI:uIE vI
|Fri Aug 16 15:46:5% GMT 2013 Sync with host I

I (GMT+03:00) China Coast, Hong Kong ll

||:u:u:u|.|'|11:|.|:|r|;|

Icn.pcu:ul.nu:u.nrg
ol

Open Administration/Management webpage as shown left, please
select the Time Zone for the router installed and specify the NTP
server and set the update interval in NTP synchronization.

3.5 Setting up the Internet Connection

From WAN page, multi wan connection could be built or deteted. If you want to know more information about Internet Connection setting, please

refer to 5.3 section.

Metwork

WAN LAM MAC Clone

VPN DMZ DDNS

Field Name

Description

Port Forward Advance

Port Setting Qo]

Connect Name

Use keywords to indicate WAN port service model

INTERNET
Connect Mame

Service

IP Protocol Yersion
INTERMET

MAT Enable

VLAM Maode

VLANM ID

B302.1p

DMS Mode

Primary DMS Address

Secondary DMNS Address

DHCP
DHCP Renew

DHCP Vendor (Option &0)

Part Bind
W Port 1
¥ wireless(55101)

¥ Port 2

¥ wireless(s5102)

Service

Chose the service mode.

| L_TRO6%_VOICE_INTERMET R_VID_ || Delete Connect |

IP Protocol Version

Only IPv4 for FWR9202

| TRO8S_VOICE_INTERNET =]

Choose Internet connection mode.

=N INTERNET
NAT Enable If or not enable NAT.
[Enable j VLAN Mode If or not enable VLAN Mode.
Enable |'=
[ (1-4094) VLAN ID Set the VLAN ID.
802.1p Set the priority of VLAN, Options are 0~7.
[152.168. 10.1 DNS Mode The default is Manual.
2T Primary DNS The primary DNS of Internet port.
Renew | Address
[vorPGanz Secondary DNS The secondary DNS of Internet port.
Address
Kot 3 Bt 4 Port Bind Port bind is used for binding the service for different

¥ wireless(55103) ¥ wireless(55104)

LAN ports and SSIDs.
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3.6 Setting up the Wireless Connection
To set up the wireless connection, please skip the following steps.
3.6.1 Enable Wireless and Setting SSID
Open Wireless/Basic webpage as shown below
Field Name Description
Basic | Wireless Security StationInfo  Advanced Select “Radio Off” to disable wireless.
Radio On/Off
Basic Wireless Settings Select “Radio on”’to enable wireless.
Wireless Network Choose one network mode from the drop
Radia On/Off IRadiu:u on =] Network Mode '
Viireless Connection Mode AP = down list.
Mebior Morie | 11b/gin mixed mode = | The name of the wireless name, it can be any
SSID [wireless_aPon1118 | tidden [T Isolated [T Max Client [18 SSID ' '
Multiple SSI01 [ tidden I Isolated [T Max client[18 text numbers or various special characters.
Multiple 55102 I Hidden [T Isolated [T Max Client |18 Multiple
Multiple 55103 | Hidden [ Isolated I Max Client [15 Set more wireless network.
broadcast{S5ID} ¥ Enable " Disable SSSD1-3
AP Isolation " Enable ¥ Disable
MESSID AP Isolati O ¥ Disabl
S S DD:IIEZII-ICE:IEIEE:EID: 1?:'51;“ Frequency Choose channel frequency.
Frequency {Channel) |Autu:| ;|
3.6.2 Encryption
Open Wireless/Wireless Security webpage to set the encryption of routers.
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_ _ Field Name Description
Basic Wireless Security VMM WDSs WPs Station Info Advanced
Choose one SSID from Off-premises 1,
WIFI Security Setting | SSID Choice
off-premises 2 and Premises.
Select SSID
551D choice | wireless_aP0D1118 =]
"Wireless_aP001118°
Security Moce [ wea-Psk = Select an appropriate encryption mode to improve
VUPA the security and privacy of your wireless data
WPA Algorithms Crke ©aes O TKIPAES Security
Pass Phrase [23123123 packets.
Mode
Key Renewal Interval [00  SecondinMonth (0~ 4134303) Each encryption mode will bring out different web
Access policy . .
Palicy Disable 3] page and ask you to offer additional configuration.
Add a station MAC I

3.7 Register
3.7.1 Get the Accounts

FWR9202 have a FXS port, you can use it to make SIP call, and before registering, you should get the SIP account from you administrator or
provider.

3.7.2Connections

Connect FWR9202 to the Internet properly
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SIP Account Preferences Dial Plan Bladdist Call Log

Basic |

Basic Setup

Line Enable I Enable x| Peer Ta Peer I Disable x|

Proxy and Registration

Proxy Server |192.168.1EI.2EIS Proxy Port ISIZIEIZI
Qutbound Server I Cutbound Port ISI:IEI:I
Backup Cutbound Server I Backup Outbound Port IEDED

Subscriber Information

Display Mame I 11 Phone Mumber |1 1
Account I 11 Password I'"‘

Step 1.0pen FXS1(FXS2)/SIP Account webpage, as the picture in the
right side.

Step 2.Fill the SIP Server domain and SIP Server address (which get from
you administrator or provider) into Domain Name parameter, into SIP
Server

Step 3.Fill account which get from you administrator into Display Name
parameter, Phone Number parameter, and Account parameter.

Step 4.Fill password which get from you administrator into Password
parameter.

Step 5.Press 52ve | button in the bottom of the webpage to save changes.

Note: if there is Flease REBOOT to make the changes effectivel | please press _Rebeat |

button to make changes effective.

3.7.4 View the Register Status

Status
Basic LAN Host Sysiog
Product Information

Product Informabon

Prodct Name FWR3202
Intermet{iVAN) MAC Address O0:0C:FE-O0: 11:19
PC{LAN) MAC Address 00:0C:FE-00: 11: 18
Hardviare Yersion ¥1.1

Loacer Varson V301

Eirmwar e yerson V3. 10{201408260214)
Serial Number 123123123

SIP Account Status

SIP Account Status

FXS 1 51° Account Stanus Regeiersd 11

FXS 2 5P Account Status Cegabee

To view the status, please open Status webpage and view the value of
register status. The value is registered like the following picture which
means FWR9202 have registered normally and you can make calls.
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3.8 Make Call

3.8.1 Calling phone or extension numbers

To make a phone or extension number call:

1. Both ATA and the other VolP device (i.e., another ATA or other SIP products) have public IP addresses, or

2. Both ATA and the other VoIP device (i.e., another ATA or other SIP products) are on the same LAN using private or public IP addresses, or
3. Both ATA and the other VoIP device (i.e., another ATA or other SIP products) can be connected through a router using public or private IP

addresses.

To make a call, first pick up the analog phone or turn on the speakerphone on the analog phone, input the IP address directly, end with #.

3.8.2Direct IP calls

Direct IP calling allows two phones, that is, an ATA with an analog phone and another VoIP Device, to talk to each other without a SIP proxy.

VolIP calls can be made between two phones if:

1. Both ATA and the other VolP device (i.e., another ATA or other SIP products) have public IP addresses, or

2. Both ATA and the other VoIP device (i.e., another ATA or other SIP products) are on the same LAN using private or public IP addresses, or
3. Both ATA and the other VoIP device (i.e., another ATA or other SIP products) can be connected through a router using public or private IP

addresses.

To make a direct IP call, first pick up the analog phone or turn on the speakerphone on the analog phone, Input the IP address directly, with the
end “#".

3.8.3Call Hold

While in conversation, pressing the “*77” to put the remote end on hold, then you will hear the dial tone and the remote party will hear hold tone

at the same time.
Pressing the “*77" again to release the previously hold state and resume the bi-directional media.

3.8.4Blind Transfer

Assuming that call party A and party B are in conversation. A wants to Blind Transfer B to C:
Step 1.Party A dials “*78” to get a dial tone, then dials party C’s number, and then press immediately key # (or wait for 4 seconds) to dial out.

Step 2.A can hang up.
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3.8.5 Attended Transfer

Assuming that call party A and B are in conversation. A wants to Attend Transfer B to C:

Step 1.Party A dial “*77” to hold the party B, when hear the dial tone, A dial C’'s number, then party A and party C are in conversation.
Step 2.Party A dial “*78” to transfer to C, then B and C now in conversation.
Step 3.If the transfer doesn’t success, then A and B in conversation again.

3.8.6 Conference

Assuming that call party A and B are in conversation. A wants to add C to the conference:

Step 1.Party A dial “*77” to hold the party B, when hear the dial tone, A dial C’'s number, then party A and party C are in conversation.
Step 2.Party A dial “*88” to add C, then A, B and C now in conference.
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This chapter will guide users to execute advanced (full) configuration through admin mode operation.

4.1 Login

T
Username |
Login |

Password |

Step 1.Connect the LAN port of the router to your PC

Step 2.0pen a web browser on your PC and type in http://192.168.1.1. The window will
ask for typing username and password. And you can choose language, too.

Step 3.Please type “admin/admin” on Username/Password for administration

operation.

4.2 Status

Status
Basic LAN Host Syslog

Product Information

Product Informabon

Product "wme FWR9202
Internet{WAN) MAC Address OC:FE:O0: 11
PC{LAN) MAC Addrass (C:EE 1:18
Hardvane Yersion ¥1.1

Lioader \Versan 24U

[ — e VErsD 3. 10 40826 Iy
Seral Mumbe 123123123

SIP Account Status

SIF Account Status

FXS 15F Acoount Status Rscg tarad

FXS 2 5P Account Status Desabiie

This webpage shows the status information about product

information, Network and system.

It shows the basic information of the product, such as product name,
serial number, MAC address, hardware version and software version

It also shows the information of Link Status, WAN Port Status, and
LAN Port Status.

And it shows the current time and the running time of the product.

The page 22 of 78
Revision time: 2017-06-16 15:00




Flying\

Voice
aice cver P Copy Right 2017 All Rights Reserved by FLYINGVOICE TECHNOLOG LIMITED

V1.0

The picture in the left side is the FWR9202’s Status webpage.
Network Status

Internet Port Status

Connection Type STATIC

IP Address 192.1568.10.209
Subnet Mask 255.255,255.0
Default Gateway 192, 168.10.1
Primary DMS 8.8.8.8

Secondary DNS

WAM Port Status 100Mbps Full

4.3 Network&Security

You can configuration the WAN port, LAN port, DDNS, Multi WAN,DMZ, MAC Clone, Port Forward and so on in these two bars.

4.3.1WAN

This page allows you to set WAN configuration with different modes. Use the Connection Type drop down list to choose one WAN mode and
then the corresponding page will be displayed.

1. Static IP

You will receive a fixed public IP address or a public subnet, namely multiple public IP addresses from your DSL or Cable ISP service providers.
In most cases, a Cable service provider will offer a fixed public IP, while a DSL service provider will offer a public subnet. If you have a public
subnet, you could assign an IP address to the WAN interface.
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 INTERNET Field Name Description
i IP Address The IP address of Internet port
Connect Mame I 1_TRO&S9_VOICE_INTERMET_R_WID_ ﬂ Delete Connect |
St | TROBS_VOICE_INTERNET |x] Subnet Mask The subnet mask of Internet port.
IP Protocol YWersion IIF"-.f—1;|
INTERMNET [static =]
— = Default Gateway The default gateway of Internet port.
VLAN Mad [Disable = .
= sable =] DNS Mode In Static mode, user need set the DNS
VLAN ID B (1-4094)
manually.
Static
IP Address |192. 168.10.209 Primary DNS The primary DNS of Internet port.
Subret Mask |255.255.255.0 Address
Default Gateway |192. 168,10,1
— Secondary DNS The secondary DNS of Internet port.
DINS Mode
IB.B.B.B Address

Primary DMNS Address
Secondary DNS Address

2. DHCP
It is not necessary for you to type any IP address manually. Simply choose this type and the system will obtain the IP address automatically from
DHCP server.
INTERNET Field Name Description
INTERNET DNS Mode The Default is Manual
Connect Mame | 1_TRO&9_WOICE_IMTERNET_R_VID_ j Delete Connect I
Seriee | TRO63_VOICE INTERNET =} Primary DNS | The primary DNS of Internet port.
IP Protocol Yersion IIF"-.-'-?;I Address
INTERMNET [orice =] Secondary DNS | The secondary DNS of Internet port.
MAT Enable [Enable =] Address
e [Disable 5] DHCP Renew | Refresh DHCP IP
YLAN ID (1-4094)
DNS Mode DHCP Specifty DHCP Vendor field
Primary DNS Address |s.8.8.8 Vendor(Option6 | Display the vendor and product name
Secondary DMNS Address I 0)
DHCP
DHCP Renew Renew |
DHCP Vendor (Option 60) |vore-Gao2
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3. PPPoE

PPPoE stands for Point-to-Point Protocol over Ethernet. It relies on two widely accepted standards: PPP and Ethernet. It connects users
through an Ethernet to the Internet with a common broadband medium, such as a single DSL line, wireless device or cable modem. All the users
over the Ethernet can share a common connection.

PPPoE is used for most of DSL modem users. All local users can share one PPPoE connection for accessing the Internet. Your service provider
will provide you information about user name, password, and authentication mode.

INTERNET Field Name Description
INTERNET
Connect Name | 1_TROG9_VOICE_INTERNET_R_VID_ | Delete Connect | PPPoE Assign a valid user name provided by the ISP
Service | TROS9_VOICE_INTERNET =] Account
IP Protocol Version [rPva =] PPPoE Assign a valid password provided by the ISP
INTERNET [PrecE =] Password
NAT Enable [Enable =] Confirm Enter your PPPoE password again
VLAN Mode Disable =] Password
VLAN ID (1-4094) Operation Select the mode of operation, options are Keep Alive, On
DNS Mode Mode Demand and Manual:
Primary DNS Address 1.When the mode is Keep Alive, user need to set the 'keep
Secondary DMS Address | alive redial period' values range from 0 to 3600s, the

P default setting is 5 minutes;

2. When the mode is On Demand, user need to set the 'on
demand idle time' value in the range of 0-60 minutes, the

PPPoE Account

PPPoE Password

|
|
Confirm Password |
|

default setting is 5 minutes;

Service Name

COperation Mode lOn Demand = I

Leave empty to autodetect

On Dernand Idle Time(0-60m) |5
Cperation Mode IKeep Alive ;| ¢
Keep Alive Redial Period(0-3600s) [ 3.When the mode is Manual, no need to do other settings.
Part Bind Keep Alive Set the interval to send Keep Alive
¥ part_1 ¥ part_2 M port_3 ¥ part_a Redial
¥ ireless(ssIDt) M ireless{55102) ¥ Wireless{sS1D3) ¥ wireless{35104) Period
Mote : WAN connection can not be shared between the binding port , and finally bound port WAM connections bind
operation will wash away before the other WAN connection to the port hinding operation |

4. Bridge Mode

Bridge Mode under Multi WAN is different with traditional bridge setting. Bridge mode has no ip address and only work as a bridge between WAN
port and LAN port. So Route Connection has to be build to give ip address to local service on device.

Under is example of bridge mode:

1 _TR069 VOICE_INTERNET_R_VID_is router connection for local service.
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2_Other_B_VID_is bridge connection for host of LAN port.

If bridge setting is complex, please refer to 6.4 section for fast setting of bridge mode.

TR __ _ Field Name Description
Connect Name I1_TR|:|'J'9_'.'OICE_H"“-ERI"]EF_R_'.'ID_ﬂ Delete Connect I P Bridge Allow all ethernet packets pass. PC could
i [TRose vaice T [ connect to upper network directly.
Rt Nershd [P Bridge PPPoE Only Allow PPPoE packets pass. PC need
INTERNET Eridc=1e3 Type Bridge PPPoE dial-up software.
Bridge Type [ Hardware 1P Bridge 2] Hardware | Packets pass through hardware switch with
DHCP Service Type |Pass Through =] IP Bridge | wired speed. Do not support wireless port
VLAN Mode Enable | bind.
AN l1 (1-40%4) DHCP Pass Dhcp packets can be forwarded between
802.1p o= Service Through | WAN and LAN, dhcp server in gateway will
Type not allocate IP to hosts of LAN port.
Part Bind DHCP When gateway forwards dhcp packets form
¥ port_1 I port_2 I port_3 ¥ port_4 Snooping | LAN to WAN it will add option82 to dhcp
¥ wireless(ssiD1) V¥ wireless(s5ID2) V' wireless(ss1D3) W \ireless(S5ID4) packet, and it will remove option82 when
o Ml el e Lol s e el forward dhep packet form WAN 10 LAN.
Local dhcp service will not allocate ip to
hosts of LAN port.
Local Gateway will not forward dhcp packets
Service between Lan and Wan, it also block dhcp

packet from WAN port. Hosts of LAN port
can get ip from dhcp server run in gateway.

VLAN Disable The WAN interface is untagged. LAN is
Mode untagged.
Enable The WAN interface is tagged. LAN is
untagged.

Trunk Only valid in bridge mode. All ports, include
WAN and LAN, belong to this VLAN Id and
all ports are tagged in this VLAN id. Tagged
packets could pass through WAN and LAN.
VLAN ID Set the VLAN ID.

802.1p Set the priority of VLAN, Options are 0~7.
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5. Connect Name and Service
Connect Name Table is as below:
Content Define Comment
No 1~99 WAN Connection id
Service TR069 The connection only  support
management application, like TR069,
WEB, SNMP and Provision
INTERNET The connection only support internet
service
TR069 INTERNET The connection support management
and internet application
VOICE The connection only support voice
application, like sip and rtp
TR069 VOICE The connection support both
management and voice application
VOICE_INTERNET The connection support voice and
internet application
TR069 VOICE INTERNET | The connection support management,
voice and internet application
Other The connection support STB
NAT Mode B Bridge
R Router
VLAN ID VID VLAN ID
For example:
1. 1._TR069_R_VID_2 (First Interface, Service is TR069, NAT Mode, VLAN ID is 2)
2. 2 INTERNET_B_VID_(Second Interface, Service is INTERNET, Bridge Mode, VLAN is disabled)
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4.3.2 LAN

1. LAN Port:

The most generic function of router is NAT. What NAT does is to translate the packets from public IP address to local IP address to forward the
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Metwork

Please RE

£5% FesHUAN)

right packets to the right host and vice versa.

Port Forward Advance

Port Setting Qo

PC Port(LAN)
IP Address
Local Subnet Mask
Local DHCP Server
DHCP Start Address
DHCP End Address
DS Mode
Primary DNS
Secondary DNS
Client Lease Time(0-36400s)

DHCP Static Allotment

J192.188.11.1

|255.255.255.0

[Encbie 2]
192, 168.11.'2_
192, IES.II.F
[aute =]

| EEE

DINS Proxy

IDisabIe - I

Field Name Description
IP Address | Enter the IP address of the router on the local area network, all the
IP addresses of the computers which are in the router’s LAN must
be in the same network segment with this address, and the default
gateway of the computers must be this IP address. (The default is
192.168.1.1)
Local Subnet | Enter the subnet mask to determine the size of the network (default
Mask is 255.255.255.0/24)
Local DHCP | If or not enable Local DHCP Server
Server
DHCP Start | Enter a valid IP address as a starting IP address of the DHCP server,
Address and if the router’s LAN IP address is 192.168.1.1, starting IP
address can be 192.168.1.2 or greater, but should be less than the
ending IP address.
DHCP End | Enter a valid IP address as an end IP address of the DHCP server.
Address
DNS Mode | Select DNS mode, options are Auto and Manual:
1. When DNS mode is Auto, the device under LAN port will
automatically obtains the preferred DNS and alternate DNS.
2. When DNS mode is Manual, the user should manually configure
the preferred DNS and alternate DNS
Primary Enter the preferred DNS address.
DNS
Secondary | Enter the secondary DNS address.
DNS
Client Lease | This option defines how long the address will be assigned to the
Time computer within the network. In that period, the server does not
assign the IP address to the other computer.
DNS Proxy Enable or disable; If enabled, the device will forward the DNS

request of LAN-side network to the WAN side network

2. DHCP Server:

Router has a built-in DHCP server that assigns private |P address to each local host.
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DHCP stands for Dynamic Host Configuration Protocol. The router by factory default acts a DHCP server for your network so it automatically
dispatch related IP settings to any local user configured as a DHCP client. It is highly recommended that you leave the router enabled as a
DHCP server if you do not have a DHCP server for your network.

Field Name Description
Local DHCP
If or not enable DHCP server.
Server
IF Address [192.168.11.1
Eocal Sibaek fiadk [55.255.55.0 DHCP Start Enter a value of the IP address pool for the DHCP server to start with
Local DHCP Server [Enzble =] Address when issuing IP addresses. If the LAN Interface IP
ki 122168112 DHCP End Enter a value of the IP address pool for the DHCP server to end with
DHCP End Address 192. 168, 11.|25—1
B i [ =] Address when issuing IP addresses.
You should set “manual” in the “DNS Mode” if you set “DNS” by
yourself. And then fill the DNS in the two following texts. Generally
DNS Mode
speaking, you can set “Auto” in the “DNS Mode” and the device
will get “DNS” from DHCP Server automatically.
You must specify a DNS server IP address here because your ISP
should provide you with usually more than one DNS Server. If your
Primary DNS
ISP does not provide it, the router will automatically apply default
DNS Server IP address: 202.96.134.33 to this field.
You must specify a DNS server IP address here because your ISP
Py DG o211 should provide you with usually more than one DNS Server. If your
Secondary DNS [5.5.8.8 ISP does not provide it, the router will automatically apply default
Client Lease Time(0-85400s) [ss400 Secondary :
. : DNS Server IP address: 202.96.128.86 to this field.
DNS
If both the Primary IP and Secondary IP Address fields are left empty,
the router will assign its own [P address to local users as a DNS proxy
server and maintain a DNS cache.
Client Lease
It allows you to set the leased time for the specified PC.
Time
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4.3.3 MAC Clone

Some ISPs will require you to register your MAC address. If you do not wish to re-register your MAC address, you can have the router clone the
MAC address that is registered with your ISP. To use the Clone Address button, the computer viewing the Web-base utility screen will have the
MAC address automatically entered in the Clone WAN MAC field.

Enabling MAC address cloning

Port Forward Advance Port Setting QoS Routing

A S SRR S
M e e _

MAC Add i | MAC Address Clone: Save . '
I ress Clone 1 came 1505 wil resuire you toregster | 2+ Press the button _Ito save your changes if users don't want to
your MAC address. If you do not wish
MAC Address Clone to re-register your MAC address, yaou
v A i - hawve the rout | the MAC
MAL Addics Cont [isabie =] e T e use MAC clone, press the button = =anel to cancel the changes
ISP.

1. Press the button 5t Current PC MAC I gets PC's MAC address

Sa\tel Cancel | Reboot I

3. Press the button ﬂl to make the changes effective.

4.3.4 VPN

A VPN is a kind of technology which establish a private network based on the public network. VPN network connection between any two nodes
does not require the end to end physical connection as the traditional private network; it is structured on the network platform provided by the
public network services, the user dhome gateway are transmitted in the logical link. Through VPN technology, users can establish connection
between any two devices which are connected to public network and transmit dhome gateway.

VPN Settings Field Name Description
Administration VPN Enable | If or not enable VPN.If enable, you can

YN sl [rere =] select PPTP and L2TP mode VPN.

Initial Service IP I .. . ey

Initial Service | Fill in the VPN server IP address
ser Marme I
1P
Password I

User Name Fill in the authentication username

Password Fill in the authentication password
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4.3.5 DMZ
ot Field Name Description
WAN LAN MAC Clone WPN DMZ DONS Port Forward Advance Port Setting Qo5 Routing
Flease RESOOT to make the changes effective! EZ"S | DMZ Enable If or not enable DMZ.
Demilitarized Zone (DMZ) DIZ Setfing
Enabling this option will expose the
DMZ Setting specified host to the Internet,
- e 5 DMZ Host IP Enter the private IP address of the DMZ
DMZ Hast IP Address | Address host
4.3.6 DDNS Setting
Stk Field Name Description
WAN LAM MAC Clone WEN DMZ DONS Port Forward Advance Port Setting Qos
e ! Dynamic DNS DDNS is enabled and select a DDNS service provider
_ Provider
DDNS Setting
Dynamic DNS Provider [ane =] Account Enter the DDNS service account
Account I
Password | Password Enter the DDNS service account password
ODNS |
Status DDNS updated Fail DDNS Enter the DDNS domain name or IP address
Status See if DDNS is successfully upgraded
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4.3.7 Port Forward

Network Field Name Description
WAN LAN MAC Clone VPN DMZ DDMNS Port Forward Advance Port Setting QoS5 Routing Comment SetS the name Of a pOI‘t mapplng I.ule or Comment
R TE  , IP Address | The IP address of devices under the LAN port.
) S S| S P EEEEL | Port Range | Set the port range for the devices under the LAN port.
Delete selected | [Add]Edit] (1-65535)
’:Z:;:::'ardi”g ——— Protocol You can select TCP, UDP, TCP & UDP three cases
P Address I . . .
P T Apply/Cancel | After finish configurations, click apply, the number
rotocal [rcpauoe o] will be generated under NO. List; click Cancel to if
Appl Cancel I
. you do not want to make the changes.
firtual Servers
Comment | To set up a virtual server notes
R ] IP Address | Virtual server IP address
firtual Servers
Zomment | Public Port | Public port of virtual server
F Address I
ublic Port | Private Port | Private port of virtual servers ports
‘rivate Port I
rotocol TCPLDP =] Protocol You can select from TCP, UDP, and TCP&UDP.
Apply |  Cancel I
Apply/Cancel | After finish configurations, click apply, the number
will be generated under NO. List; click Cancel to if
you do not want to make the changes.
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4.3.8 Advance
Field Name Description
PortForward =~ Advance | PortSetng QoS Most Nat The largest value which the FWR9202
Fleass REBCOOT to make the changes effective! connections can provide
Mss Mode Choose Mss Mode from Manual and
}'ﬂu:ust Mat connections(512-8192) I4IIIE|6
Auto
hss Mo | € Manual & Auto Mss Value Set the value of TCP
Mss Value(1260-1460 1260 _
r e : I = AntiDos-p You can choose to enable or prohibit
l&nﬁDns-P ¥ Enable { Disable Seloct ble i bled h P
: elect enable if enabled, one
IIF' conflict detection % Erahle 7 Dizable IP conflict . . . . p
. conflict will have tips or prohibit;
IIF' Confiict Detecting Interval(0-3600) o detection
IP conflict Detect IP address conflicts of the time
Savel Cancel | Reboot | interval
Detecting
Interval
4.3.9 Port Setting
WAN LAM MAC Clone VPN DMz DOMNS Port Forward Advance Port Setting Qo Field Name Description
Fleaze REEOOT to make the changes effectivel WAN Port Speed Auto-negotiation, Options arc Auto, 100M
N full, 100M half-duplex, 10M half and full,
kel S cthng ¢go select port speed negotiation supported by
. methods.
Port Setting — -
VWANPort Speed Nego Auto - LAN1~LAN4Port | Auto-negotiation, options are Auto, 100M
LAN1Port Speed Nego [ =) Speed Nego full, 100M half, 10M half and 10M full,
LANZPort Speed Nego [auto = select port speed negotiation methods.
LAMN3Port Speed Mego I.-!-.utcu - I
LAMN4Port Speed Mego I.ﬁ.utcu - I
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4.3.10 QoS

VAN LAN MAC Clone z = Port Forward Advance Port Setting QoS Routing Field Name Description

Please REBOOT to make the changes effective!

QoS Enable | If or not enable Qos function

QoS setting

Qos setting Upstream Set the upstream bandwidth

QoS Enable Im ;

Dpelasn [ (@-10200)bpes Delete Selected | In NO., Check the items you want to

Save | _Cancal | delete, click the Delete option
 Cond®on | acn | Add Click Add to add a new parameter
IM=E=s= e e
[_oeiete selected_] add
4.3.11 Routing
WAN  LAN | MACClone | VPN DMZ  DDNS  PortForward = Advance | PortSetting Field Name Description
Fleage REEOCT to make the changes effective! Destination Destination address
Static Routing Settings Host/Net Both Host and Net selection
Add a routing rule Gateway Gateway IP address
= | LAN/WAN/C hree opti d
Hoetiet [Fest =] Interface uston.l three options, an
o — add the corresponding address
Gateway I Comment Comment
Interface LAN =
Comment I
Apply | Resst |
Current Routing table in the system
| Delete Selected I Reset |
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Basic Wireless Settings

Wireless Network
Radio OnjOff
Wireless Connection Mode
Metwork Mode
551D
Multiple S5ID1
Multiple 55102
Multiple 55103
broadcast(S5I0)
AP Isolation

MBSSID AP Isolation
BSSID

Frequency {Channel)
HT Physical Mode
Cperating Mode

Channel BandwWidth

Guard Interval

MCS

Reverse Direction Grant(RDG)
STBC

Aggregation MSDUA-MSDLD
Auto Block ACK

Decline BA Reguest

HT Disallow TKIP

HT LDPC

Other
HT TxStream

HT Rx5Siream

[Radio on =]

AP =]

| 11bfg/n mixed mode [=|

[wireless_AP001118 | Hidden [

I Hidden
Hidden [
Hidden [

% Enable 1 Disable

" Enable * Disable

" Enable  Disable
00:0C:FE:00:11: 18

[ Auto =]

¥ Mixed Mode © Green Field
20 ™ 20/40

[ Long & auto

" Disable ¥ Enable

" Disshle ¥ Enable

¥ Disable ¢ Enable

" Disable ¥ Enable

¥ Disable € Enable

" Disable ¥ Enable

¥ Disable © Enable

=
HE

Savel Cancel | REbDDtI

Isolated [T Max Clientlr
Isolated [T Max Clientllé—
Isolated [T Max Clientlr
tsolated [ Max client[16

Field Name

Description

Radio on/off

Select “Radio Off” to disable wireless.

Select “Radio on”to enable wireless.

Wireless connection

According to the wireless client type, select
one of these modes. Default is AP

mode
Network Mode Choose one network mode from the drop down
list. Default is 11b/g/n  mixed mode
11b/g/n mixed made =]
11b/g mixed mode
11b only
SSID It is the basic identity of wireless LAN. SSID
can be any alphanumeric or a combination of
special characters. It will appear in the wireless
network access list.
Multiple FWR9202 supports multiple SSIDs.
SSID1~SSID3
Hidden After the item is checked, the SSID is no
longer displayed in the search for the Wi-Fi
wireless network connection list
Broadcast(SSID) After initial State opening, the device
broadcasts the SSID of the router to wireless
network
AP Isolation If AP isolation is enabled, the clients of the AP
cannot access each other.
MBSSID AP AP isolation among the devices which are not
Isolation belong to this AP and along to, when the option

is enabled, the devices which do not belong to

this AP cannot access the devices which are
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within the AP.
BSSID A group of wireless stations and a WLAN

access point (AP) consists of a basic access
device (BSS), each computer in the BSS must
be configured with the same BSSID, that is, the
wireless AP logo.

Frequency (Channel) | You can select Auto Select and channel

1/2/3/4/5/6/7/8/9/10/11.

HT Physical Mode 1. Mixed Mode: In this mode, the previous
wireless card can recognize and connect to the
Pre-N AP, but the throughput will be affected
Mode 2. Green Field: high throughput can be
achieved, but it will affect backward
compatibility, and security of the system

Operating

Channel Bandwidth | Select channel bandwidth, default is 20MHz
and 20/40MHz.

Guard Interval The default is automatic, in order to achieve
good BER performance, you must set the
appropriate guard interval

MCS Position control signal, options are 0 to 32, the
default is automatic

Reverse Direction You can choose to enable or disable this
privilege

(RDG)
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Wireless Security
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select 551D
S5ID choice
“Wireless_APDO1118"

| wireless_aP001113 x|

Security Mode | WPA-PSKE ;l
WPA
WPA Algorithms ke 8 aEs O TrIpAES

Pass Phrase |23123123

|3-5EIIII Second in Month {0 ~ 4194303)

I Disable = |
I—

Key Renewal Interval
Access policy
Policy

Add a station MAC

Field Name Description
SSID Choose one SSID from SSID, Multiple SSIDI,
Choice Multiple SSID2 and Multiple SSID3.
Select an appropriate encryption mode to improve
the security and privacy of your wireless data
Security
packets.
Mode
Each encryption mode will bring out different web
page and ask you to offer additional configuration.

Select a different encryption mode, the web interface will be different, user can configure the corresponding parameters under the mode you

select. Here are some common encryption method:

1. OPENWEP: A handshake way of WEP encryption, encryption via the WEP key:

WIFI Security Setting

select S5ID
SSID choice
"Wireless_APOD1113°
Security Mode

| wireless_aP001113 =

=i

| oPENWER

Wire Equivalence Protection {WEF)

Default Key Iln."'."EP Kev 1 ;|
WEP Key 1 | [Hex =]
WEP Key 2 Hex =
WEF Keys b = I I = _I
WEP Key 3 | fHex =]
WEP Key 4 | fHex =]

Field Name Description
Security Mode | This is used to select one of the 4 WEP keys, key settings on the
clients should be the same with this when connecting.
WEP Keys Set the WEP key. A-64 key need 10 Hex characters or 5 ASCII
characters; choose A-128 key need 26 Hex characters or 13 ASCII
characters.

WEP represents Wired Equivalent Privacy, which is a basic encryption method.
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2. WPA-PSK, the router will use WPA way which is based on the shared key-based mode:
 WIFI Security Setting | Field Name Description
Select SSID WPA Algorithms This item is used to select the encryption of
5510 choice [ wireless_aP001118 =] wireless dhome gateway algorithms, options
“Wireless_APOD1113°
Security Mode [weapsk =l are TKIP, AES and TKIPAES.
WPA Pass Phrase Setting up WPA-PSK security password.
VR Aegorittms Crap @ aes @ Tiapats Key Renewal Interval | Set the key scheduled update cycle, default is
Pass Phrase [23123123 3600
Key Renewal Interval IEE-EIIII Second in Month {0 ~ 4124303) >
3. WPA2-PSK, the router will be based on shared key WPA2 modes:
SREL Secupy Seliun Field Name Description
Select SSID WPA Algorithms | This item is used to select the security algorithm for
=310 cice | wireless_ap001115 =] encryption of wireless dhome gateway, options are
"Wireless_APOD1118"
Security Mode [ wraz-psk - TKIP, AES, TKIPAES three
Pass phrase Setting up WPA2-PSK security password
WPA
ViPA Algarithms Coree O aes O TePaARs Key Renewal Set the key scheduled update cycle, default is 3600s
Pass Phrase |23123123 Interval
Key Renewal Interval IEE-'IIIZI Second in Month {0 ~ 4194303)

4. WPAPSKWPA2PSK manner is consistent with WPA2PSK settings

WAEY SEchiity Setting Field Name Description
Select SSID WPA Algorithms | The dhome gateway is used to select the wireless
5510 cheice [ vireless_aP001118 7] security encryption algorithm options are TKIP, AES,
“Wireless_APO01113°
Security Mode [WwrapskwrazrsK 2] TKIP / AES. 1IN mode does not support TKIP
e algorithms.
WPA
WPA Algorithms Crke & aes  © TKIPAES Pass Phrase Set WPA-PSK/WPA2-PSK security code
et 23123123 Key Renewal Set the key scheduled update cycle, default is 3600s
kKey Renewal Interval |3-5EIEI Second in Month (0 ~ 4184303}

Interval

WPA-PSK/WPA2-PSK WPA/WPA2 security type is actually a simplified

version, which is based on the WPA shared key mode, higher security setting is

also relatively simple, suitable for ordinary home users and small businesses.
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5. Wireless Access Policy:
Access policy _ Field Name Description
Palicy Allow =]

Access policy | Wireless access control is used to allow or prohibit the

Add a station MAC | Disable

specified client to access to your wireless network based
Savel Cancel | Reboot | on the MAC address.

Policy Prohibition: disable wireless access control policy; allow:
only allow the clients in the list to access, rejected: block

the clients in the list to access.

Add a station | Enter the MAC address of the clients which you want to
MAC allow or prohibit

Example: Prohibit the device whose wireless network card MAC address is
00:1F: DO: 62: BA: FF’s to access the wireless network, and allow other
computers to access the network.

Implementation: As shown, the Policy is Reject, add 00:1F: DO: 62: BA: FF to
the MAC, click Save and reboot the device settings to take effect.
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4.4.3 WMM

Wireless

WM WDs WPS Station Info

Wireless Security

Basic

Flegse REBOOT to make the changes effective!

Advanced

I WHMM Para meers nﬁﬁ:ﬁs Point
— T __ — R —
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WMM (Wi-Fi MultiMedia) is the QoS certificate of Wi-Fi Alliance
(WFA). This provides you to configure the parameters of wireless
multimedia;, VMM allows wireless communication to define a priority
| according to the dhome gateway type. To make VMM effective, the
wireless clients must also support VMM.

L [ afn [ cwMn [ cWMax || Taop | Ac®olicy ]
| | | [sE | b T O | O |
B I
o | O |
[ | r
j I [__cwMin_ AacM |
| | B | | [H |fsE [ b ] 0 |
| acex | P | | [=E [[e= [ B 1| 0O |
[ scw [ B ] | FH [ [H | b 1] O |
| AC_vO E I EFR | Fl _I”—_" =

4.4.4 WDS

MM WD5 WPS Station Info Advanced

Wireless Security

Basic
Flezse REBOOT to make the changes effective!

WPS Config

If or not enable WDS mode

WPS Config
Wireless Distribution System{WDS)
WDS Mode

=

| Disable

Sa*.rel Cancel I Reboot |
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4.4.5 WPS

WPS (Wi-Fi Protected Setup) provides easy procedure to make network connection between wireless station and wireless access point (vigor
router) with the encryption of WPA and WPAZ2.

It is the simplest way to build connection between wireless network clients and vigor router. Users do not need to select any encryption mode
and type any long encryption passphrase to setup a wireless client every time. He/she only needs to press a button on wireless client, and WPS
will connect for client and router automatically.

WS Se e | Field Name Description
.\_.:ﬂ;: %} WPS Setting | If or not enable WPS function

ool | WPS

Summary | SSSID name, authentication methods, encryption type and the

Display the current status of WPS, including current state,

WPS Summary

WPS Current Status Idle .
WS Configured — PIN code of this AP.
WPS SSID Wireless_APO01118
WPS Auth Mode WRA-PSK Generate Generate a new PIN code
WPS Encryp Type AES . .
WWPS Default Key Index 2 Reset OOB | FWR9202 uses default security policy to allow other
WPS Key(ASCIT) 23123123
AP PIN Btk Generate | non-WPS users to access and apply.
il WPS Mode | PIN : Enter the PIN code of the wireless device which

accesses to this LAN in the following option, and press apply.
WPS Progress

WPS Mode T Then FWR9202 begins to send signals, turn on the PIN
PIN | accessing method on the clients, and then it can access the

Ap—wl wireless AP automatically.
PBC: There are two ways to start PCB mode, user can press

WPS Status
WsC:Idle = the PCB button directly on the device, or select PCB mode on
= : ..

4] i the software and apply. Users can activate WPS connection in

WPS mode through these two methods, only when the clients
choose PCB access, the clients can connect the AP

automatically.

WPS shows status in three ways:
WSC: Idle
WPS Status | WSC: Start WSC Process(begin to send messages)

WSC: Success; this means clients have accessed the AP

successfully, WPS connects well.
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Wireless

Wireless Security WM

Wireless Status

Station Info

Advanced

Wireless Status
Current Channel

Wireless Network

Channel &

Wireless Network

This page shows wuser the clients’
information which connects to the AP.

4.4.7 Advanced

Advanced Wireless

Field Name

Description

Advanced Wireless
BG Protection Mode

Beacon Interval

Data Beacon Rate {DTIM)
Fragment Threshold
RTS Threshold

Tx Power

Short Preamble

Short Slot

Tx Burst
Pkt_Aggregate

IEEE 802, 11H Support
Country Code
Support Channel

Wi-Fi Multimedia

YWMM Capable

APSD Capable

WMM Parameters

Multicast-to-Unicast Converter
Multicast-to-Unicast

|3 ms (range 1 - 255, default 3)
5 Fro i Y

mAr AmEa b TTASY
a0 - 2390, dEaUIt £290)

347, default 2347)
(range 1- 100, default 100)
{” Disable
" Disable
" Disable
" Disable

]

€% Disable {onlyin & band)

JUs (United States) =]

W

Chir11

¥ Enable
” Enable
WMM

5

" Disable
% Digable

Configuration

" Enable

¥ Disable

BG Protection Mode

Select G protection mode, options are on, off and
automatic.

Beacon Interval

The interval of sending a wireless beacon frame, within
this range, it will send a beacon frame for the
information of the surrounding radio network.

Data Beacon
Rate(DTIM)

Specify the interval of transmitting the indication
message, it is a kind of cut down operation, and it is
used for informing the next client which is going to
receive broadcast multi-cast.

Fragment Threshold

Specify the fragment threshold for the packet, when the
length of the packet exceeds this value, the packet will
be divided into multiple packets.

RTS Threshold

Specify the packet RTS threshold, when the packet
exceeds this value, the router will send RTS to the
destination site consultation

TX Power

Define the transmission power of the current AP, the
greater it is, the stronger the signal is.

Short Preamble

Default is enable, FWR9202 system is not compatible
with traditional IEEE802.11, the operation rate can be
1,2Mpbs
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Short Slot If or not enable short slot, default is enable, it is helpful
in improving the transmission rate of wireless
communication.
Tx Burst One of the features of MAC layer, it is used to improve

the fairness for transmitting TCP.

Pkt _Aggregate It is a mechanism that is used to enhance the LAN, in

order to ensure that the dhome gateway packets are sent

to the destination correctly.

IEEE802.11H If or not enable IEEE802.11H Support, default is
support disable.

Country Code Select country code, options are CN, US, JP, FR, TW,

IE, HK and NONE.

Wi-Fi
Multimedia(WMM)
WMM Capable If or not enable WMM. WMM take effects when it is
enabled.
APSD Capable After enable this, it may affect wireless performance,
but can play a role in energy-saving power

WMM Parameters , . oy
Press VMM Configuration |, the webpage will jump to

the configuration page of Wi-Fi multimedia.

Multicast-to-Unicast
Converter

Multicast-to-Unicast | If or not enable Multicast-to-Unicast, by default, it is
disabled, you can enable it.
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4.5 Wireless 5G
4.5.1 Basic
_Basic Wireless Settings Field Name Description
Dl iiimech Radio on/off Select “Radio Off” to disable wireless.
Radio On/Off Im
Netwark Mode |1vht Acjania =] Select “Radio on”’to enable wireless.
5510 [wireless_aP_5G | Hidden [T Isolated [T Max Client[16 Network Mode Choose one network mode from the drop down
Multiple 55101 I— Hidden ™ Isolated [T Max clientllﬁ_ 11a/n mixed mode 7]
Multiple 55102 [ | Hidden [T Isolated [T MaxClent[1s 11|;...:'g mixed mode
Multiple S5ID3 I— Hidden [ Tsolated [ Max Client Ilé— Ht‘ ':"":‘r:
broadcast{5510) % Enable  Disable llg_f!;l,-'!ljlrmixed mode
AP Isclztion " Enable ¥ Disable Li=only
MESSID AP Tsolation " Enable % Disable 11vht AC/AMSA
BSSID 00:0C:FE:00: 11: 20 list 11vht AC/AM
Frequency (Channel) | 5220MHz (Channel 443 ;|
HT Physical Mode SSID It is the basic identity of wireless LAN. SSID
Bperasg e @ nixed Mode (7 Green Field can be any alphanumeric or a combination of
Channel Bandwidth 20 % 20/40 . . . .
: special characters. It will appear in the wireless
Guard Interval " Long ' Auto :
e | network access list.
Reverse Direction Grant(RDE) O bissble @ Erable Multiple FWR9202 supports multiple SSIDs.
Extension Channel ISHZIMH: {Channel -13};' SSID1~SSID3
STBC " Disable % Emable - - -
MU B - Biptien D Hidden After the item is checked, the SSID is no
e Ot e longer displayed in the search for the Wi-Fi
Decline BA Request  Disable " Enable wireless network connection list
HT Disallow TKIP " Dicable (% Enable Broadcast(SSID) After initial State opening, the device
20/40 Coexistence " Disable @ Enable broadcasts the SSID of the router to wireless
HT LDPC {* Disable (" Enable network
$ ;)::;rll - —_ AP Isolation If AP isolation is enabled, the clients of the AP
—— i OEGE cannot access each other.
VHT Shart GI ¥ Disable € Enable MBSSID AP AP isolation among the devices which are not
AN e Blokahls; O stile: (oo Isolation belong to this AP and along to, when the option
YHT LDPC ¥ Disable " Enable
Other is enabled, the devices which do not belong to
$;121222 % this AP cannot access the devices which are
within the AP.
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BSSID A group of wireless stations and a WLAN
access point (AP) consists of a basic access
device (BSS), each computer in the BSS must
be configured with the same BSSID, that is, the
wireless AP logo.

Frequency (Channel) | You can select Auto Select and channel

1/2/3/4/5/6/7/8/9/10/11.

HT Physical Mode 1. Mixed Mode: In this mode, the previous
wireless card can recognize and connect to the
Pre-N AP, but the throughput will be affected
Mode 2. Green Field: high throughput can be
achieved, but it will affect backward
compatibility, and security of the system
Channel Bandwidth | Select channel bandwidth, default is 20MHz
and 20/40MHz.

Guard Interval The default is automatic, in order to achieve
good BER performance, you must set the
appropriate guard interval

Operating

MCS Position control signal, options are 0 to 32, the
default is automatic

Reverse Direction | You can choose to enable or disable this
(RDG) privilege
STBC
VHT Bandwidth
VHT STBC
VHT Short GI
VHT BW Signaling

VHT LDPC
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4.5.2 Wireless Security

Wireless56  sIP | FXS1 P52 | Security | Applicat ILSCUNEI TS Description
Basic Wireless Security WUMARA WhDs WPS Station Info Advanced )
SSID Choose one SSID from SSID, Multiple SSIDI,
Fleaze REBOOT o make the changes effective! . .
Choice Multiple SSID2 and Multiple SSID3.
WIFI Security Setting |
Select 551D
S5ID choice I'n'-a'ireless_AF‘_SG =]
Wireless_AP_5G . Select an appropriate encryption mode to improve
Security Mode WEA-PSK ]
the security and privacy of your wireless data
WPA Security
WPA Algorithms #Tap Caes TKIPAES packets.
Pase Phrase |12345873 Mode : SR :
Each encryption mode will bring out different web
ey Renewal Interval |36EIIZI Second in Month {0 ~ 4194303)
Access policy page and ask you to offer additional configuration.

Policy I Disable - |

Add & station MAC |

Select a different encryption mode, the web interface will be different, user can configure the corresponding parameters under the mode you
select. Please refer to 4.4.2 section.

4.5.3 WMM

Please refer to 4.4.3 section.

4.5.4 WDS

Please refer to 4.4.4 section

4.5.5 WPS

Please refer to 4.4.5 section.
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4.5.6 Station Info

Please refer to 4.4.6 section.

4.5.7 Advanced

Please refer to 4.4.7 section.
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4.6 SIP
4.6.1 SIP Settings
Field Name Description
SIPT1 The minimum scale of retransmission
SIP Settings time
Flease REBCOT to make the changes effectivel Max Forward Sip packets Max Forward message

header fields used to limit the request

IR o tets which jump in his destination . To limit

S Paranebere the number that forwarding a request to

SIPT1 [500 MS Max Forward [70 the proxy or gateway of next node
SIP Reg User Agent Mame I Max Auth |2 intermediate. -
T T [Erabe RFC2543CalHold  [Enable (2] SIP RegN :‘J;leer Agent | The agent name of SIP registered user
R Diszble Gl - Max Auth | The maximum number of
Service Type Im ..
retransmissions
Mark Al AVT Voice packet marking,to enable this item
i Packets will see the mark on the voice message
MAT Traversal when the call environment changed (such
NAT Traversal [Disable =] STUN Server Address | as press a key during the call)
NAT Refresh Interval{sec) [60 STUM Server Port [3478 RFC 2543 Call Hold | Enable,the Connection Information field
displays the address is 0.0.0.0 in the
invite message of Hold.

Disable,the Connection Information field
displays the device ip address in the
invite message of Hold.

SRTP Whether to enable the call packet
encryption function

SRTP Prefer The preferred encryption type of calling

Encryption packet (the Message body of INVITE
Message)

Service Type Choose the server type

NAT Traversal 1. Ifor not enable NAT Traversal

2. FWR9202 supports STUN Traversal;
If you want to traverse NAT/Firewall,
select the STUN.
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STUN Server Add the correct STUN service provider
Address IP address.
NAT Refresh Set NAT Refresh Interval, default is 60s.
Interval
STUN Server Port | Set STUN Server Port, default is 5060.

4.6.2 VolP Qos

QoS Settings Field Name Description
Layer 3 QoS SIP /RTP QoS The default value is 0,you
SIF QoS(0-63) I 0

can set a range of values is

RTP Qo5{0-63) | i 0~63
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Set the basic information provided by your VOIP Service Provider, such as Phone Number, Account, password, SIP Proxy and so on.

Basic
Basic Setup
Line Enable I Enable |

Proxy and Registration

|192.1I58.1EI.2EIE

Proxy Server
Outbound Server

Backup Cutbound Server

Subscriber Information

Dizplay Mame Il 1
Account |1 !

Peer To Peer

Proxy Port
Outbound Port
Backup Outbound Port

Phone Mumber

Password

[Disable ¥]

IEEIEEI
IEEIEEI
ISEIEEI

IH—
—

Field Name

Description

Line Enable

If or not enable the line.

Peer To Peer

If or not enable PEER to PEER.

If enable, SIP-1 will not send register request to
SIP server; but in Status/ SIP Account Status
webpage, Status is Registered; lines 1 can dial
out, but the external line number cannot dialed

linel.

Proxy Server

The IP address or the domain of SIP Server

Outbound Server

The IP address or the domain of Outbound Server

Backup Outbound Server | The [P address or the domain of Backup
Outbound Server
Proxy port SIP Service port, default is 5060
Outbound Port Outbound Proxy’s Service port, default is 5060

Backup Outbound Port

Backup Outbound Proxy’s Service port, default is
5060

Display Name

The number will be displayed on LCD

Phone Number

Enter telephone number provided by SIP Proxy

Account

Enter SIP account provided by SIP Proxy

Password

Enter SIP password provided by SIP Proxy
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2. Audio Configuration

P g e o Field Name Description

Audio Codec Typel | Choose the audio codec type from G.711U, G.711A,

Codec Setup
G.722, G.729, G.723

Audio Codec Type 1 m Audio Codec Type 2 m

Audio Codec Type 3 G728 =/ Audio Codec Type 4 G.722 =] Audio Codec Type2 | cpgose the audio codec type from G.711U, G.711A,
Audio Codec Type 5 m (3.723 Coding Speed m G.722. G.729, G.723

Packet Cycle{ms) |2EI|‘|‘|5L| Silence Supp IDiE.al:lle ;l Audio Codec Type3 Choose the audio codec type from G.711U, G.711A,
Echo Cancel Enable x| Auto Gain Contral Disable |

T.38 Enable Enable =] T.38 Redundancy m : G.722, G.729, G.723

T.38 CNG DetectEnable | Disable (= T.38 CED DetectEnzble  [Enable v Audio Codec Typed | Choose the audio codec type from G.711U, G.711A,
gpmd attribute Enable Disable =] G.722, G.729, G.723

Audio Codec TypeS | Choose the audio codec type from G.711U, G.711A,
G.722, G.729, G.723

G.723 Coding Speed | Choose the speed of G.723 from 5.3kbps and
6.3kbps

Packet Cycle The RTP packet cycle time, default is 20ms

Silence Supp If or not enable silence

Echo Cancel If or not enable echo cancel, default is enable

Auto Gain Control | If or not enable auto gain.

T.38 Enable If or not enable T.38

T.38 Redundancy | If or not enable T.38 Redundancy

T.38 CNG Detect If or not enable T.38 CNG Detect
Enable

gmd attribute If or not enable gmd attribute.
Enable
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Sup_!}lementa ry Service 5uh5cri_|_:tion

sSupplementary Services

Call Waiting Enable LI
MWI Enable Enable =]
MW Subscribe Enable Disable x|
DND Disable =]
speed Dial
Speed Dial 2 I
Speed Dial 4 I
Speed Dial & I
Speed Dial 8 I

Hot Line
Yoice Mailbox Numbers

WMWI Serv

Speed Dial 3
Speed Dial 5
Speed Dial 7

Speed Dial 9

Field Name Description

Call Waiting If or not enable Call Waiting
I Hot Line Fill in the hotline number.

I Pickup handset or press handsfree/headset

IEnaI:uIe ] . o :
button, the device will dial out the hotline
number automatically.

MWI Enable If or not enable MWI (message waiting
| indicate). If the user needs to user voice mail,
| please enable this feature.
| MWI Subscribe Enable | If or not enable MWI Subscribe
|

Voice Mailbox Numbers

Fill in the voice mailbox phone number,
Asterisk platform, for example, its default

voice mail is *97

VMWI Serv If or not enable VMWTI service.
DND If or not enable DND (do not disturb).
If enable, any phone call cannot arrive at the
device; default is disable.
Enter the speed dial phone numbers.
Speed Dial Dial *74 to active speed dial function.

Then press the speed dial numbers, for
example, press 2, phone will dial
075526099365 directly.
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Advanced

Field Name

Description

Advanced Setup

Enable x|

Domain Mame Type

Signal Port IEEIED

RFC2833Payload(>=96)  [101

i
(=0 auto select)

RTP Port

Seszsion Refresh Time(sec) II:I

[Disable =]

Prack Enable

Primary SER. Detect Interval II:I

Keep-alive Interval{10-60s) |15

[Disable =]
IDi5abIe;|

Anonymaous Call Block

Use OB Proxy In Dialog

Dial Prefix I

Hold Method I ReINVITE x|
Only Recy Request From 5 =
S I Diszble =]
SIP Received Detection I Disable x|

Country Code I

Caller ID Header | FROM

Domain Name Type

If or not use domain name in the SIP URI.

Carry Port Information

If or not carry port information in the SIP URI.

Carry Port Information Diszble = .

i = Signal Port The local port of SIP protocol, default is 5060.
DTMF Type RFC2833 = |
Regster Refresh Interval o5, DTMF Type Choose the DTMF type from Inbound,
= RFC2833 and SIP INFO.
Cancel M Enabil |DisaIJIe b ]

B =l RFC2833 Payload(>=96) | User can use the default setting.
RedEsher IUML' Register Refresh Interval | The interval between two normal Register
SIP OPTIONS Enable | Disable = .

= messages. You can use the default setting.
Max Detect Fail Count |2 h q
N I RTP Port Set the port to send RTP.
The device will select one idle port for RTP if

Proxy DMS Type & Tvpe Ll
Rig Siibscibe Enable m you set “0”; otherwise use the value which user
User Type I IF =] sets.
Request-URI User Check | Disable (7| Cancel Message Enable When you set enable, an unregistered message

Server Address

= Diszhle
Femove Country Code Disable

L«]1¢

will be sent before registration, while you set
disable, unregistered message will not be sent
before registration. You should set the option

for different Proxy.

Session Refresh Time(sec)

Time interval between two sessions, you can

use the default settings.

Refresher Choose refresher from UAC and UAS.
Prack Enable If or not enable prack.
SIP OPTIONS Enable When you set enable, the device will send

SIP-OPTION to the server, instead of sending
periodic Hello message. The sending interval is

Keep-alive interval.

Primary SER Detect

Interval

Test interval of the primary server, the default

value is 0, it represents disable.

Max Detect Fail Count

Interval of detection of the primary server fail;

the default value is 3, it means that if detect 3
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times fail; the device will no longer detect the

primary server.

Keep-alive Interval(10-60s) | The interval that the device will send an empty
packet to proxy.

Anonymous Call If or not enable anonymous call.

Anonymous Call Block If or not enable anonymous call block.

Proxy DNS Type Set the DNS server type, choose from A type
and DNS SRV.

Use OB Proxy In Dialog | If or not use OB Proxy In Dialog.

Reg Subscribe Enable If enable, subscribing will be sent after

registration message, if not enable, do not send

subscription.
Dial Prefix The number will be added before your
telephone number when making calls.
User Type Choose the User Type from IP and Phone.
Hold Method Choose the Hold Method from ReINVITE and
INFO.

Request-URI User Check | If or not enable the user request URI check.

Only Recv request from | If or not enable the only receive request from

server SCrver.

Server Address The IP address of SIP server.

SIP Received Detection If or not enable SIP Received Detection, if
enable, use it to confirm the public network

address of the device.

4.7.2 Preferences

1. Volume Settings

Preferences Field Name Description
_ Handset Input Gain Adjust the handset input gain from 0 to 7.
Yolume Settings
Handset Input Gain 5 - Handset Volume 5 | Handset Volume Adjust the output gain from 0 to 7.
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Features
Al Forward

Mo Answer Forward

Call Forward

Al Forward

Mo Answer Forward

Feature Code
Hold Key Code

Transfer Key Code
R Key Enable
R Key Hold Code

R kKey Conference Code

[Disable =]
[Disable =]

I

Busy Forward

Busy Forward

Mo Answer Timeout

Conference Key Code
IVR kKey Code

R Key Cancel Code

R Key Transfer Code
Speed Dial Code

IDi5aI:|Ie =l

g

—
o
N
e

R1
R4

KN KN

Field Name

Description

Features

All Forward

If or not enable forward all calls

Busy Forward

If or not enable busy forward.

code

No Answer | If or not enable no answer forward.
Forward
All Forward Set the target phone number for all forward.
Call The device will forward all calls to the phone
Forward number immediately when there is an
incoming call.
Busy Forward The phone number which the calls will be
forwarded to when line is busy.
No Answer | The phone number which the call will be
Forward forwarded to when there's no answer.
No Answer | The seconds to delay forwarding calls, if
Timeout there is no answer at your phone.
Hold key code Call hold signatures, default is *77.
Fzz:)t::e Conference key | Signature of the tripartite session, default is

*88.

Transfer key
code

Call forwarding signatures ,default is *98.

IVR key code

Signatures of the voice menu, default is ****

R key enable If or not enable R key way call features.

R key cancel | Set the R key cancel code, option are ranged
code from R1 to R9, default value is R1.

R key hold code | Set the R key hold code, options are ranged

from R1 to R9, default value is R2.

R key transfer
code

Set the R key transfer code, options are
ranged from R1 to R9, default value is R4.

R key conference
code

Set the R key conference code, options are
ranged from R1 to R9, default value is R3.

Speed Dial Code

Speed dial code, default is *74.
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Miscellaneous

Codec Loop Current IEE

CID Service Enable =]

Caller ID Method IBE"EDI'E

Dial Time Out{IDT) |5
ICMF Fing IDlsabIe =]

Impedance Maching

CWCID Service

Call Immediately Key

Escaped char enable

U5 PBX, Korea, T
Disable x|

[ =
IDisabIe =]

|«

Field Name

Description

Codec Loop Current

Set off-hook loop current, default is 26

Impedance Maching

Set impedance matching, default is US
PBX,Korea, Taiwan(600).

CID service

If or not enable displaying caller ID; If enable, caller
ID is displayed when there is an incoming call or it
won’t be displayed. Default is enable.

CWCID Service

If or not enable CWCID. If enable, the device will
display the waiting call’s caller ID, or it won’t
display. Default is disable.

Dial Time Out How long FWR9202 will sound dial out tone when
FWR9202 dials a number.
Call Immediately Key Choose call immediately key form * or #.
ICMP Ping If or not enable ICMP Ping.

If enable this option, home gateway will ping the SIP
Server every interval time, otherwise, It will send

“hello” empty packet to the SIP Server.

Escaped char enable

Open special character translation function; if
enable, when you press the # key, it will be translated
to 23%, when disable, it is just #
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Line I Linel YI

Digit Map |
Ackion I Dery bt i
O I Cancel I

Save | Cancel I Reboot

4 Line1 *.02x[019]x.5
5 Line1 F DL
& Linel * 010[019]x.5
7 Line1 * 00xxSx.5

Dial Cuk

Dial Ok

Dial Cuk

Dial Cuk

)l P4

4 L4

O LN O gL

Field Name Description
Dial Plan If or not enable dial plan.
Line Set the line.
Digit Map Fill in the sequence used to match input numb.er .
The syntactic, please refer to the following Dial Plan
Syntactic
Choose the dial plan mode from Deny and Dial Out.

Action Deny means FWR9202 will reject the matched number,
while Dial Out means FWR9202 will dial out the matched
number.

Move Up Press it to move up.
Move Down | Press it to move down.
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2. Adding one dial plan:
Dial Plan Step 1. Enable Dial Plan
General Step 2. Click Add button, and the configuration table
Dial Plan IEnaI:uIE "I
Step 3. Fill in the value of parameters.
m — Step 4.Press OK button to end configuration.
FS [Fxs1 =] Step 5. Press Save button to save changes
Digit Map |
Action Deny ;l
ﬁl Cancel |
3. Dial Plan Syntactic
No. String Description
1 0123456789 *# Legal characters
2 X Lowercase letter x stands for one legal character
To match one character form sequence.
3 [ | For example:
sequence 6. [0-9]: match one digit form 0 to 9
7. [23-5*]: match one character from 2 or 3 or 4 or 5 or *
4 X, Match tox® x! %% x3 . .. ="
For example:
“01.”:can match 07, “01”, “011”, 701117, ........ ,701111...”
5 <dialed:substituted> | Replace dialed with substituted.
For example:
<8:1650>123456: input is “85551212”, output is“16505551212”
Make outside dial tone after dialing “x”, stop until dialing character “y”
For example:
“9, Ixxxxxxxxxx:the device reports dial tone after inputting “9”, stops
6 X,y tone until inputting “1”’
“9,8,010x: make outside dial tone after inputting “9”, stop tone until
inputting “0”
Set the delayed time.
- T For example:
“<9:111>T2”: The device will dial out the matched number “111” after 2
seconds.
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4.7.4 Blacklist
In this page, user can upload or download blacklist file, and can add or delete or edit blacklist one by one.
Blacklist Upload && Download . g, | . . e
Click —=="_1 to select the blacklist file and click - P38 ESY | to
Blacklist Upload && Download -
. upload it to FWR9202; Click [donniesdesv | (5 save the
Local File |
Upload €SV |  Download Csv blacklist file to your local computer.
Blacklist | | Select one contact and click edit to change the information, click
delete to delete the contact, click Move to phonebook to move the
| S I EE | contact to phonebook.

1 Rob 12345 r Click Add to add one blacklist, enter the name and phone number,

5 e 193455 ol click OK to confirm and click cancel to cancel.

Mame |Ded
Number [123589
oK | Cancel
Edit I Add I Delete Maowve to phonebook I
To view the call log information such as redial list (incoming call), answered call and missed cal
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Redial List
1 123 1EI,I'28 10:30 aoo0:07
010123 ;
Answered Calls
Ciaration
1 2E2EE 10/21 09:56 ad:o0:40 D
2 w0 wprse _I
4 o007
a0:00;0%5
sipp 10425 15:35 00:00:03
sipp 10/25 15:55 ac:oo: 10
— Missed Call
1EI,|'21 09:50 ad:00:03
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4.8 FXS2

The settings of FXS2 are the same as FXS1.
4.9 Security

4.9.1 Filtering Setting
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Basic Settings

Basic Settings

Filtering I Disable _~ |
Default Palicy I Drop | =]

The packet that don't match with any rules would be

Sa'-.-'EI Cancel I

IP /Port Filter Settings

Field Name Description
Filtering If or not enable filter function
Default Policy Choose to give up or accept

Mac address

Add the Mac address filtering

Dest IP address

Dest IP address

Source IP address

Source IP address

Marc address

Dest IP Address

Protocol

Select a protocol name, support for TCP,
UDP and TCP&UDP

Source IP Address

Protocol | MOME =]

Dest. Port Range

Destination port ranges

Dest, Port Range

|
Src Port Range - |

Action I Drop ;|

Comment

{ The maximum rule countis 32 )

Sa'-.-'EI Cancel I

Current MAC/IP/Port filtering rules in system

i
1k ST

Delete I Cancel I

- Ers would be dropped.

= 5P B 5 '
s [Protoce Range Range i

Src Port Range Source port range
Action You can choose to receive or give up;
this should be consistent with the default
policy.
Comment Add callout
Delete Delete selected item
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4.9.2 Content Filtering

Filtering Setting | Content Filtering Field Name Description
Flease REEOOT to make the changes effective! Filtering If or not enable content Flltermg
R, Default Policy ’gle Qefaul‘; policy is to accept or to prohibit
1tering rules
F:;Z;Incgsemngs [Deabie = Current Webs URL Filters List the URL filtering rules that already
Default Policy I.ﬂ\ccept;l existed (blackhst)
cancel | Delete/Cancel You can choose to delete or cancel the

existing filter rules

Webs URL Filter Settings

Add a URL Filter Add URL filtering rules
T Add/Cancel Click adds to add one rule or click cancel.
Current Website Host Filters | List the keywords that already exist
Cancel |
(blacklist)

Add a URL Filter

URL [ Delete/Cancel You can choose to delete or cancel the

existing filter rules the existing keywords.
Cancel | : g g yw
Add a Host Filter (Keyword) | Add keywords

Sk HosERdter Hechins Add/Cancel Click the Add or cancel

Current Website Host Filters
Cancel |

Add a Host{keyword) Filter

Keyword I
Cancel |
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4.10 Application

4.10.1 UPnP

UPNP (Universal Plug and Play) support zero setting networking, and can automatically discover a variety of networked devices. UPnP is
enabled, allows the device supports UPnP function dynamically access network, obtain an IP address, and convey its performance information.
If the network has a DHCP and DNS server, you can automatically obtain DHCP and DNS services.

Supports UPnP devices can be automatically off the network, the device or other devices on the network without affecting.

UPRP Field Name Description

UPnP Settin
UPnP enable IEnabIe =]

UPnP enable If or not enable UPnP function.

Savel Cancel | Reboot |

4.10.2 IGMP

Multicast has the ability to send the same data to multiple devices.
IP hosts use IGMP (Internet Group Management Protocol) report multicast group memberships to the neighboring routers to transmit data, at the
same time, the multicast router use IGMP to discover which hosts belong to the same multicast group.

IGMP j Field Name Description
IGMP Setting IGMP Proxy enable If or not enable IGMP function.
IGMP Prozy enable I Disable = i

Savel Cancel l Rebootk: |
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4.10.3 MLD
Field Name Description
MLD
MLD enable If or not enable MLD function
MLD Settin
MLD enahlelDisahIe -I
Enable
| Save I Cancel I Rebook I
4.11 Storage
4.11.1 Disk Management
This page is used to manage the USB storage device.
Field Name Description
Disk Management Fip Setting Smb Setting
Add Adding files to the USB storage device
Flegze REBOOT to make the changes effective!
Delete Remove the USB storage device file
Disk Management . :
Remove Disk Transfer files within a USB storage device
Format Format the USB storage device
acd | Delete | RemoveDisk | Re-allocate Resetting the USB storage device
Partition Status
Format | Re-gllocate |
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Field Name Description
FTP Setting
FTP Server If or not enable FTP server
RS FTP Server Name | Set the FTP server name
FTP Server " Enable ¥ Disable
ETP Server Name I__._ Anonymous Login | If or not support anonymous login
Anonymous Login & enzble @ Disable FTP Port Set FTP server port number
FTP Port 21 Max. Sessions Maximum number of connections
P e a0 Create Directory | If or not enable create directory
Create Directary i = D .
Enade el Rename If or not enable rename file/directory
Rename File Directory % Enable € Disable
File/Directory
Remove File Directory & Enable € Disable ) .
_ Remove If or not enable transfer of files/directories
Read File % Enable {7 Disable File/Direct
ile/Director
Write File ¥ Enable {7 Disable i Y ] | 5l
Download Capability S s B Read File If or not enable read files
Upload Capability & Enable € Disable Write File If or not enable write files
Download If or not enable download capability
Apply | Reset Capability function.
Upload Capability | If or not enable upload capability function
4.11.3 Smb Setting
SMB Setting Field Name Description
SAMBA Server Setup . SAMBA Server | If or not enable SAMBA server
[SAMBA Server I " Enable & Disable
':-:.-.;Drkgmup [workarow ' Workgroup Fill in the working group
b NetBIOS Name | Network basic input/output system name
i!;!aring Directory List Add Add a shared file
= = | — Edit Edit a shared file
| Cancel Del Delete a shared file
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Use can manage the device in these webpage; you can configure the Time/Date, password, web access, system log and associated

configuration TR069

4.12.1 Management

You can configure the value of Time/Date, password, web access, and system log and so on.

1. Save config file

Save Config File

Config File Upload && Download

Local File |
Upload Download I

Field Name Description

Config file Upload: click on browse, select file in the local, press the upload button to begin
upload and uploading files

download Download: click to download, and then select contains the path to download the

configuration file

2. Administrator settings

oL i

Password Reset
User Type IF«dmin User = I

MNew User Mame admin
Mew Password

Confirm Password

Il

Language

Language I English = I

Web Access

Remote Web Login Im
Web Port |E|:|
Web Idle Timeout{D - 50m) l5

Allowed Remote IP{IP 1;IP2;...)

Telnet Access

I Enable - I

Telnet Part 23

Remote Telnet

|

Allowed Remote IP{IPL;IPZ;...0

Field Name

Description

User type

Choose the user type from admin user and normal user and

basic user.

New User Name

You can modify the user name, set up a new user name

New Password

Input the new password

Confirm Password

Input the new password again

Language Select the language for the web, the device support Chinese,
English, and Spanish and so on.
Remote Web Login | If or not enable remote Web login
Web Port Set the port value which is used to login from Internet port
and PC port, default is 80.
Web Idle timeout | Set the Web Idle timeout time. The webpage can be logged

out after Web Idle Timeout without any operation.

Allowed Remote
IP(IP1,IP2,...)

Set the IP which can login the device remotely.

Remote Telnet

If or not enable remote telnet login

Telnet Port

Set the port value which is used to telnet the device.
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NTP Settings
MTP Enable
Current Time
MTP Setkings
Prirary MTP Server

Secondary NTP Server
MTP synchraonization(1 - 1440m)

I Enable vl
|Th|.| Jan 1 0&:04:41 GMT 1970 Swnc with hosk |

Field Name

Description

NTP Enable

If or not enable NTP

Current Time

Display current time

| (GMT+08:00) China Coast, Hong Kang |

Ipu:u:ul.ntp.org

fcn.pool ntp arg

e

NTP Settings

Setting the Time Zone

Primary NTP Server

Primary NTP server's IP address or domain name

Secondary NTP Server

Options for NTP server's IP address or domain name

NTP synchronization

NTP synchronization cycle, cycle time can be 1 to
1440 minutes in any one, the default setting is 60

minutes

4. Daylight Saving Time

Daylight Saving Time

Daylight Saving Time:

Offset

Skart Month

Start Day of Week

Start Day of Week Last in Month
Start Hour of Day

Stop Maonth

Stop Day of Week,

Stop Day of Week Last in Manth

Stop Hour of Day

[

| First in Morth =]
]

| Last in Month j

—

Set the summer time steps:

Step 1. Enable Daylight Saving Time.

Step 2. Set value of offset, like the upon picture

Step 3: Set staring Month/Week/Day/Hour in Start Month/Start Day of Week
Last in Month/Start Day of Week/Start Hour of Day, analogously set stopping
Month/Week/Day/Hour in Stop Month/Stop Day of Week Last in Month/Stop
Day of Week/Stop Hour of Day.

Step 4.Press Saving button to save and press Reboot button to active changes.

5. System Log Setting
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Field Name Description
Syslog Setting )
. BT Syslog Enable If or not enable syslog function
Syl Level o Syslog Level Select the system log, there is INFO and Debug two

Remate Jvslog Enable

I Enable - I

grades, the Debug INFO can provide more information.

Remote Syslog Server J192.168.10.101 Remote Syslog Enable | If or not enable remote syslog function.
Remote Syslog server | Add a remote server IP address.
6. Factory Defaults Setting
Factory Defaults Setting If enable this function ,the device will not be restore factory settings
Factory Defaults Setting
Factory Defaults Lock IDi5aI:|IE - I
7. Packet Trace
Packet Trace Users can use the packet trace feature intercepts the packets that were sent.
Click the Start button, start dhome gateway tracking and keep refreshing the page
Faclet Trae until the message trace shows to stop, click the Save button to save captured
Tracking Interface ethz =
packets.
Packet Trace startl s-tn:-Dl EVE |
8. Factory Defaults
Factory Defaults Click Factory Default to restore the residential gateway to factory settings.
Reset to Factory Defaults Factory Default
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Provision SNMP

TROGS

Diagnosis Operating Mode

1. Choose upgrade file type from Image File and Dial Rule

Firmware Upgrade

Upgrade Types |LI|:|gra|:|E Software =]

Local Upgrade |

Upgrade |

to browser file.

3. Press | Upgade | o start upgrading.

4.12.3 Provision

Provisioning allows FWR9202 auto-upgrading and auto-configuring, and Flyingvoice devices support TFTP, HTTP and HTTPs three ways.

1. Before testing or using TFTP, user should have tftp server and upgrading file and configuring file.

2. Before testing or using HTTP, user should have http server and upgrading file and configuring file.

3. Before testing or using HTTPS, user should have https server and upgrading file and configuring file and CA Certificate file(should same as
https server’'s) and Client Certificate file and Private key file(HTTPS provision will be supported soon)

User can uploading CA Certificate file and Client Certificate file and Private Key file in Security page.

Provision

Plegss REBOOT to make the changes effectivel

Management Firmware Lipgrade Provision SMMP TROGS

Diagnosis

Operating Mode

Field Name Description

Provision Enable | If or not enable provision.

Resync on Reset | If or not enable resync after restart

Resync Random | Set the maximum delay for request the synchronization file,
Delay(sec) default is 40.

Configuration Profile Resync If the last resync was failure, FWR9202 will retry resync

Provision Enable IEnaI:uIE "I Periodi “ v - .
eriodic(sec) after the “Resync Error Retry Delay ” time, default is

Resync On Reset IEnaI:uIE - I 3600s

Resync Random Delay{sec) [40 :

S ar_' D.m, E?Y L2 o Resync Error | Set the periodic time for resync, default is 3600s.

Resync Periodic{sec) 3600 Retry Delay(rec)

Resyric Error Reiry Delay(sec) [s600 Forced Resync | If it’s time to resync, but FWR9202 is busy now, in this

Forced Resync Delay(sec) 14400 Delay(sec) case, FWR9202 will wait for a period time, the longest is
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~ SNMP Configuration

L
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SHMP Configuration
SMMP Service

Trap Server Address
Read Community Mame
Write Community Mame
Trap Community

Trap period interval{sec)

IDisabIE - I
Ipublic
Ipri'-;at‘e

trap
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“Forced Resync Delay”, default is 14400s, when the time
Resync After Upgrade |Ensble =] over, FWR9202 will forced to resync.
REsymc vam Sl [Disable <] Resync After If or not enable firmware upgrade after resync, by default it
Optian &6 [Enzble =] Upgrade is enabled.
Config File Name [s(ma) Resync From SIP | If or not enable resync from SIP.
User Agent | Option 66 It is used for In-house provision mode only. When use
Profile Rule | TFTP with option 66 to realize provisioning, user must
input right configuration file name in IP542N's webpage.
When disable Option 66, this parameter has no effect.
Config File Name | It is used for In-house provision mode only. When use
TFTP with option 66 to realize provisioning, user must
input right configuration file name in the webpage. When
disable Option 66, this parameter has no effect.
Profile Rule URL of profile provision file
Note that the specified file path is relative to the TFTP
server’s virtual root directory.
T Field Name Description
— [ Upgrade Enable | If or not enable firmware upgrade via provision.
Upgrade Error Retry Delay(sed) T Upgrade Error | If the last upgrade fails, FWR9202 will try upgrading again
Vgl Ride | Retry Delay(sec) | after “Upgrade Error Retry Delay” period, default is 3600s.
Upgrade Rule | URL of upgrade file
4.12.4 SNMP
Management = FirmwareUpgrade  Provision =~ SNMP | TRO69 | Diagnosis  Operating Mode Field Name Description
_ SNMP Service If or not enable SNMP.

Trap Server Address

Enter the trap server address.

Read Community Name

String, as an express password between
management progress and agent progress.

Write Community Name

String, as an express password between
management progress and agent progress.

Trap Community

The community field in trap.

Trap period interval(sec)

The interval of sending trap.
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TRO69 Configuration

ACS

TRO&9 Enable Im
CWMP Im
ACS URL |

User MName I

Password I

Periodic Inform Enable Im
Periodic Inform Interval |3|:|

Connect Request

Field Name Description
TR069 Enable If or not enable TR069
CWMP If or not enable CWMP
ACS URL ACS URL address
User Name ACS username
Password ACS password

Periodic Inform Enable

If or not enable the function of periodic inform,

default is enable

User Mame

Pazsword

Periodic Inform

Periodic notification interval, the unit is

Interval seconds, default is 43200s
User Name The username used to connect the TR069
server to the DUT.
Password The password used to connect the TRO069

server to the DUT.
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PING www.baidu.com {115.239.210.26): 56 data bytes

64 bytes from 115.239.210.26: seq=0 ttl=54 time=43.979 ms
64 bytes from 115.239.210.26: seg=1 tt=54 time=53.875 ms
64 bytes from 115.239.210.26: seq=2 tt=54 time=45.226 ms
&4 bytes from 115.239.210.26: seq=3 tt=54 time=49.534 ms
64 bytes from 115.239.210.26: seq=4 tt=54 time=49.045 ms

- wowrwi.baidu.com ping statistics —
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 43.979/48.331/53.875 ms

Apply Cancel
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4.12.6 Diagnoisis
In this page, user can do ping test and traceroute test to diagnose the device’s connection status.

Ping Test 1. Plng Test
Ping Test Enter the destination IP or host name, and then click Apply, device will perform
Dest IP /Host Mame l— plng test.
WAN Interface | 1_TROSS_YOICE_INTERNET_R_VID_ x|

Traceroute Test

Traceroute Test
Dest IPHost Mame I
WAN Interface | 1 TROGS_VOICE_INTERMET_R._VID_ ;l

traceroute to 192.168.20.1 (192.168.20.1), 30 hops max, 38 byte packefs
1 192.168.20.1 (192.168.20.1) 1.074 ms 0.862 ms 0.918 ms

Apply | Cancel |

2. Traceroute Test
Enter the destination IP or host name, and then click Apply, device will perform
traceroute test.

4.12.7 Operation Mode

Operating Mode Settings

Operating Mode Settings
Operating Mode I Basic Mode |

Sa'-.rel Cancel | Reboot |

Choose the Operation Mode as Basic Mode or Advance Mode.
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4.13 System Log
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Refresh I Clear | Save I

Manufacturer:VoIpP

ProductClass:GB02

SeriaMumber:

IP:192.168.1.1

HWYer:vi1.1

Whier:V3.10

<Wed Aug 27 17:35:01 2014 > ipphone[8119]: SIPO({Disable) Contact:192.168.1(
<VWed Aug 27 17:35:01 2014 ipphone[8119]: SIP1{Disable} Contact:192.168.11(
<\VWed Aug 27 17:35:02 2014 ipphone[8117]: Start Reqister Client ...

=\\ed Aug 27 17:38:09 2014 goshead: User:admin Login. IP:192.168.10.208
<VWed Aug 27 17:47:56 2014 provision[7563]: start to check config file

<\Wed Aug 27 17:47:56 2014 provision[7563]: Update configuration fizled, reftry
<Thu Jan 1 00:00:28 1970 udhcpd[2249]: udhcpd (v1.12.1) started

<\Wed Aug 27 18:11:04 2014 goshead: webs v1.4 start...

<\Wed Aug 27 18:11:05 2014 provision[7555]: start

=<VWed Aug 27 18:11:08 2014 goshead: webs: rootWeb=/etc_ra/web.

<\Wed Aug 27 18:11:08 2014 goshead: webs: Listening for HTTP requests at ac
<Ved Aug 27 18:11:19 2014 = looptask[7969]: start

<Ved Aug 27 18:11:21 2014 ipphone[8105]: ***systemn bookting®**

<VWed Aug 27 18:11:21 2014 ipphone[8104]: MiscellaneousTask: start work par
=Wed Aug 27 18:11:21 2014 ipphone[8105]: SVW:142(120106174008)

<Wed Aug 27 18:11:22 2014 ipphone[8125]: UISignalControl[30][9000][30][%(
<Wed Aug 27 18:11:23 2014 ipphone[8032]: Wan If eth2.1 ip Change :0.0.0.0
<Wed Aug 27 18:11:23 2014> ipphone[8105]: Local SIP Addr:192.168.10.12
<Wed Aug 27 18:11:23 2014> ipphone[8105]: Start Init Sip Stack...

<Wed Aug 27 18:11:23 2014 ipphone[81057: 5IP 3l register client init

<VWed Aug 27 18:11:23 2014 ipphone[8105]: SIPD{Disable) Contact:192.168.110
<Wed Aug 27 18:11:23 2014> ipphone[8105]: 5IP1{Disable) Contact:192.168.1(=

I 1»

If you enable the system log in Status/syslog webpage, you can view the system
log in this webpage.

4.14 Logout

Current Time Fri Aug

Admin Mode

Press the logout button to logout, and then the login window will appear.
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4.15 Reboot

Press the Rebeet | putton to reboot FWR9202.
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5Trouble shooting of the guide

5.1 Setting your PC gets IP automatically

Following are the process of setting your PC gets IP automatically

Step 1.Click the “begin”

Step 2.Select “control panel”, then double click “network connections” in the “control panel”

Step 3.Right clicks the “network connection” that your PC uses, select “attribute” and you can see the interface as picture 1:

Step 4.Select “Internet Protocol (TCP/IP)”, click “attribute” button, and you can see the interface as following Picture 2 and you should click the
“Get IP address automatically”.

-L |l ocal Area Connection Properties 7| - Internet HHZ (TCP/IP) JE£E _ 2] =]
General _.-'l'-.uthenti-:ati-:-n Advanced _ =H IE—,EHEEE |
Conmect using: IDFE IS L ThER o NIATLL AR BatagiRe) 1P E. &0,
_ 1 ERE MNP REEE R ERIE AN IF wE.
B FRealtek RTL2133 Family PCI Fast Etk l Configure. . ]
Thiz connection uzes the following iterms: ' v BRI
: Eclient for Microsoft Metworks [ ¢ EETER TP Hdlk s
[+ .@ File and Printer Sharing for Microsaft Metworks i
[w] .@I]DS Facket Scheduler IE HidE () I
[FE ocal [TCRAAR] - R peE R (iry I
| i
[ In=tall. ] izt all [ Properties ] AUARIZE 0] I
Peein ¢ EEHEHE N RSB B)
Tranzmizzion Control Protocol/lntermet Protocal. The default
wide area network, protocol that provides communication — {ER THEE s R=SsFHidE E):
acrozs diverze interconnected networks. e s [BS5E (p) I
[] Sho icor in notification area when connected =8 s Bt ay: I
Matify me when thiz connection haz limited or no connectivibg

[ Ok I [ Cancel ]

Picture 1 Picture 2
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5.2 Can not connect to the configuration Website

Solution:

Check if the Ethernet cable is properly connected, then

Check if the URL is right wrote, the format of URL is: http:// the IP address: 8080, 8080 must be added, then
Check if the version of IE is IE8, or use other browser such as Firefox or Mozilla, then

Contact your administrator, supplier, or ITSP for more information or assistance.

5.3 Forget the Password

If user changed the password and then forgot, you can not access to the configuration website.
Solution:
To factory default: press reset button 10s.

5.4 Fast Bridge Setting

Step 1: Login WEB of Device.Turn to Page
Administration->Operating Mode. Set Operating

Operating Mode Settings mode to Basic Mode. Save.
Operating Mode I Basic Mode ;I

Operating I‘-jlodf_- Settings

Savel Cancel I Reboot I

e Step 2: Open Network->wan, Change Nat Enable to
Disable. Save and Reboot. Now Device works in
INTERNET Bridge mode.
IP Protocol Version m
INTERNET DHCP =]
| 48T Enable Disahle = |
VLAN Mode Disable | |
VLAN ID jo (1-4094)
DS Mode Auto =]

Primary DMNS Address

Secondary DMNS Address
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TROGS_VOICE_ITNTERNET Vian Status

Connection Type
MAC Address

IP Address
Subnet Mask
Default Gateway
Primary DMS
Secondary DMNS

DHCP
00:21:F2:14:08:13
192,168.10,225
255.255.255:0
192,168.10.1
192,168.10.1

Other Vian Status

Connection Type
MAC Address

IF Address
Subnet Mask
Default Gateway
Primary DNS
Secondary DNS

Bridge

VPN Status
VPM Type

Initial Service IP

Virtual IF Address

PC Port S5tatus

IP Address
Subnet Mask
Port Status

Dizable

192.1658.0.1

255,255, 255.0
Link Down

Step 3: Please Login from WAN port.
example of Page Status->Basic.

Under is
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Federal Communications Commission (FCC) Statement

This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This device may not cause harmful
interference, and (2) this device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to part 15 of the FCC Rules.
These limits are designed to provide reasonable protection against harmful interference in a residential installation. This equipment generates,
uses and can radiate radio frequency energy and, if not installed and used in accordance with the instructions, may cause harmful interference
to radio communications. However, there is no guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the equipment off and on, the user is encouraged to try
to correct the interference by one or more of the following measures:

eReorient or relocate the receiving antenna.

elncrease the separation between the equipment and receiver.

eConnect the equipment into an outlet on a circuit different from that to which the receiver is connected.
eConsult the dealer or an experienced radio/TV technician for help.

Warning: Changes or modifications made to this device not expressly approved by Flyingvoice Network Technology Co., Ltd may void the FCC
authorization to operate this device.

Note: The manufacturer is not responsible for any radio or TV interference caused by unauthorized modifications to this equipment. Such
modifications could void the user’s authority to operate the equipment.

RF exposure statement:

The transmitter must not be colocated or operated in conjunction with any other antenna or transmitter. This equipment complies with the FCC
RF radiation exposure limits set forth for

an uncontrolled environment. This equipment should be installed and operated with a minimum distance of 20cm between the radiator and any
part of your body.
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