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Preface

Thank you for choosing CDS-9070 wireless router with VolP. This product will allow you to make ATA call using your broadband connection,

and provides Wi-Fi router function.

This manual provides basic information on how to install and connect CDS-9070 wireless router with VoIP to the Internet. It also includes

features and functions of LTE connection, wireless router with VolP components, and how to use it correctly.

Before you can connect CDS-9070 to the Internet and use it, you must have a high-speed broadband connection installed. A high-speed

connection includes environments such as DSL, LTE wireless network, cable modem, and a leased line.

CDS-9070 wireless router with VoIP is a stand-alone device, which requires no PC to make Internet calls. This product guarantees clear and
reliable voice quality on Internet, which is fully compatible with SIP industry standard and able to interoperate with many other SIP devices

and software on the market.
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Before you use the high speed router, please get acquainted with the LED indicators and connectors first.

2.1 LED Indicators

Front Panel LED

Status Explanation

On (GREEN) The router is powered on (External Power) and running normally.
PWR On Blinking (GREEN) The router is powered on (Internal Power - BAT) and running
normally.
OFF The router is powered off.
sys On (GREEN) System OK
On (RED) System Fault (SW or HW)
On (GREEN) Battery Charged
BATTERY On Blinking (GREEN) Battery Charging
Red Battery Low or not connected
Phone 1/2 On (GREEN) Registered
/@ @ @ @\ OFF Not Registered
CDS-9070 DEEREMEE S WPs OFF Not Registered
& u On (GREEN) Active for Key registration
Fa (i‘\ii_\i}jf:i“{@:\‘H'e*'“'\\d""' $ \\ﬁ OFF Non active for Key registration
. 0000000000000 ——a \:J WLAN Client On (GREEN) Wireless Client Connected
Qo o™ ——=h @) On Blinking (GREEN) Wireless traffic (Data)
OFF The Wireless Client is powered off or not connected
WLAN AP On (GREEN) Wireless AP ready
On Blinking (GREEN) Wireless traffic (Data)
OFF The Wireless AP is powered off
WAN ETH On (GREEN) Connected (Registered)
On Blinking (GREEN) Connected (Data)
OFF Disconnected
LTE SVC On (GREEN) Connected (Registered)
On Blinking (GREEN) Connected (Data)
OFF Disconnected
RSS! On (GREEN) Strong

The page 6 of 76
Revision Time: 2016-10-13




Da REME = Copyright © 2016 - All rights reserved by DataRemote Incorporated

e Y

V1.0
On Blinking (GREEN) Medium
On (RED) Weak

CELL DCD On (GREEN) LTE

On Blinking (GREEN) 3G

Off No Service
SIMm
On (GREEN) SIM Accepted

Interface Description

Rear Panel

/r© @N DC Connector for a power adapter.

©)
O ( DaTaReEMOTE

Wi-Fi Wi-Fi LTE DIV

LTE MAIN

o e WAN
0o 0

\@ WPS RESET  WAN LAt LAN2 LANG LA PHONE1 PHONEZ VDG 7-30 @/

Connector for accessing the Internet.

LAN1/2/3/4 Connectors for local networked devices.
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2.2 Hardware Installation

Before starting to configure the router, you have to connect your devices correctly.
Step 1.Connect Line port to land line jack with a RJ-11 cable.
Step 2.Connect the WAN port to a modem or switch or router or Internet with an Ethernet cable.
Step 3.Connect one port of 4 LAN ports to your computer with a RJ-45 cable. This device allows you to connect 4 PCs directly.
Step 4.Connect one end of the power cord to the power port of this device. Connect the other end to the wall outlet of electricity.

Step 5.Check the Power and WAN, LAN LEDs to assure network connections.
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3 Interactive Voice Response

In any circumstance, pressing the following command to enter relevant function. The following table lists command, and description.

Voice Menu Setting Options

Operation code |Contents
Step 1.Pick up phone and press “****” to start [IVR

Step 2.Choose “1”, and CDS-9070 report the current WAN port connection type

1

Step 3.Prompt "Please enter password”, user need to input password with end char # if user want to
configuration WAN port connection type.

Step 1.Pick up phone and press “****” to start [IVR

Step 2.Choose “2”, and CDS-9070 report current WAN Port IP Address

Step 3.Input the new WAN port IP address and with the end char #,

2 <> using “*” to replace “.”, user can input 192*168*20*168 to set the new IP address 192.168.20.168

<~ press # key to indicate that you have finished

Step 4.Report “operation successful” if user operation properly.

< Note: If you want to quit by the wayside, press “**”.
Step 1.Pick up phone and press “****” to start IVR

Step 2.Choose “3”, and CDS-9070 report current WAN port subnet mask

Step 3.Input a new WAN port subnet mask and with the end char #

3 <~ using “*” to replace “.”, user can input 255*255*255*0 to set the new WAN port subnet mask
255.255.255.0

<~ press # key to indicate that you have finished

3) Report “operation successful” if user operation properly.

Step 1.Pick up phone and press “****” to start [VR

Step 2.Choose “4”, and CDS-9070 report current gateway

Step 3.Input the new gateway and with the end char #

4 <> using “*” to replace “.”, user can input 192*168*20*1 to set the new gateway 192.168.20.1
<~ press # (pound) key to indicate that you have finished

3) Report “operation successful” if user operation properly.

< Note: If you want to quit by the wayside, press “**”,

Step 1.Pick up phone and press “****” to start [VR

5 Step 2.Choose “5”, and CDS-9070 report current DNS

Step 3.Input the new DNS and with the end char #

<> using “*” to replace “.”, user can input 192*168*20*1 to set the new gateway 192.168.20.1
<~ press # (pound) key to indicate that you have finished

3) Report “operation successful” if user operation properly.

< If you want to quit by the wayside, press “**”,
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Step 1.Pick up phone and press “****” to start IVR

6 Step 2.Choose “6”, and CDS-9070 report “Factory Reset”

Step 3.Prompt "Please enter password", the method of inputting password is the same as operation 1.
< If you want to quit by the wayside, press “*”.

Step 4.Prompt “operation successful” if password is right and then CDS-9070 will be factory setting.

Step 5.Press “7” reboot to make changes effective.

Step 1.Pick up phone and press “****” to start [IVR

7 Step 2.Choose “7”, and CDS-9070 report “Reboot”

Step 3.Prompt "Please enter password", the method of inputting password is same as operation 1.
Step 4.CDS-9070 will reboot if password is right and operation is properly.

Step 1.Pick up phone and press “****” to start [IVR

Step 2.Choose “8”, and CDS-9070 report “WAN Port Login”

8 Step 3.Prompt "Please enter password", the method of inputting password is same as operation 1.
<~ If you want to quit by the wayside, press “*”.

Step 4.Report “operation successful” if user operation properly.

Step 5.Prompt “lenable 2disable”,choose 1 or 2, and with confirm char #

Step 6.Report “operation successful” if user operation properly.

Step 1.Pick up phone and press “****” to start IVR

Step 2.Choose “9”, and CDS-9070 report “ WEB Access Port”

9 Step 3.Prompt “Please enter password”, the method of inputting password is same as operation 1.
Step 4.Report “operation successful” if user operation properly.

Step 5.Report the current WEB Access Port

Step 6.Set the new WEB access port and with end char #

Step 7. Report “operation successful” if user operation properly.

0 Step 1.Pick up phone and press “****” to start [IVR
Step 2.Choose “0”, and CDS-9070 report current Firmware version
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Notice:

€  When using Voice Menu, press * (star) to return the main menu.

L 4 If any changes made in the IP assignment mode, please reboot the CDS-9070 to take the setting into effect.

€  When enter IP address or subnet mask, use “*’(Star) to replace “.” (Dot).
For example, to enter the IP address 192.168.20.159 by keypad, press these keys: 192*168*20*159, use the #(pound) key to indicate

that you have finished entering the IP address.

€  #(pound) key to indicate that you have finish entering the IP address or subnet mask

* When assigning IP address in Static IP mode, setting IP address, subnet mask and default gateway is a must. If in DHCP mode, please
make sure that DHCP SERVER is available in your existing broadband connection to which WAN port of CDS-9070 is connected.

* The default LAN port IP address of CDS-9070 is 192.168.1.1 and do not set the WAN port IP address of CDS-9070 in the same

network segment of LAN port of CDS-9070, otherwise it may lead to the CDS-9070 fail to work properly.

L 4 You can enter the password by phone keypad, the matching table between number and letters as follows:
® Toinput:D, E, F d, e, f--press ‘3

® Toinput: G, H,1,g,h,i--press ‘4’

® Toinput:J, K, L, |, k, | --press ‘&’

® Toinput: M, N, O, m, n, 0 -- press ‘6’

® Toinput:P,Q,R,S,p,q,rs--press ‘7’

® Toinput:T,U, V,t u,Vv--press ‘8

® Toinput: W, X,Y,Z,w, XY, z--press ‘9

® To input all other characters in the administrator password-----press ‘0,

E.g. password is ‘admin-admin’, press ‘236460263’
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4 Configuring Basic Settings

4.1 Administrator Management

This chapter explains how to setup a password for an administrator user and how to adjust settings for accessing Internet successfully.

CDS-9070 supports two-level management: administrator and user. For administrator mode operation, please type “admin/Password1”

on Username/Password and click Login button to configuration.
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4.2 Accessing Web Page

4.2.1 From LAN port

1. Make sure your PC have connected to the router’s LAN port correctly.

Notice: You may either simply set up your computer to get IP dynamically from the router or set up the IP address of the computer to be the same subnet as the
default IP address of router is 192.168.1.1. For the detailed information, please refer to the later section - Trouble shooting of the guide.

[ 4

2. Open a web browser on your PC and type http://192.168.1.1. The following window will be open to ask for username and password,

and you can choose language.

DITIREMOTE

MOVING DATA QVER WIRELESS

Username admin

Password I | Login

3. For administrator mode operation, please type “admin/Passwordl1” on Username/Password and click Login to configuration.

Notice: If you fail to access to the web configuration, please go to “Trouble
Shooting” for detecting and solving your problems.

[ 4

4. The web page can be logged out after 5 minutes without any operation.

4.2.2 From WAN port

1. Make sure your PC can connect to the router's WAN port correctly.

2. Getting the IP addresses of WAN port using Voice prompt.
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3. Open a web browser on your PC and type http://the IP address of WAN port. The following window will be open to ask for

username and password.

DITIREMOTE

MOVING DATA OVER WIRELESS

Username admin

Passward T | Login

4. For administrator mode operation, please type “admin/Password1” on Username/Password and click Login to configuration.

Notice: If you fail to access to the web configuration, please go to “Trouble

Shooting” for detecting and solving your problem.

5. The web page can be logged out after 5 minutes without any operation.
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Frequency (Channel)

Auto

No. Name Description
Status Network Wireless 2.4GHz Wir Security Application Administration 1 . . ) ) . .
E—E———— Click navigation bar, many sub-navigation bar will
WMM WDs WPS Station Info Advanced WIFI Client A .
Flease REBOOT to make the changes effective! 1 NaV|gat|0n bar .
appear in the place 2
Basic Wireless Settings
Wireless Network A A A
Radio OnJof RedoOn v Click sub-navigation bar to choose one
Wireless Connection Mode Client » 2 Tltle
Network Mode i1b/g/n mixed mode - " .
Multiple S5ID Wireless_APS05014 Enable [¥] Hidden (] Isolated (] Max Client 15 3 I Conflguratlon page
Multiple 55101 Enable [¥] Hidden [] Tsolated [7] Max cClient 16
Multiple 55102 Enable [¥] Hidden [C] Isclsted [] Max Client 15
Multiple 55103 Enable | | Hidden [] Isclated [] Max Client 16
broadcast(SSID) @ Enable () Disable
AP Isolation () Enable @ Disable i .
MESSID AP slatin O Enable ® Disae 3 Parameter To configuration the parameters
BSSID 18:53:E0:50:50: 14

Save | Cancel | Reboot

Save |

€ Every time making some changes, user
should press this button to confirm the changes.
€ After pressing the button, the red

will appear to notice rebooting.

Cancel

To cancel the changes.

| Reboot

Press it to reboot the router
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4.4 Setting up the Time Zone

Open Administration/Management webpage as shown below, please select the Time Zone for the router installed and specify the NTP

server and set the update interval in NTP synchronization.

Time/Date Setting
NTP Settings
MNTP Enzble Enzble ¥
Option 42 Disable ¥
) 2016 |-| 09 |-| 18 . 22 || 46
Current Time
49
Svnc with host Sync with host
NTP Settings (GMT-05:00) Eastern Time v
Primary NTP Server 0.pool.ntp.org
Secondary NTP Server
NTP synchronization(1 - 1440min) &0

4.5 Setting up the Internet/WAN Connection

Open the Network/WAN webpage as shown below; please select the appropriate IP Mode according to the information from your ISP.

There are three types offered in this page, which are Static, DHCP and PPPoE.

4.5.1 Static IP

You will receive a fixed public IP address or a public subnet, namely multiple public IP addresses from your DSL or Cable ISP service

providers. In most cases, a Cable service provider will offer a fixed public IP, while a DSL service provider will offer a public subnet. If you
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LTE LAM VPN Port Forward

WAN Failover Connection Manager

INTERNET

WAN

VAN IP Mode
LAN Conneckion Mode

Static
IP Address

Subnet Mask
Default Gateway
DMS Mode
Primary DMS
Secondary DMNS

Static =
MAT ¥

192.168.10.104
255.255.255.0
192.168.10.1
Manual ¥
192.168.10.1

WAN IP Mode

The mode for obtain IP address

LAN Connection

Select to NAT or Bridge

Mode
IP Address Type the IP address
Subnet Mask Type the subnet mask

Default Gateway

Type the gateway IP address

Set the DNS Mode from Auto and Manual,

If user choose manual, you should fill the

DNS Mode primary DNS address and Secondary DNS
address into Primary DNS Address and
Secondary DNS Address.
Primary DNS
Type in the primary IP address for the route
Server
Secondary DNS Type in secondary IP address for necessity in
Server the future
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It is not necessary for you to type any IP address manually. Simply choose this type and the system will obtain the IP address automatically

from DHCP server.

WAN Faillower Connection Manager

INTERNET

WAN

wan IP Mode
LAMN Connection Mode

DMS Mode
Primary DMNS
Secondary DMNS

DHCP
MAT

Manual

WAM LTE LAam VPM Port Forward

L

L

L

WAN IP Mode

The mode for obtain IP address

LAN Connection

Select to NAT or Bridge

Mode
Set the DNS Mode from Auto and Manual,
If user choose manual, you should fill the
DNS Mode primary DNS address and Secondary DNS
address into Primary DNS Address and
Secondary DNS Address.
Primary DNS
Type in the primary IP address for the route
Server
Secondary DNS Type in secondary IP address for necessity in
Server the future

4.5.3 PPPoE

PPPoOE stands for Point-to-Point Protocol over Ethernet. It relies on two widely accepted standards: PPP and Ethernet. It connects users

through an Ethernet to the Internet with a common broadband medium, such as a single DSL line, wireless device or cable modem. All the

users over the Ethernet can share a common connection.

PPPOE is used for most of DSL modem users. All local users can share one PPPoE connection for accessing the Internet. Your service

provider will provide you information about user name, password, and authentication mode.
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WAN IP _
The mode for obtain IP address
Mode
LAN
Connection Select to NAT or Bridge
Mode
Set the DNS Mode from Auto and Manual,
network | wireless 2 acite | Wireless 5GHz e " ONS Mode If user choose manual, you should fill the primary DNS
WAN 1 1 i DMz address and Secondary DNS address into Primary DNS
WAN Falover | | Connection Manages Address and Secondary DNS Address.
Primary DNS
INTERNET Type in the primary IP address for the route
Server
WAN
- - Secondary
WAN TP Mode PPPoE Type in secondary IP address for necessity in the future
LAM Connection Mode NAT ¥ DNS Server
DHS Mode Auto ¥ PPPOE
Primary DS Assign a specific valid user name provided by the ISP
Secondary DMS Account
PPPOE PPPOE : : :
PPPOE Account test Assign a valid password provided by the ISP
Password
PPPoE Password sssssssnes
Confirm Password sesensnnen Confirm
Service Name o ] Input the password again
Leave empty to autodetect asswor
Operation Mode Keep Alve ¥ _ The destination of PPPOE server, Leave empty to auto
Keep Alve Redial Period(0-3600s) 5 Service Name detect.
Operation _
Select to Keep Alive, On Demand or Manual
Mode
Keep Alive
Redial
The interval time for redialing up
Period(0-3600
s)
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4.6 Setting up the Internet/LTE Connection

4.6.1 LTE

LTE Modem Select to Disable, Auto Connect and
Status Wireless 2.4GHz || Wireless 5GHz | S XS XS Enable Always Connect.
WAN LTE | LAN VPN  PortForward  DMZ d GSM Call
_ Enable GSM voice call
WAN Failover Connection Manager Enable
LTE Setting 4G
Basic Setting Connection 4G connection type ,auto or manual
LTE Modem Enable Always Connect ¥ Type
GSM Call Enable Enable
4G Connection Type Auto ¥ APN Access Point Name
APM Broadband
Dial Number TeeTTLE Dial Number LTE connection dial number
Usarname
Password Username Auth username
Password Auth password
Internet Setting Internet Here you can choose use 3G, 4G or
Internet connection Auto r Connection auto mode
Lock status Cell Unlock
Targeted Scel ID K cell .
Lock Cel Dicable ¥ Lock Cell Lock cell function
Status PIN code bind status
Binding Set SIM bind Input the SIM bind code
Status Binding Success
SIM Bind Unbind The remaining _ ) _
Tha remaining numbear of unlock 3 Wammg of the operatlon error time,
number of
should less than 3
unlock
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When LTE connected successfully, return the Status page, you can check the link status and the IP address obtained from the ISP.

LTE Status
LTE Status

SIM Status

IMEI Cede

IMS] Code

1CCID

Hardware Model

Software Version

Signal Strength

RSSI

Subscriber Number
Service Provider
Service Type
registration status
Connection Status
Frequency
Channel

RSRQ

Data Rate
Send/Recived

1P Address

Subnet Mask

SIM Active
012339000022554
310410718976505
89014103277189765055
SIMCOM_SIM7100A
453480351M71004

b

-69 dBm

UNKNOWN

ATET

LTE

registered, home network
Connected

BAND2 U:1850-1910MHz D:1930-1990MHz
750

-72

Up 0 kbit/s Down 0 kbit/s
S.008KB / 2.1015KB
10.33.192.170
255.255.255.252

|
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4.7 Setting up the Wireless Connection
To set up the wireless connection, please skip the following steps.
4.7.1 Enable Wireless and Setting SSID
Open 2.4G (5G) /Basic webpage as shown below
Radio On/Off Select to enable or disable wireless.
Wireless
Select to AP or Client. WiFi Client
Connection
Status Network Wireless 2.4GHz Wireless 5GHz Security Application Administration WOUId be Option for Active WAN
Basic = WirelessSecuity WPS  Station Info Mode
Basic Wireless Settings Choose one network mode from the
Wireless Network NEtwork MOde d d I
Radio On/Off Radio On ¥ rop own ISt'
Wireless Connection Mode AP Y
Network Mode L1b/g/n mixed mode ¥ Multiple SSSD Set more wireless network.
Multiple S5ID Wireless_AP200038 | Enzble ® Hidden Isolated Max Client |16
Multiple SSID1 Enable ¥ Hidden Isolated Max Client (16
Multiple S5ID2 Enzble ¥/ Hidden Isolated Max Client |16 Broadcast(SS| D
Multiple SSID3 Enzble @ Hidden [ Isolated [ Max Client 16 Broadcast or hide the SSID
broadcast(SSID) * Enzble Disable )
AP Isolation Enzble '® Disable
MBSSID AP Isolztion Enable ® Disable prevents one wireless client
BSSID BC:10:2D:20:00:38
Frequency (Channel) Auto v . . . . .
HTth‘,.rsicEI Mode AP Isolation communicating with another wireless
Operating Mode * Mixed Mode Green Field .
Channel BandwWidth 20 ® 20040 Cllent.
— MBSSID AP Other clients outside the AP can not
Isolation access the clients under this AP
A group of wireless workstations and
BSSID _
a wireless local area network access
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Wireless 2.4GHz Wireless 5GHz

Basic Wireless Security WPS Station Info

Basic Wireless Settings

Wireless Network

Radio On/Off Radio On ¥

Wireless Connection Mode AP

MNetwork Mode 11vht AC/AN/A \

Multiple SSID Wireless_5G200038 | Enable® Hidden
Multiple 55101 Enable #| Hidden
Multiple SSID2 Enable ¥/ Hidden
Multiple SSID3 Enable ¥/ Hidden
broadcast(SSID) ® Enzble Disable

AP Isolation Enable '® Disable

MBSSID AP Isolation Enable '® Disable

BSSID 8C:19:2D:20:00:3C

Frequency (Channel) Auto v

HT Physical Mode

Operating Mode * Mixed Mode Green Field
Channel BandWidth 20 % 20/40

Extension Channel Auto ¥

WHT Option

WHT Bandwidth 20/40 '®g8p

Save | Cancel | Reboot

Security

Isolated
Isolated
Isolated

Isolated

Application

Max Client |16
Max Client |16
Max Client |16
Max Client |16

Administration

V1.0
point (AP) form a basic access device
(BSS), each computer in the BSS
must be configured with the same
BSSID.
Frequency Choose channel frequency.
In HT (High Throughput) Physical
HT Physical
mode setting allow for control of the
Mode
802.11n wireless environment.
Mixed Mode: In this mode packets
are transmitted with a preamble
compatible with the legacy
Operating 802.11a/g, the rest of the packet has a
Mode new format.
Green Field: In this mode high
throughput packets are transmitted
without a legacy compatible part.
Channel 20 Channel Width = 20 MHz
BandWidth 20/40 Channel Width = 20/40 MHz
Extension
Auto to choose extension channel
Channel(5GHz
frequency.
Only)
With IEEE 802.11ac
VHT
standard, very-high-throughput can
Option(5GHz
be configured to operate on the 5
Only)
GHz frequency band.
VHT
20/40 Channel Width = 20/40 MHz
BandWidth(5G
80 Channel Width = 80 MHz
Hz Only)
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4.7.2 Encryption

Open 2.4G (5G)/Security webpage to set the encryption of routers.

WAP-PSK/WAP2-PSK/WAPPSKWAP2PSK Choose one SSID from Off-premises

- : . . S— SSID Choice
Status Network Wireless 2.4GHz Wireless 5GHz Security 1 off-premises 2 and Premises

Basic Wireless Security WPS Station Info

Unless one of these encryption

WIFI s ity Setti . .
e modes is selected, wireless

Select SSID
SSID choice Wireless_APZO003E ¥ Security Mode transmissions to and from your
Wireless_AP200038" wireless network can be easily
Security Mode WPA-PSK v
oA intercepted and interpreted by
WPA Algorithms TKIP ® AES  TKIPAES unauthorized users.
Pass Phrase AR
Key Renewal Interval 3600 sec (0 ~ BE400) TKIP (Temporal Key Integrity
Access policy Protocol) provides per-packet key
Policy Disable *

add 2 station MAC [ The maximum rule count is 64 generation and is based on WEP.

)
AES (Advanced Encryption

WPA
Save | Cancel | Reboot Standard) is a very secure block
Algorithms
based encryption. With the "TKIP
and AES" option, the router
negotiates the cipher type with the
client, and uses AES when available.
Pass Phrase Security password
The amount of time before the group
Key Renewal
key used for broadcast and multicast
Interval
data is changed.
Select one of the four WEP keys, the
Default Key

key settings on the client network
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OPENWEP card also need to correspond to this.
Status Network Wireless 2. 4GHz Wireless 5GHz Security
Basic Wireless Security WPS Station Info WIFI Client
Set the WEP key. Select 64-bit key to
Please REBOOT to make the chanoes effective
WIFI Security Setting enter Hex is 10 characters, or ASCII
Select SSID WEP Keys code is 5characters; select 128-bit
SSID choice Wireless AP200038 ¥ .
\Wireless_AP200038" keys need to enter Hex is 26
Security Mode OPENWEP r characters, or ASCII is 13characters.
Wire Equivzalence Protection (WER)
Default Key WEP Key 1 ¥
WEP Key 1 R Hex 64bit Policy Select to Disable/Allow/Reject
WEP Key 2 EAEEARL AL Hex Edbit
WEP Keys
WEP Key 3 R Hex Bbit
WEP Key 4 ok ko Hex fbit
Access policy
Policy Disaple * | _ Add a station Use this section to add MAC
Add 3 station MAC [ The maximum rule count is 64 -
) MAC addresses to the list below.
Save | Cancel | Reboot
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4.8 Setting up WAN Failover

4.8.1 WAN Failover List

WAN Failover works in multiple outbound links to assure that you maintain Internet connectivity if a loss of connectivity occurs on one of
your WAN connections. If one of your ISP links goes down, WAN Failover will automatically route all traffic over the other WAN(s) until

service is restored.

Status Wireless 2.4GHz Wireless 5GHz S Security CDS-9070 allows failover of the default route to WAN

WAN LTE LAN VPN Port Forward DMZ DDNS QoS MAC Clone Routing L2

interfaces. This part of settings allows ranking each WAN
Connection Manager

interface in order of preferred usage for the default route.

Default Route Selection The default route will always be set to the highest-priority
Default Route Selection

connected WAN interface. The assignment changes as

Priority Mumber 1 WAN T

Priority Number 2 WIFIZ4G ¥ WAN interfaces connect or disconnect from the current
Priority Number 3 LTE v

Priority Number 4 WIFISG ¥ network.

Default Route Selection support WAN/ WiFi 2.4G/ LTE

Save | Cancel | Reboot

and WiFi 5.0G. WAN Failover list switch over from

Numberl (highest priority) to Number 4 (lowest priority).

The page 26 of 76
Revision Time: 2016-10-13



DI TaREMI e . :
W akoad ATL aria S Pe Copyright © 2016 - All rights reserved by DataRemote Incorporated
V1.0
4.8.2 Connection Manager
Enable this function, WAN Failover is
based on ping result. Disable this
Enable _ _ _
3 function, WAN Failover is based on
Status Wireless 2.4GHz | Wireless 5GHz Security each interface physical status.
WAN LTE LAN VPN Port Forward DMZ DDNS QoS MAC Clone Routing L2 Detect |nterval tlme for detectlng WAN
Connection Manager ;
Interval connection.
WAN Detection Probe Ping this
WAN Detection Probe .
WAN?’s Ping the IP address of WAN’s gateway.
Enzble Disable ¥
Detect Interval 300 (1-1000)sec Gateway
Ping this WAN's Gateway Disable *
Ping This IP 8.8.6.8 Ping this IP The IP address for ping detection
Force WAN Failover Disable T
Force WAN ) )
cave | Cancel | Reboot _ Enable to setup the re-try times for ping
Failover
Max Try
Times for Setup the re-try times for ping
Ping
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4.9 Register
4.9.1 Get the Accounts

CDS-9070 have 2 phone ports, you can use it to make SIP call, and before registering, you should get the SIP account from you administrator

or provider.

4.9.2 Connections

Connect CDS-9070 to the Internet properly

4.9.3 Configuration SIP from Webpage
Step 1.0pen SIP Account/Line 1 webpage, as the picture in the right side.
Step 2. Fill account which get from you administrator into Display Name parameter, Phone Number parameter, and Account parameter.

Step 3.Fill password which get from you administrator into Password parameter.

Step 4.Press ﬂl button in the bottom of the webpage to save changes.

Note: if there is Please REBOOT to make the changes effective! please press Reboot button to make changes effective.

Administration

Network Wireless 2.4GHz Wireless 5GHz Security Application

SIP Account

LEE Basic:
Basic Setup Set the basic informaztion provided by
your VolIP Service Provider, such as
) P— Outgoing Call without - Phone Number,Account, password,
Line Enable Disable ¥ Registration Disable ¥ SIP Proxy and so on.
Subscriber Information i . i
Audio Configuration:
Display Name Phone Mumber Select the zudio Codec you want to

Lse.
Account Passwiord
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4.9.4 View the Register Status

To view the status, please open Status webpage and view the value of register status. The value is registered like the following picture which

means CDS-9070 have registered normally and you can make calls.

S5IP Account Status

SIP Account Status
Fx5 1 S5IP Account Status Registered 627
Primary Server 192.168.10.1
Backup Server 192.168.10.1
FXS 2 SIP Account Status Disable
Primary Server 0.0.0.0
Backup Server 0.0.0.0
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4.10 Make Call

4.10.1 Calling phone or extension numbers

To make a phone or extension number call:

a) Both ATA and the other VolP device (i.e., another ATA or other SIP products) have public IP addresses, or

b) Both ATA and the other VolP device (i.e., another ATA or other SIP products) are on the same LAN using private or public IP addresses, or

c) Both ATA and the other VoIP device (i.e., another ATA or other SIP products) can be connected through a router using public or private IP

addresses.

To make a call, first pick up the analog phone or turn on the speakerphone on the analog phone, input the IP address directly, end with #.

4.10.2 Direct IP calls

Direct IP calling allows two phones, that is, an ATA with an analog phone and another VolP Device, to talk to each other without a SIP proxy. VolP
calls can be made between two phones if:

a) Both ATA and the other VolIP device (i.e., another ATA or other SIP products) have public IP addresses, or

b) Both ATA and the other VolP device (i.e., another ATA or other SIP products) are on the same LAN using private or public IP addresses, or

c) Both ATA and the other VolP device (i.e., another ATA or other SIP products) can be connected through a router using public or private IP

addresses.
To make a direct IP call, first pick up the analog phone or turn on the speakerphone on the analog phone, Input the IP address directly, with the end

“#.
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4.10.3 Call Hold

While in conversation, pressing the “*77” to put the remote end on hold, then you will hear the dial tone and the remote party will hear hold tone at
the same time.

Pressing the “*77” again to release the previously hold state and resume the bi-directional media.

4.10.4 Blind Transfer

Assuming that call party A and party B are in conversation. A wants to Blind Transfer B to C:
Step 1.Party A dials “*78” to get a dial tone, then dials party C’s number, and then press immediately key # (or wait for 4 seconds) to dial out.

Step 2.A can hang up.

4.10.5 Attended Transfer

Assuming that call party A and B are in conversation. A wants to Attend Transfer B to C:
Step 1.Party A dial “*77” to hold the party B, when hear the dial tone, A dial C’s number, then party A and party C are in conversation.
Step 2.Party A dial “*78” to transfer to C, then B and C now in conversation.

Step 3.If the transfer doesn’t success, then A and B in conversation again.

4.10.6 Conference
Assuming that call party A and B are in conversation. A wants to add C to the conference:
Step 1.Party A dial “*77” to hold the party B, when hear the dial tone, A dial C’s number, then party A and party C are in conversation.

Step 2.Party A dial “*88” to add C, then A, B and C now in conference.
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5 Web Configuration

This chapter will guide users to execute full configuration through admin mode operation.

5.1 Login

Step 1.Connect the LAN port of the router to your PC
Step 2.0pen a web browser on your PC and type in http://192.168.1.1. The window will ask for typing username and password. And you

can choose language, too.

Da ERE MOE When login successfully, the

MOVING DATA OVER WIRELESS Webpage ShOWS the bas|C

information about the router, such

as the current WAN IP, DNS server
Username
Password Login IP, WAN port connection mode,

WAN link status, wireless SSID,

wireless channel and F/W version

Step 3.Please type “admin/Passwordl1” on Username/Password for administration operation. Now, the Main Screen will appear like below.
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5.2 Status

This webpage shows the status information about

product information, Network and system.

It shows the basic information of the product, such as
product name, serial number, MAC address, hardware

version and software version.

It also shows the information of Link Status, WAN Port

Status, and LAN Port Status.

And it shows the current time and the running time of

the product.

The picture in the right side is the CDS-9070’'s Status

webpage.

Copyright © 2016 - All rights reserved by DataRemote Incorporated

V1.0
Internet{WAN) MAC Address 8C:19:20:20:00:99
PC(LAN) MAC Address 8C:19:2D:20:00:98
Hardware Version V2.2
Loader Version V3.14{Aug 10 2016 17:31:23)
Firmware Version V3.10{201608181845)
Serial Number 501629
LTE Status
LTE Status
SIM Status SIM Active
1IMEI Code 014339000022554
IMSI Code 310410718976505
1CCID 89014103277189765055
Hardware Model SIMCOM_SIM7100A
Software Version 453480351M71004
Signal Strength Wil
RSSI -69 dBm
Subscriber Number UNKNOWN
Service Provider ATET
Service Type LTE
registration status registered, home network
Connection Status Connected
Frequency BAND2 U:1850-1910MHz D:1930-1950MHz
Channel 750
RSRQ -72
Data Rate Up 0 kbit/s Down 0 kbit/s
Send/Recived 5.008KB / 2.1014 KB
1P Address 10.33.192.170
Subnet Mask 255,255.255.252
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5.3 Network

You can configuration the WAN port, LAN port, DDNS, Multi WAN,DMZ, MAC Clone,Port Forward and so on in these two bars.

5.3.1 WAN

This page allows you to set WAN configuration with different modes. Use the Connection Type drop down list to choose one WAN mode and then
the corresponding page will be displayed.

Static IP:

You will receive a fixed public IP address or a public subnet, namely multiple public IP addresses from your DSL or Cable ISP service
providers. In most cases, a Cable service provider will offer a fixed public IP, while a DSL service provider will offer a public subnet. If you

have a public subnet, you could assign an IP address to the WAN interface.

Status Wireless 2.4GHz Wireless 5GHz 5 XS WAN IP Mode The mode for obtain IP address
WAN LTE LAN VPN  PortForward DMZ MAC Clond :
LAN Connection
WAN Failover Connection Manager Select to NAT or Bridge
Mode
INTERNET
IP Address Type the IP address
WAN
VAN TF Mode Sratic v Subnet Mask Type the subnet mask
LAM Connection Mode HAT ¥
Static Default Gateway Type the gateway IP address
IP Address 192.168.10.104
Subnet Mask 255.255.255.0 DNS Mode Set the DNS Mode from Auto and Manual
Default Gateway 192.168.10.1 :
1S Mod ——— Primary DNS _ _
DS Mode Manua Type in the primary IP address for the route
Primary DNS 192.168.10.1 Server
Secondary DMNS . L.
Secondary DNS Type in secondary IP address for necessity in
Server the future
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It is not necessary for you to type any IP address manually. Simply choose this type and the system will obtain the IP address automatically

from DHCP server.

WAN Faillower Connection Manager

INTERNET

WAN

WWAM IP Mode

LAM Connection Mode
DHS Mode

Primary DMNS
Secondary DMNS

DHCP
MAT

Manuzal

WAM Port Forward

L

L

L

WAN IP Mode

The mode for obtain IP address

LAN Connection

Select to NAT or Bridge

Mode
Set the DNS Mode from Auto and Manual,
If user choose manual, you should fill the
DNS Mode primary DNS address and Secondary DNS
address into Primary DNS Address and
Secondary DNS Address.
Primary DNS
Type in the primary IP address for the route
Server
Secondary DNS Type in secondary IP address for necessity in
Server the future

PPPoE:

PPPoE stands for Point-to-Point Protocol over Ethernet. It relies on two widely accepted standards: PPP and Ethernet. It connects users

through an Ethernet to the Internet with a common broadband medium, such as a single DSL line, wireless device or cable modem. All the

users over the Ethernet can share a common connection.

PPPOE is used for most of DSL modem users. All local users can share one PPPoE connection for accessing the Internet. Your service

provider will provide you information about user name, password, and authentication mode.
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WAN IP _
The mode for obtain IP address
Mode
LAN
Connection Select to NAT or Bridge
Mode
Set the DNS Mode from Auto and Manual,
Wireless 2.4GHz T — XS X If user choose manual, you should fill the primary DNS
DNS Mode ) ]
WAN LAN Port Forward  DMZ , address and Secondary DNS address into Primary DNS
WAN Falover  Connection Manager Address and Secondary DNS Address.
Primary DNS _ _
INTERNET Type in the primary IP address for the route
Server
WAN
VUAN TB W v Secondary
WAN TP Mode PPPOE Type in secondary IP address for necessity in the future
LAN Connection Mode NAT ¥ DNS Server
DNS Mod futa ¥
o = PPPOE _ o _
Primary DHNS Assign a specific valid user name provided by the ISP
Secondary DMS Account
PPPOE PPPoE _ _ _
PPPOE Account ract password Assign a valid password provided by the ISP
PPPoE Password sesssesses
CDI‘lﬂrl‘ﬂ P'EIS-E.'.."».'Drd [TYTTrT T YY Confirm .
_ Input the password again
Service Mame Password
Leave empty to autodetect
Operation Mode Keep Alive ¥ Service Name The destination of PPPOE server, Leave empty to auto
Keep Alive Redial Period(0-3600s) 5 detect.
Operation _
Select to Keep Alive, On Demand or Manual
Mode
Keep Alive
Redial
The interval time for redialing up
Period(0-3600
s)
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5.3.2 LAN

LAN Port:

The most generic function of router is NAT. What NAT does is to translate the packets from public IP address to local IP address to forward the right

packets to the right host and vice versa.

Wireless 2.4GHz
WAN LTE LAN VPN

Connection Manager

PC Port(LAN)
PC Port(LAN)

Local IF Address

Local Subnet Mask

Local DHCP Server

DHCP Start Address

DHCP End Address

DNS Mode

Primary DNS

Secondary DNS

Client Lease Time(0-86400s)

DHCP Static Allotment

Port Forward

DMZ DDNS QoS

Wireless 5GHz

MAC Clone

192.168.1.1
255.255.255.0
Enzble ¥
192.168.1.2
192.168.1.[254
Auto ¥
192.168.1.1
192.168.1.1
86400

DHCP Client List

Security

Routing

Local IP Address

Type in local IP address for connecting

to a local private network

Local Subnet Mask

Type in an address code that

determines the size of the network.

Local DHCP Server

If or not enable DHCP server.

DHCP Starting
Address

Enter a value of the IP address pool for
the DHCP server to start with when

issuing IP addresses.

DHCP Ending Address

Enter a value of the IP address pool for
the DHCP server to end with when

issuing IP addresses.

DNS Mode

Set the DNS Mode from Auto and

Manual.

1
2
3

DNS Proxy

Save

Enzble ¥

Cancel | Reboot

Primary/Secondary

DNS

Input the primary or secondary DNS IP

address.

Client Lease Time

It allows you to set the leased time for

the specified PC.

DHCP Client List

Check which LAN devices are

currently leasing IP addresses.

DHCP Static Allotment

Specify to reserve DHCP addresses.

DNS Proxy

allows clients to use a device as a DNS

Proxy server
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5.3.3 VPN/L2TP
VPDN

Status Wireless 2.4GHz Wireless 5GHz Security VPN Enable Enable PPTP or L2TP VPN Client
RG] [NEIEN [RERNR | V™ | ECEEDTI NENEY REOTEN RO0S precties) Ry e Initial Service IP VPN server IP address
Connection Manager

User Name The account for authentication
VPN Settings

Administration Password The password for authentication
VPN Enzble PPTP ¥ i
o The remote virtual IP as default
Initial Service IP VPN As Default Route
User Name gateway .
Password Stateless encryption provides a lower
VPN As Default Route Disable ¥
MPPE Stateful Disable ¥ MPPE Stateful(PPTP level of performance, but will be more
Require MPPE Diszble ¥ Only) reliable in a lossy network
environment.

Status Wireless 2.4GHz Wireless 5GHz Security enable MPPE (MiCFOSOﬂZ
e R e el | ReqUire MPPE(PPTP Point-to-Point Encryption). It’s a
Connection Manager A

Only) protocol for encrypting data across
VPN Settings PPP and VPN links.

Administration
VPN Enzble LaTP ¥ L2TP Tunnel Name Enter L2TP Tunnel Name.
Initial Service IP
User Name
F'ESE'.I"."Ul'd FEEEEERERE
L2TP Tunnel Mame
L2TP Tunnel Password Enter L2TP tunnel password in this
VPN As Default Route Disable * L2TP Tunnel Password item
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L2TP Server
L2TP Server Enable Select to enable L2TP server.
Status Wireless 2.4GHz Wireless 5GHz Security
_ Local IP Address Set the IP address of L2TP server.
WAN LTE LAN VPN Port Forward DMZ DDNS QoS MAC Clone Routing L2
Connection Manager Set the IP pool start IP address which
Pool Start Address _ _ _
will assign to the L2TP clients.
L2TP Server
Basic Settings Set the IP pool end IP address which
o Enshl e v Pool End Address _ ) _
L2TP Server Enzble Diszble will assign to the L2TP clients.
Local TP Address 10.0.0.1
Pool Start Address 10.0.0.2 Maximum Transmission Unit. It is the
Pool End Address 10.0.0./254 identifi fth B i "
i identifier of the maximum size o
Max MTU 1500 Max MTU
Max MRU 1500 packet, which is possible to transfer in
a given environment.
Secrets
| Maximum Receiving Unit. It is the
identifier of the maximum size of
User Name Max MRU . . . . .
Password packet, which is possible to receive in
=1 a given environment.
Set the username which will assign to
User Name
Save | Cancel | Reboot L2TP client.
Set the password which will assign to
Password
L2TP client.
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IPsec Connection
IPSec Connection List The connection status of IPSec VPN
Wireless 2.4GHz Wireless 5GHz Security

WAN LTE LAN VPN PortForwad DMZ DDNS QoS  MACCome  Routng L2 IPSec Connection Select the specify VPN
Connection Manager . ]

Connection Name The name of this IPSec VPN
VPN Settings .

o IPSec Enable Select to enable or disable IPSec VPN
Administration

VPN Enzble Disable ¥ ] .

Interface Select the interface for encryption
IPsec Connection List

| | IPSec Networking Type The connection type of networking
IPSec
IPSec Connection o The authentication method of IPSec
Authentication Type
VPN
IPSec Connection 1 IPSEC_COMNECTION « Delete Connect
Connection Hame admin PSK The secret of IPSec VPN
IPSec Enable Disable -
Interface Any-WAN M
IPsec Networking Type Site to Site v Select the local ID type for IKE
Authentication Type PSK ~ LOC&' ID Type ..
PSK Fecceemeo negotiation
Local ID Type Default
Local WANs P Address / FQDN Local WANSs IP Local IP address or domain name for
Remote ID Type Default o
Remote WANS IP Address / FQDN Address/FQDN IKE negotiation
Local LAM TP Address/ Subnet Mask
Length Select the remote ID type for IKE
Remote LAN IP Address/ Subnet Mask Remote ID Type
Length negotiation
Policy Protocaol 12tp *
Encapsulated Mode tunnel Remote WANSs IP the address of remote side IPSec VPN
MAT Enzble Enzble -
The First Phase
Mode i tode v Address/FQDN server
Encryption Algorithm JDES - Local LAN IP Address/
g};;i'ﬁ;lmﬂr'gg':) srou ET;;;Z'[NHW . IPSec local protected subnet’s address.
T Subnet Mask Length

SA Lifetime of Phase 1 10800 9
bPD Disable* Remote LAN IP
The Second Phase IPSec remote protected subnet’s
Encryption Algorithm 3DES - Address/ Subnet Mask
Integrity Algorithm SHA-1 - address.
SA Lifetime of Phase 2 3600 Length
PFS Enzble -

Policy Protocol The policy protocol for encryption
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Encapsulated Mode Select the security protocols

Enable NAT Traversal for IPSec. This
NAT Enable item must be enabled when router

under NAT environment.

Select from “Main” and “aggressive”
Mode for the IKE negotiation mode in phase

1.

Select Encryption Algorithm to be
Encryption Algorithm

used in IKE negotiation.

Select Integrity Algorithm to be used
Integrity Algorithm

in IKE negotiation.
Diffie-Hellman (DH) Select Diffie-Hellman Group to be
Group used in key negotiation phase 1.
SA Lifetime of Phase 1 Set the lifetime in IKE negotiation.

Set the interval after which DPD is
DPD Time Interval(s) triggered if no IPSec protected packets

is received from the peer.
DPD Timeout(s) Set the timeout of DPD packets.

Select Encryption Algorithm to be
Encryption Algorithm

used in IPSec SA negotiation.

Select Integrity Algorithm to be used
Integrity Algorithm

in IPSec SA negotiation.

Set the lifetime in IPSec SA
SA Lifetime of Phase 2

negotiation

Enable or disable PFS. (Perfect
PFS Forward Secrecy)PFS will ensure the

same key will not be generated again
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5.3.4 DMZ/Port Forward
DMZ
Sr:‘ I'J"J'il‘ElE_"-'S 24':1H3 I'J".l'il‘ElE_"_!E 5|:.|H: DMZ Enable If Or nOt enable DMZ.
VAN LTE LAN VPN Port Forward DMZ 2 QoS MAC Clone Port § Enter the private IP address of the
WAM Failover Connection Manager DMZ Host IP Address DMZ host
Please REBOOT to make the changes effective!
Demilitarized Zone (DMZ) Get the current PC’s IP address
DHZ Setting Get Current PC IP automatically, this IP address would be
DMZ Enzble Enzble ¥ h
DMZ Host IP Address 192.168.1.9 Get Current PC IP used as DMZ host.
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Port Forward

WAN LTE LAN VPN

Port Forward DMZ DDNS QoS MAC Clone Routing L2TP WAN Failover

Connection Manager

% | mmer | waiies | pormme | ool |

| Delete Selected | | Add | Edit |

Port Forwarding
Comment

IP Address

Port Range

Protocol TCP&UDP ¥
( The maximum rule count is 32 )

Apply Cancel

Virtual Servers

Mo ] Comment | PAddress | PublicPot ] PrivatePort ] __Protocol |

| Delete Selected | | Add | Edit |

Virtual Servers
Comment

IP Address

Public Port

Private Port

Protocol TCP&UDP ¥

( The maximum rule count is 32 )

Apply Cancel

Friendly IP

I TV YN I D D

| Delete Selected | | Add | Edit |

Friendly IP
IP Address

( The maximum rule count is 32 )

Apply Cancel

Reboot

Port Forwarding

Assign a meaningful name for port

Comment

forwarding.
IP Address The IP address in LAN side

The port range for LAN host, from 1 to
Port Range

65535

Select from “TCP”, “UDP” or
Protocol

“TCP&UDP”

Virtual Servers

Assign a meaningful name to the

Comment )

virtual server.

The IP address of the system on your
IP Address internal network that will provide the

virtual service.

The port that will be accessed from the
Public Port

Internet.

Private Port

The port that will be used on your

internal network.

Select from “TCP”, “UDP” or

Protocol

“TCP&UDP”

The IP address allow to access from
Friendly IP

WAN side.
IP Address The IP address of friendly IP

V1.0
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Select the DDNS service which you
Status Wireless 2.4GHz Wireless 5GHz Security Dynamic DNS Provider
have established an account with.
WAN LTE LAN VPN Paort Forward DMZ DDNS QoS MAC Clone Routing L2
Connection Manager Enter account that DDNS server
Account )
provided.
DDNS Setting
DDNS Setting Enter password that DDNS server
Password
Dynamic DNS Provider None v provided.
Account -
pESSWDI'd EERERERREE Enter the DDNS Domaln name OI’ IP
DDNS URL
DDMS URL address
Status NONE '
ey ey Status Show current status of DDNS
5.3.6 QoS
QoS Enable Select to enable QoS function
Upstream Prescribe uplink speed of router.
Status Wireless 2.4GHz Wireless 5GHz Security Application Administration DownStream Prescribe downllnk Speed Of rOUter-
WAN LTE LAN VPN Port Forward DMZ DDNS Qos MAC Clone Routing L2TP WAN Failover )
P— Set server name of the service that you
Name

QoS setting

Qo5 setting
QoS Enable Disable ¥
Upstream (0-102400)kbit/s

Downstrezm (0-102400)kbit/s

Save Cancel

want to set it with QoS Control.

Enter source IP address of the user (for
Source IP Address example, PC) who you want to set it

with QoS Control.

Enter destination IP address of the user
Dest IP Address (for example, PC) who you want to set

it with QoS Control.

Protocol Select from TCP /UDP /ICMP
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Source port range of the service that
Src.Port Range
you want to set it with QoS Control.
Destination port number of the service
Dst.Port Range that you want to set it with QoS
Control.
Physical Port Select from WAN/LAN
set the Differentiated Services Code
J ‘ | [ M ) ) (] [ DSCP Point (DSCP) values in Quality of
elete Selected | Add .
Classifier Settings — : SerVICe (QOS)
Name
condition 802.1p is an IEEE standard that
ZZ;:E fdjfi:ss describes mechanisms to prioritize
Protocol v 8021p
Physical Port v traffic and perform dynamic multicast
DsCp
802.1p filtering.
WVLAN ID
Action When configuring a VLAN tag-based
emark
:k :jip QoS policy map, the router applies the
Remark VLAN_ID VLAN ID i
Priotity v policy to one Ethernet port and only to
Drop Yes  '® No
Rate Limit (1-102400)kbit/= the VLANS on that particular port.
Save | Cancel
Remark DSCP Remark DSCP Tag
Remark 802.1p Remark 802.1p Tag
Remark VLAN_ID Remark VLAN_ID Tag
Select from voice (VO), video (VI),
Priority
best effort (BE), and background (BK)
Drop Select to Drop or not drop the packet
Rate Limit Limit the speed of this rule
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5.3.7 MAC Cilone

Some ISPs will require you to register your MAC address. If you do not wish to re-register your MAC address, you can have the router clone the
MAC address that is registered with your ISP. To use the Clone Address button, the computer viewing the Web-base utility screen will have the

MAC address automatically entered in the Clone WAN MAC field.

Status Wireless 2.4GHz | Wireless 5GHz MAC Address Clone Select to enable or disable

WAN

LTE

LAN

VP

Port Forward

WAN Failover

Connection Manager

DmMZ

MAC Address

The MAC address for clone

Please REBOOT to make the changes effectivel
MAC Address Clone

MAC Address Clone clone the currently PC MAC address

Get Current PC MAC

MAC Address Clone Enzble *

to router’s Internet port automatically

MAC Address 00:24:1d:96:20:57 Get Current PC MAC
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5.3.8 Routing

o The IP address of packets that will take
Destination _
this route.
Status Wireless 2.4GHz Wireless 5GHz SIP XS X52 Security
: Host/Net Select the Host or Networking
WAN LTE LAN VPN Port Forward DMZ DDNS Qos MAC Clone Routing L2
Connection Manager Specifies the next hop to be taken if
Gateway ) )
Static Routing Settings this route is used.
Add a routing rule Specifies the interface LAN/
Destinati Interface
estintion INTERNET/ VOICE/ TR069/ VPN

Host/Net Host ¥

Gateway

Interface Lay v

Comment

Apply Reset
) ) Comment Set comment of this routing.
Current Routing table in the system
| | | | | |
Delete Selected Reset
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5.4 Wireless
5.4.1 Basic
Radio On/Off Select to enable or disable wireless.
Wireless Select to AP or Client. WiFi Client
Connection Mode would be option for Active WAN.
Choose one network mode from the
Network Mode _
drop down list.
Multiple SSSD Set more wireless network.
Status Network Wireless 2.4GHz Wireless 5GHz Security Application Administration
Basic Wireless Security WPS Station Info
Broadcast(SSID) Broadcast or hide the SSID
Basic Wireless Settings
Wireless Network . B
o Onoft i o Prevents one wireless client
Wireless Connection Mode AT B . . . .
Network Hode 11b/a/n mixed mods ¥ AP Isolation communicating with another wireless
Multiple SSID Wireless_AP200038 | Enable ¥ Hidden Isolated Max Client |16 .
Multiple SSID1 Enzble ¥ Hidden Isolated Max Client |16 Cllent'
Multiple SSID2 Enzble ¥ Hidden Isolated Max Client (16 . R
Multiple SSID3 Enzble ¥ Hidden Isolated Max Client |16 MBSSI D AP Other Cllents OUtSIde the AP can nOt
broadcast(S51D) * Enabl Disabl - H H
2P Tolaton entle ® Dl Isolation access the clients under this AP
MBSSID AP Isolation Enzble '® Disable . .
BSSID 8C:10:2D:20:00:38 A group of wireless workstations and
Frequency (Channel) Auto v
e | o a wireless local area network access
perating Mode * Mixed Mode Green Field
Channel BandWidth 20 '™ 20040 - H H
point (AP) form a basic access device
— BSSID )
Save | Cancel ] Reboot (BSS), each computer in the BSS
must be configured with the same
BSSID.
Frequency Choose channel frequency.
_ In HT (High Throughput) Physical
HT Physical _
mode setting allow for control of the
Mode _ _
802.11n wireless environment.
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Mixed Mode: In this mode packets
are transmitted with a preamble
Status Network Wireless 2.4GHz Wireless 5GHz Security Application Administration Compatible Wlth the |egacy
ol | o _ 802.11a/g, the rest of the packet has a
— . Operating Mode
Basic Wireless Settings new format.
Wireless Network
Radio On/Off Radio On ¥ Green Field: In this mode high
Wireless Connection Mode AP Y
Network Mode LIVt AGAN/A v throughput packets are transmitted
Multiple SSID Wireless_5G200038 | Enzble ™ Hidden Isolated Max Client |16 . .
Multiple 55ID1 Enable ¥ Hidden Isolated Max Client |16 WIthOUt a |egaCy Compatlble part'
Multiple 551D2 Enable ¥/ Hidden Isolated Max Client |16 i
Multiple SSID3 Enable @ Hidden [ Tsolated [ Max Client|16 Channel 20 Channel Width = 20 MHz
o e e BandWidth 20/40 Channel Width = 20/40 MHz
MBSSID AP Isolation Enable '® Disable
BSSID 8C:19:2D:20:00:3C Extension .
Frequency (Channel) Auto v Auto to choose extension channel
HT Ph*,..rsical Mode Chan nEI(SGHZ
Operating Mode ® Mixed Mode ' Green Field frequency.
Channel Bandwidth 20 '® 20040
Extension Channel Auto ¥ Only)
WHT Option -
A 210 @30 With IEEE 802.11ac
VHT )
standard, very-high-throughput can
Save | Cancel | Reboot Opt|0n(5G HZ -
be configured to operate on the 5
Only)
GHz frequency band.
VHT )
20/40 Channel Width = 20/40 MHz
BandWidth(5GHz _
80 Channel Width = 80 MHz
Only)
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5.4.2 Security

Open 2.4G (5G)/Security webpage to set the encryption of routers.

Choose one SSID from Off-premises
SSID Choice ) )
1, off-premises 2 and Premises.
Unless one of these encryption
WAP-PSK/WAP2-PSK/WAPPSKWAP2PSK modes is selected, wireless
Network Wireless 2.4GHz Wireless 5GHz Security . transmissions to and from your
Security Mode _ ]
Basic Wireless Security WPS Station Info wireless network can be easily
intercepted and interpreted by
WIFI Security Setting ]
unauthorized users.
Select SSID
SSID choice Wireless_AP200038 ¥ TKIP (Temporal Key Integrity
"Wireless_APZ00038" . }
security Mode WPAPoK = Protocol) provides per-packet key
generation and is based on WEP.
WPA
WPA Algorithms TKIP ® AES  TKIPAES AES (Advanced Encryption
Pass Phrase Rk
Key Renewsl Interval 3600 sec (0 ~ 86400) WPA Algorithms Standard) is a very secure block
A i based encryption. With the "TKIP
ccess policy
Policy Diseble ¥ | | and AES" option, the router
Add 3 station MAC [ The maximum rule count is 64 _ _ _
) negotiates the cipher type with the
client, and uses AES when available.
Save | Cancel | Reboot
Pass Phrase Security password
The amount of time before the group
Key Renewal _
key used for broadcast and multicast
Interval )
data is changed.
Select one of the four WEP keys, the
Default Key
key settings on the client network
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card also need to correspond to this.

OPENWEP

Wireless 2.4GHz

Wireless 5GHz

Security

Set the WEP key. Select 64-bit key to

Basic Wireless Security WPS Station Info WIFI Client

enter Hex is 10 characters, or ASCI|I

Please REBOOT to make the changes effective WEP Keys code is 5characters; select 128-hit
R A EEN keys need to enter Hex is 26
Select S5ID .
, : characters, or ASCII is 13characters.
SSID choice Wireless_AP200038 v
"Wireless_aAP200038"
Security Mode OPEMNWEP r A . B
Policy Select from Disable/Allow/Reject
Wire Equivalence Protection (WEP)
Default Key WEP Key 1 ¥
WEP Key 1 Hk w Hex ¥ 64bit ¥
WEF Key 2 Hex ¥ 64bit
WEP Keys
WEF Key 3 Hex ¥ 64bit ¥
WEP Key 4 Hex ¥ 64bit
Access policy Add a station Use this section to add MAC
Policy Diszble ¥ .
MAC addresses to the list below.

add = station MAC [ The maximum rule count is 64

Save | Cancel | Reboot

5.4.3 WPS

WPS (Wi-Fi Protected Setup) provides easy procedure to make network connection between wireless station and wireless access point (vigor
router) with the encryption of WPA and WPA2.

It is the simplest way to build connection between wireless network clients and vigor router. Users do not need to select any encryption mode and
type any long encryption passphrase to setup a wireless client every time. He/she only needs to press a button on wireless client, and WPS will

connect for client and router automatically. Press button less than 5s for 2.4G, press button between 5 to 10s for 5.0G.
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WPS Config If or not enable WPS.
Status Network Wireless 2.4GHz Wireless 5GHz SIP Security WPS Summary The status for Current connection,
Basic  WirlessSecurity ~ WPS | Station Info SSID and so on
PIN: In the following PIN options, fill
Plezse REBOCT to mazke the changes effective
WPS Setting in the PIN code of the client (wireless
WPS Config card, etc.) that needs to be accessed,
WPS | Enable .
Apply and then click Apply.
WPS Progress
WPS Summary PBC: PBC mode There are two ways
WPS Current Status Idle to start, you can directly press the PBC
WPS Configured Yes
WPs s5ID Wireless_AP200038 button on the hardware, or select to
WPS Progress PBC mode, and then click Apply.
WPS Mod L]
ol o P e There are three WPS states:
PRIy
WSC: Idle state is idle
WPS Status
WsCdle WSC: Start WSC Process Status is to
WPS Status _
p start sending messages
e WSC: Success: If a client accesses an
AP, the WPS connection succeeds
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5.4.4 Station list
Status MNetwork Wireless 2.4GHz Wireless 5GHz Security
Basic Wireless Security WPS Station Info
Wireless Status
Wireless Status . . .
You could monitor stations which
Current Channel Channel 11
Wireless_AP200038 £C:19:2D:20:00:38 associated to this AP here.
Wireless Network
Wireless Network
|
5.4.5 Client
Enable WiFi Client would be one option for WAN Failover, select as the default route.
Connection Status Current WiFi Client connect status
Status Network Wireless 2.4GHz Wireless 5GHz Security
Select one SSID and press the button,
Basic Wireless Security WPS Station Info WIFI Client Connect
enter the password for the SSID.
Please REBOOT to make the changes effective
Refresh Refresh the SSID scan result
Wireless Connection
Wireless Connection
Connection Status Disconnected
Dolphin WPAIPSK AES il Add Add one new/hidden SSID manually
TP-LINK_2&4A7 WPA1LPSK/WPAZPSK AES lili;
2322 WPALPSK/WPAZPSK AES lili;
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TP-LINK_CD28 WPALPSK/WPAZPSK AES iii
HIWIF_1103 WPALPSK/WPAZPSK AES il
| Save | Cancel | Reboot |
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5.5 Phone
5.5.1 VoIP QoS

QoS services can improve the quality of

Status Network Wireless 2.4GHz Wireless 5GHz Security voice applications. The default value is

SIP Q0S(0-63)

46, and the range of values can be set

Dial Plan Blacklist

VeIP QoS Call Log

from 0 to 63.

QoS Settings

ver 3. QoS Once Multi-WAN port is enabled, select
SIP QoS(0-63) 46 . .
RTP QoS(0-63) 46 the corresponding voice PPPOE server

RTP QoS(0-63)
VID, the devices under the same VLAN

Sne ] Cad | Echont can transmit voice data.

5.5.2 Dial Plan

Dial Plan Select to enable or disable
Network Wireless 2.4GHz Wireless 5GHz Security . .
Unmatched Policy Select from Accept or Reject
VaIP QoS Dial Plan Blacklist call Log
T FXS Select the FXS port
General Fill in the expression of digital map,
Dizl Plan Disahle ¥ Dlgltal Map
Unmatched Policy | Accept ¥ please refer to the digital map syntax.
| | ‘ ‘ | ‘ — ‘ Select the match action of the digital map,
Pe pelr Deny means the device will reject the
Digit Map
Action Deny ¥ Action matching number dialing, and Dial Out
OK || Cancel means the device can dial out the
Save | Cancel | Reboot matChing number
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5.5.3 Blacklist
SIp
VeIP QoS Dial Plan Blacklist Call Log
Blacklist Upload && Download |
Blacklist Upload && Download You can upload or download the phone
Local File BRI | SRR AT book, blacklist.
Upload CsV | Download CSV |
Blacklist
T N
5.5.4 Call Log
Redial List |
m_ pratin | ® |y
03/1309:13 00:00:01 |_

2 550 08/13 15:56 00:00:03 |_

3 550 03/13 16:00 00:00:07 |_
4 1001 03/13 16:12 00:00:01 |_

5 550 03/13 16:12 00:00:08 r ] ] .

On this page, users can view replay lists
[} 550 08/13 16:16 00:00: 10 I
7 s5p 08/13 16:32 00:00:55 r (outgoing calls), received calls, and missed
8 550 08/13 16:38 00:00: 22 r calls.
9 550 03/13 17:06 00:00:22 |_
10 550 08/13 17:07 00:01:01 |_
Answered Calls |
m_ _EI
03/1309:13 00:00: 15
2 015910695571 08/13 09:58 00:03:44 I_
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5.6 SIP Account
5.6.1 FXS1/2 SIP Account

Line Enable Select to enable or disable Line
ciatue | metwork 1 wirelees 2. 4ct | wireloss scre 1 s —— Outgoing Call without _ _ _
Status MNetwork Wireless 2.4GHz Wireless 5GHz 5 Security - - Select to enable or disable this function
SIP Account Registration
Display Name The display name of this SIP number
Basic :
; The phone number provided by SIP
Basic Setup Phone Number
Line Enzble Diszable ¥ gé';?;ligﬁn?” without Disable ¥ server
Subscriber Information The account provided by SIP server for
Account
Display Name Phone Number authentication
Account Password .
The password provided by SIP server for
Password o
authentication
5.6.2 FXS1/2 Audio Configuration
Audio Codec Type Select the appropriate encoding
G.723 Coding Speed Select from 5.3kbps or 6.3kbps
Audio Configuration
Codec Setup Packet Cycle(ms) Set the RTP packetization period. The
Audio Codec Type 1 G.711U ¥ Sudio Codec Type 2 G7114 ¥ default configuration is 20ms
Audio Codec Type 3 G729 ¥ Audio Codec Type 4 G722 r
Audio Codec Type 5 G723~ Audio Codec Type & G726-32 ¥ Silence Supp Mute enable
G.723 Coding Speed 5.3k bps ¥ Packet Cycle(ms) nr Echo Cancel Echo C llati . bled by defaul
Silence Supp Diszble * Echo Cancel Enzble ¥ cho Cancellation Is enable y etault
Auto Gain Control Disable ¥ Use First Matching Vocoder Disable v - . .
in 2000K SDP Auto Gain Control Used to automatically adjust the speech
- Packet Cycle Follows "
Codec Priority Remote ¥ . Disable ¥ o
Remote SDF level of an audio signal to a
predetermined value.
Use First Matching Select to enable or disable
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FAX Configuration Vocoder in 2000K SDP
FAX Mode T38 ¥ ByPass Attribute Value fax/modem v .
T.38 CNG Detect Enzble | Disable ¥ T.38 CED Detect Enzble | Enable ¥ Codec Priority Select from local or remote
gpmd zttribute Enable Disable * T.38 Redundancy Diszble *
Max Fax Rate 14400 ¥ Packet Cycle Follows
Select to enable or disable
Remote SDP
FAX Mode Select from T.30/ T.38/ ByPass
ByPass Attribute Value Select from fax/modem or
X-fax/X-modem
T.38 CNG Detect
Select to enable or disable
Enable
T.38 CED Detect )
Select to enable or disable
Enable
gpmd attribute Enable )
Select to enable or disable
T.38 Redundancy Select to enable or disable
Max Fax Rate Select from 14400/ 9600/ 4800
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5.6.3 FXS1/2 Supplementary Service Subscription

Call Waitin .
g Select to enable or disable
Hot Line Fill in the hotline number. After the
subscriber is set up successfully, the
hotline number will be automatically
Supplementary Service Subscription
s ) dialed immediately after off-hook
upplementary Services
call Waiting Enzble ¥ Hot Line MWI Enable Enable WMI (Message Waiting
MWI Enzble Enzble Woice Mailbox Numbers . . . i .
MWI Subscribe Enzble Disable ¥ VMWI Serv Enzble * Indlcatlon), enable this function if you
DND Disable ¥ want to use voicemail
Speed Dial Voice Mailbox Numbers | £jj| in the voicemail code provided by
Speed Dial 2 Speed Dial 3 your ISP
Speed Dial 4 Speed Dial 5 -
Speed Dial 6 Speed Dial 7 MW1 Subscribe Enable Select to enable or disable
Speed Dial 8 Speed Dial 9
VIMWI Serv Select to enable or disable
DND After nable this option, any phone call
can not be dialed in, default is disable.
Dial
Speed Dia Pre-set the phone number for Fast call
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5.7 Security
5.7.1 Filtering Setting

Filterin .
g Select to enable or disable
Status Network Wireless 2.4GHz Wireless 5GHz Application Administration DefaUIt POlle Se|eCt from Drop or ACCpet
Filtering Setting Content Filtering
Interface
Basic Settin Select from LAN or WAN
gs
Basic Settings
Mac address . I
Filtering Dissble v Fill MAC address for Filtering control
Default Policy Drop ¥
The packet that don't match with any rules would be Drop Dest IP Address Fl” Destination IP address for Fllterlng
Save Cancel
control
IP/Port Filter Settings
Source IP Address . T
Interface Lan_ v Fill source IP address for Filtering control
Mac address
Dest IP Address Protocol
Source Ip Address Select from TCP/ UDP /ICMP
Protocol NONE ¥
Dest. Port Range : Dest. Port Range Fill Destination port range for Filtering
Src Port Range -
Action Accept ¥ COﬂtI‘0|
Comment
( The maximum rule count is 32 ) S
rc Port Range . L
save| [canca g Fill source port range for Filtering control
Current MAC/IP/Port filtering rules in system Action Select from Accept or Drop
I o o o N O T

Fill the comment for this filtering rule
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5.7.2 Content Filtering
Filtering Select to enable or disable
Status MNetwork Wireless 2.4GHz Wireless 5GHz .
_ _ _ Default Policy Select from Drop or Accpet
Filtering Setting Content Fltering
: : Local File Select the local file for upload
Basic Settings
i i Current Webs URL . . )
faslc Setmings : Existing URL filtering rules (blacklist)
Filtering Disable ¥ Filters
efault Policy v i . .
peteut Pel Aceet Add a URL Filter Add a URL filtering rule
Save Cancel URL
Fill the URL for webs filtering
Filter List Upload && Download .
Current Website Host L. ]
. Existing keywords (blacklist)
Local File PRSI | FAHEA I Filters
Upload | Download Add a Host(keyword
PR R . (keyword) Add a keyword rule
Filter
Webs URL Filter Settings Keyword
Current Webs URL Filters
| Fill the keyword for filtering
Delete Cancel
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Add a URL Filter
URL |
[ The maximum rule count is 16 )
Webs Host Filter Settings
Current Website Host Filters
o Jkgwos ]
Add a Host(keyword) Filter
Keyvword |
[ The maximum rule count is 16 )
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5.8 Application
5.8.1 Advance Nat

Network Wireless 2.4GHz Wireless 5GHz Security

Status

Advance Nat UPnP IGMP

ALG
ALG Setting In this page, you can choose to enable /
FrP Enzble ¥ disable FTP, SIP, H323, PPTP, L2TP,
SIP Disable *
H323 Disable ¥ IPSec services.
PPTP Disable *
L2TP Disable *
IPSec Disable *

Save | Cancel | Reboot
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Status MNetwork Wireless 2.4GHz

Advance Nat UPnpP IGMP

UPnpP
UPnP Setting

UPRP enable Diszable ¥

Save

Cancel

Wireless 5GHz

Reboot

Security

UPNP (Universal Plug and Play) supports
null-setting for networking, can
automatically find a variety of networked
devices. When UPnP is enabled,
UPnP-enabled devices are allowed to
dynamically access the network, obtain IP
addresses, and transmit performance
information. If you have DHCP and DNS
servers on your network, you can
automatically obtain DHCP and DNS
services. UPnP-enabled devices can be
automatically disconnected from the
network without affecting the device or

other devices on the network.

5.8.3 IGMP

Network Wireless 2.4GHz

Advance Nat UPnP IGMP

IGMP
IGMP Setting

IGMP Proxy enable Disable ¥

Save

Wireless 5GHz

Cancel

Reboot

Security

Multicast has the function of sending the
same data to multiple devices. An IP host
uses the IGMP (Internet Group
Management Protocol ) to report
multicast group memberships to send data
to neighboring routers, and the multicast
router uses IGMP to discover which hosts

belong to the same multicast group.
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5.9 Administration

5.9.1 Management

Save Config File

Local File Select the local file for configuration

Status Network Wireless 2.4GHz Wireless 5GHz Security Use this option to restore pI'EVIOUS|y

Upload
Management  Firmware Upgrade  Scheduled Tasks  Provison  TR069 saved router configuration settings.
This option allows you to export and then
Save Config File
Config File Upload && Download save the router's configuration to a file on
Local File ST | S Download your computer. Be sure to save the
Upload | Download configuration before performing a

firmware upgrade.

Administrator Settings

New r Nam
ew User Name New user name for management

Administrator Settings New Password
Type the password for user

Password Reset

New User Name admin Confirm Password

Mew Password (The maximum length is 25) Type the same password again
Confirm Password

Language .
Language guag Setup the language for operation,
Language English v select from English or Spanish
Status Auto Refresh Refresh Interval .
The auto refresh interval for LTE
Refresh Interval 5 sec (0 means disable auto refresh)
status
VPN Access -
Management using VPN
Management Using VPN Disable *

Select to enable or disable
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Web Access Remote Web Login Allow host remote access from Active
Remote Web Login Enzble *
Local Web Port 80 WAN
Web Port 80 Local Web Port Enter the HTTP port number for
Web Idle Timeout(0 - G0min) 5 ] .
allowed Remote IP(IP1;IP2;...) 0.0.0.0 accessing from local side
Web Port Enter the HTTP port number for
accessing from remote side
Web Idle  Timeout(0 . . ..
. ( Timeout for web idle activity
-60min)
Allowed Remote | Ajlow the host with specified IP
IP(IP1;1P2;...)
address to access from webpage.
Time/Date Settings
NTP Enable Select this option if you want to
synchronize the router's clock to a
Time/Date Setting Network Time Server over the
NTP Settings Internet.
NTP Enzble Enzble ¥ ;
Option 42 Disabl ¥ Option 42 Obtain NTP Server via DHCP Server
Current Time iglﬁ LB f- (08 :L 2 Current Time Displays the time currently maintained
Sync with host Sync with host by the router.
MTP Settings (GMT-05:00) Ezstern Time . ] ] .
Primary NTP Server 0.poslntp.org Sync with host Synchronize with your current host's
Secondary NTP Server system time
MNTP synchronization(1 - 1440min) 60 -
NTP Settings Select your local time zone from pull
down menu.
Primary NTP Server Type the primary Network Time
Server for synchronization.
Secondary NTP Server Type the secondary Network Time
Server for synchronization.
NTP synchronization(l . .
'y ( Interval time for NTP synchronization.
-1440min)
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Reset to Factory Default

This option restores all configuration
settings back to the settings that were in
Factory Defaults

effect at the time the router was shipped
Reset to Factory Defaults Factory Default

from the factory. Any settings that have

Save | Cancel | Reboot

not been saved will be lost.

5.9.2 Firmware Upgrade

Wireless 2.4GHz Wireless 5GHz FXS1 Security

Management Frmware Upgrade Scheduled Tasks Provision TROG9

Once you have a firmware update on your

Firmware Management computer, use this option to browse for
Firmware Upgrade the file and then upload the information
Local Upgrade EEI | AR into the router.
Uparade
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Status

Management

Scheduled Tasks

Scheduled wifi

Wireless 2.4GHz

Firmware Upgrade

Scheduled Tasks

Wireless 5GHz

Provision

Delete Selected Add

Enzble

551D

Scheduled Mode
WIFL Work Time

Apply Cancel

Scheduled Reboot
Scheduled Reboot
Scheduled Mode

Time

Scheduled PPPOE

Scheduled PPPOE
Scheduled Mode
Time

Edit

Disable ¥
Wireless_AP200038 ¥

EveryDay ¥

0o |00 ¥ | — |00 |00

Diszble ¥
EveryDay v

fowj:joor

Diszble ¥
EveryDay ¥
po v |:fo0 v

Save | Cancel

Reboot

Scheduled WiFi Enable Select to enable or disable

SSID Choose the specified SSID for
scheduled WiFi

Scheduled Mode Select the Schedule mode for cycle time

WiFi Work Time Setup the working time for WiFi

broadcast

Schedule dReboot Select to enable or disable

Scheduled Mode Select the Schedule mode for cycle time

Time Setup the reboot timing

Scheduled PPPOE Select to enable or disable

Scheduled Mode Select the Schedule mode for cycle time

Time

Setup the PPPoE connection timing
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5.9.4 Provision

Please refer to the provision user manual to test provision.

Provision Enable Select to enable or disable

Resync On Reset Enable or disable DIV378 Resync after
rebooting

Resync Random Setup the maximum delay for request

Delay(sec)

Status Network Wireless 2.4GHz Wireless 5GHz Security

synchronization

Resync Periodic(sec) If the last resynchronization is

Management Firmware Upgrade Scheduled Tasks Provision TROGS

Provision unsuccessful, after the "Rsync Retry

Configuration Profile Delay Error" time, after "time, the

Provision Enable Disable ¥

Resync On Reset Enable ¥ device will retry the resynchronization
Resync Random Delay(sec) 40 Resync Error Retry ] . ]
Resync Periodic(sec) 2600 Delay(sec) Set the timed resynchronization
Resime Error Retry Delzy(sec) 0 Forced Resync If it is time to re-sync, but the device is
Forced Resync Delay(sec) 14400 Delay(sec) !
Resync After Upgrade Enable ¥ busy, in this case, the device will wait
Resync From SIP Diszble ¥
Option 66 Enable v for some time, the longest is "forced
Option 67 Diszble ¥ L " .
Config File Name S resynchronization delay", the default is
User Agent 14400s, time after the device will be
Profile Rule http://prvl.dataremote.com:69/ config/ $(MA)?mac=%5(MA
forced to re-sync.
Fi Upgrad PR

irmware Upgrade Resync After Upgrade After the resynchronization, enable or
Uparade Enzable Enzble ¥
Upgrade Error Retry Delay(sec) 3600 disable the firmware update function
Upgrade Rule .

" Resync From SIP Select to enable or disable resync from
Save | Cancel | Reboot SIp
Option 66 Specifies the TFTP (Simple File

Transfer Protocol) server address

Option 67 Specifies the startup file name

Config File Name Configure the file name
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User Agent The name of user agent

Profile Rule The URL of the configuration file

Note that the specified file path is
relative to the root directory of the

TFTP server

Upgrade Enable Select to enable or disable

Upgrade Error Retry
Delay(sec)

Interval time for retry upgrade firmware

if error happen

Upgrade Rule The path of firmware located

5.9.5 TR069

Status Network Wireless 2.4GHz Wireless 5GHz Security

Management Firmware Upgrade Scheduled Tasks Provision TROG9

TRO69 Configuration

ACS
TROGY Enzble Disable *
CWMP Enable
ACS URL http://acs1.dataremote.com:8080/tr069
User Name 501617
Password =000 |essssseses
Periodic Inform Enable Enable
Periodic Inform Interval 3600
Connect Request
User Mame CDS-9070
Password =000 |ssssssssss

Save | Cancel | Reboot

TROG9 Enable Select to enable or disable

CWMP Select to enable or disable
ACS URL The URL of ACS agent
User Name The user name of ACS agent
Password

The password of ACS agent

Periodic Inform Enable Select to enable or disable the periodic

notification function is

Periodic Inform Interval Setup periodic Notification Interval

User Name User name for TR069 server connected

to DUT

Password
Password for TR069 server connected to

DUT
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If you enable the system log in Status/syslog webpage, you can view the system log in this webpage.

Network Wireless 2.4GHz

Basic Syslog

Refresh | Clear | Save

Manufacturer:DATAREMOTE

ProductClass:CDS-9070

SerizlMumber:501617

BuildTime:201610111406

1P:192.168.1.1

HWWer:V2.2

SWWerV3.10

<Tue Oct 11 06:06:25 2016> LinkStatus: WAN Link Up

<Tue Oct 11 06:06:26 2016 udhcpc[3971]: udhcpe (v1.12.1) started
<Tue Oct 11 06:06:27 20162 LinkStatus: LAN1 Link Down

<Tue Oct 11 06:06:27 2016 LinkStatus: LANZ Link Down

<Tue Oct 11 06:06:28 20162 LinkStatus: LAN3 Link Down

«<Tue Oct 11 06:06:28 20162 LinkStatus: LAN4 Link Down

<Tue Oct 11 06:06:32 2016> udhcpd[4804]: udhcpd (v1.12.1) started
<Tue Oct 11 06:06:34 2016 dnsmasq[5335]: started, version 2.40 cachesize 150

<Tue Oct 11 06:06:34 2016 dnsmasg[5335]: running as root

<Tue Oct 11 06:06:34 2016 dnsmasq[5335]: no servers found in Jetc/resolv.conf, will retry
<Tue Oct 11 06:06:34 2016> dnsmasg[5335]: read [etc/hosts - 2 addresses

<Tue Oct 11 06:06:40 2016 udhcpc[3971]: Sending select for 10.10.10.108...

<Tue Oct 11 06:06:40 2016 udhcpc[3971]: Lease of 10.10.10.108 obtained, lease time 7200
<Tue Oct 11 06:06:41 2016 SchuedulTask[6381]: Scheduled Tasks ALL Disabled. exit.

<Tue Oct 11 06:06:52 20163 looptask[7211]: start

<Tue Oct 11 06:06:54 2016> gozhead[7264]: webs start...

<Tue Qct 11 06:07:16 2016> gozhead[7264]: webs: Listening for HTTP requests at address 192.168.1.1
<Tue Oct 11 06:07:33 2016 udhcpc[10017]: udhcpe (v1.12.1) started

<Tue Oct 11 06:07:33 2016> WARNING: Config LTE DHCP connection.

<Tue Oct 11 06:07:39 2016> udhcpc[10017]: Sending select for 10.225.247.202...

<Tue Oct 11 06:07:39 2016 udhcpc[10017]: Lease of 10.225.247.202 obtained, lease time 7200
<Tue Oct 11 06:07:45 2016 dnsmasg[5335]: reading /etc/resolv.conf

< Tue Oct 11 06:07:45 20162 I:Insm.:sq[5335] using nameserver 10.10.10.1#53

P . [ P 1 (R

Application

<Tue Cct 11 06:06:34 2016> dnsmasg[5335]: compile time options: IPve GNU-getopt no-RTC no-MMU no-ISC...

Administr.
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5.10.1 Logout

Press the logout button to logout, and then the login window will appear.

Firmware Version ¥3.10
Current Time 2016-10-10 04:36:26

Admin Mode | [Logout] | [Reboot]

5.10.2 Reboot

Press the Reboot button to reboot CDS-9070.

Firmware VYersion V3.10
Current Time 2016-10-10 04:36:26

Admin Mode | [Logout] | [Reboot]

Copyright © 2016 - All rights reserved by DataRemote Incorporated
V1.0

The page 72 of 76
Revision Time: 2016-10-13



Ui ERE-M;« h!r-g;-wﬁ Copyright © 2016 - All rights reserved by DataRemote Incorporated
V1.0

6 Trouble shooting of the guide

6.1 Setting your PC gets IP automatically
Following are the process of setting your PC gets IP automatically

Step 1.Click the “begin”

Step 2.Select “control panel” , then double click “network connections” in the “control panel”

Step 3. Right clicks the “network connection” that your PC uses, select “attribute” and you can see the interface as picture 1:

Step 4.Select “Internet Protocol (TCP/IP)”, click “attribute” button, and you can see the interface as following Picture 2 and you should click the “Get IP address automatically”.

Internet Protocol Version 4 (TCP/IPvd) Properties X
Networking | Sharing General | Atemate Configuration
Connect using: You can get |P settings assigned automatically if your netwars supports
: this capability. Otherwise, you need to ask your network administrator for
¥ Network Adapter the appropriate IP settings.

‘%’ (@) Obtain an |P address automatically H

Thi i he following i : —
R IS S FI () Use the following IP address:

g File and Printer Sharing for Microsoft Networks A
4. Microsoft Network Adapter Multiplexor Protocol

«&. Microsoft LLDP Protocol Driver

& Link-Layer Topology Discovery Mapper /0 Driver

«&. Link-Layer Topology Discovery Responder

4. |ntemet Protocol Version 6 (TCP/IPv6)

o Intemet Protocol Version 4 (TCP/IPv4) v (@) Obtain DNS server address automatically &

>

N KK R R R

(") Use the following DMS server addresses:
Install.... Uninstall Properties
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

Validate settings upon exit Khrasced

OK Cancel

QK Cancel

M

. Picture 2
Picture 1
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6.2 Can not connect to the configuration Website

Solution:
Check if the Ethernet cable is properly connected, then
Check if the URL is right wrote, the format of URL is: http:// the IP address: 8080, 8080 must be added, then

Check if the version of IE is IE8, or use other browser such as Firefox or Mozilla, then Contact your administrator, supplier, or ITSP for more information or assistance.

6.3 Forget the Password

If user changed the password and then forgot, you can not access to the configuration website.
Solution:

To factory default: press reset button 10s.
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7 Statement

FCC Interference Statement

DataRemote Incorporated. Declares that this device is in compliance with the essential requirements.

This equipment complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

(1)  This device may not cause harmful interference, and

(2)  This device must accept any interference received, including interference that may cause undesired operation.

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to part 15 of the FCC rules. These limits are designed
to provide reasonable protection against harmful interference in a residential installation. This equipment generates, uses and can radiate radio frequency
energy and, if not installed and used in accordance with the instructions, many cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this equipment does cause harmful interference to radio or television reception, which

can be determined by turning the equipment off and on, the user is encouraged to try to correct the interference by one or more of the following measures:

-Reorient or relocate the receiving antenna.
-Increase the separation between the equipment and receiver.
-Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

-Consult the dealer or an experienced radio/TV technician for help.

To assure continued compliance, any changes or modifications not expressly approved by the party
responsible for compliance could void the user’s authority to operate this equipment. (Example-
use only shielded interface cables when connecting to computer or peripheral devices),

This transmitter must not be co-located or operating in conjunction with any other antenna or
transmitter.

Operations in the 5.15-5.25GHz band are restricted to indoor usage only.
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FCC Radiation Exposure Statement
This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance 20cm

between the radiator and your body.
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