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Quick Installation Guide



Hardware Installation

H.1 Front panel: (Figure H-1)
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Power LED
5G Antenna Socket
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2.4G Antenna Socket

5G Antenna Socket

2.4G Antenna Socket USB Port Console Port  Reset Button
Figure H-1 Front Panel of the NFW-560

B Power LED: Lights up in green when power is on.
B 2.4G LED: Steady green indicates 2.4G Wi-Fi is enabled. Flashing green
indicates users are accessing the Internet via 2.4G Wi-Fi.
B 5G LED: Steady green indicates 5G Wi-Fi is enabled. Flashing green indicates
users are accessing the Internet via 5G Wi-Fi.
B Console Port: Uses a RJ-45 connector for troubleshooting or, if needed, resetting
the device to the factory default settings.
B  Port1/2/3/4/5 can be defined as:
€ LAN Port: For connecting to a switch.
€ WAN Port: For connecting to a perimeter router.
€ DMZ Port: For providing the public with services, such as email or Web,
using a physically-separated network segment, while at the same time
preventing any potential security threats.
B 2.4G Antenna Socket: Connects the 2.4G antenna to NFW-560. (using the
accessory 5dBi omni-directional antenna)
B 5G Antenna Socket: Connects the 5G antenna to NFW-560. (using the accessory

5dBi omni-directional antenna)



B USB Port:
€ Connects the USB disk (a hard disk is recommended) for storing the
operation logs. (Note: The USB disk is required to be formatted before using.
Therefore, make sure to back up your data)

€ Connects the 3G/4G modem.
B Reset Button: For resetting NFW-560 to factory default settings.

m Note :

1. Port LED Indications:
B Flashing green indicates that packets are processed through the device.
B Steady green indicates a link speed at 10/100/1000 Mbps.

2. When connecting both USB disk and 3G/4G modem to the USB port, a USB hub
with power adapter is required.




H.2 NFW-560 Deployment : (Figure H-2)

B Non-inline mode: The unit is attached to your LAN switch without any network
interference. It is best suited for a network where management is needed for
wireless clients. (Figue H-2)

NFW

AN

Inte@

Figue H-2 NFW-560 Deployed in Non-inline Mode

Firewall

B Inline mode: The unit is deployed between your existing firewall and LAN
without a change being made to the current infrastructure. It is best suited for a
network where advanced security and management are needed for both the wired

and wireless traffic. (Figure H-3)
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Figure H-3 NFW-560 Deployed in Inline Mode
B Gateway mode: The unit is deployed to replace your existing firewall. It is best
suited for a network where outbound load balancing and advanced management

are needed for both the wired and wireless traffic. (Figure H-4)
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Figure H-4 NFW-560 Deployed in Gateway Mode



Basic System Configuration

Step 1. Connect the IT administrator’s network adaptor and NFW-560’s port1
(LANT1) to the same hub / switch, and then launch a browser (IE or Firefox)
to link the management interface at http://192.168.1.1.

Step 2. The browser prompts you for the login credentials. (Both are “admin” by
default. ) (Figure S-1)

Connect to 192.168.1.1

The server 192 168.1.1 at NFW Administration Tools$
requires a username and password.

Wearning: This server is requesting that wour username and
password be sent in an insecure manner (basic authentication
without a secure conneckion),

Lser name: | 7 admin w |

Password: | sessnns |

[ 1remember my password

[ oK l [ Cancel

Figure S-1 Typing in the User Name and Password



Step 3. The user interface consists of the following two panels: (Figure S-2)
B Menu Panel: Presents all the available system configurations in a tree
directory structure. (See Overview of Functions for further details)
B Configuration Panel: Displays the data or configurable settings of the

corresponding item selected on the Menu Panel.

Internet Security Fighter

NFW-560

Lt
T ) 2 5
Load Balancing Mode : | Auto | [ "Aute” is recommended )

Fort |Mame [Connection Type |P Address / Metmask Saturated Connections | Configuration |  Priority
1 LAN1 AT Routing 172.19.1.254 1 255.255.0.0 Moify
2 Port2 — Modify
3| Port3 — Moty
4 Port4 — Modify
5 Ports - oy

Configuration Panel

. Internet

Figure S-2 The NFW-560’s Management Interface

m Note -

1. For your reference, you may configure your management address based on the available subnet

ranges below.

10.0.0.0 ~ 10.255.255.255

172.16.0.0 ~ 172.31.255.255

192.168.0.0 ~ 192.168.255.255




Step 4. At the first login, you will be guided through the basic settings that are
required to install NFW-560 by the wizard. (Figure S-3)

Installation Wizard

This wizard will guide you through the process of installation. To confinue, click Next.

Mext =

Figure S-3 The Install Wizard

Step 5. Select the language and character encoding for your management interface.
(Figure S-4)
Stept : Default Systern Language and Character Encoding
Select the default system languade and character encoding. Click Hext when done.
o Default System Language : | English %

The selected language wil be applied to the system interface.

& Default Character Encoding : | Unicods(UTF-3) hd
Crata wvith unspecified character encoding will be processed with the selected character encoding.

Warning: Character encoding mismatch will result in garkled data.

Mext =

Figure S-4 Selecting the Language and Default Character Encoding



& Important :

1. The default encoding will be applied to the data of unspecified encoding.

Deploying NFW-560 in Gateway Mode

Step 6. Configure the LAN settings: (according to your network infrastructure).
(Figure S-5)
B Specify the IPv4 Address and Netmask.

Step? : LAM interface =settings

Configure the interface settings for physical connections respectively. Click Hext when done.

Interface Settings

Physical Connection : Port1
Interface Designation : LAN1

P4 Settings
IPvd Address 19216581 1 [ Reguired )
Metmask 2552552550 [ Reguired )
MAC Address : 00:0C:43:28:80:F0 | ([ Reguired )
IPvE Settings
Connecting using Avto-configuration |

IPvE Address I

Prefix Length : I

= Back Mext =

Figure S-5 Configuring the LAN Interface Settings

& Important :

1. The access to the management interface is subject to the Interface Settings from the Installation
Wizard Step2. Therefore, enter the management address to a Web browser correspondingly if any
change has been made to the default IP address (192.168.1.1).
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Step 7. Configure the WAN Interface (please refer to your ISP for the details).( Figure
S-6)
B Seclect your Connection Type.
B Complete the remaining fields according your network.

Step3 WAN interface settings

Configure the irterface settings for physical connections respectively. Click Hext when done.

Interface Settings

Physzical Connection : Port2
Interface Designation :WYWAN1

Connection Type : @ Static IP Sddress [ Leased Line User )
O Dynamic IP Address [ Cable Modem User )
O PPPoE [ ADEL Disl-Up Uzer )

Pwd Settings
IPv4 Address 211222222 [ Reguired )
Metmask : 2552552550 | ( Reguired )
IPv4 Default Gateveay : 21 .é2.22.254 .'( Required )
MAC Address 00:0C:43:258:80:FD | [ Reguired )
PG Settings
Connecting using : Amg.-configuratinn w |

IPvE Address

Prefix Length : I

IPvE Default Gateweay : I

ez, Dowenstream Bandwicth =0 Mbps (1 - 10007
ez, Upstream Bandwvidth 20 Mlbps (1 - 10007

Heepalive Properties

Type : DME (W
DHS P Address G658
Domain Name : twy yahoo.com |0 Mz, 55 characters )
Minimum Irterval : 5 second(s) [ 0-99 0 no detection )

= Back Mext =

Figure S-6 WAN Configuring the WAN Interface Settings
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Step 8. Tick the box of “Synchronize to an NTP server” to ensure the accuracy of

system clock. (Figure S-7)

System time : VWed Moy 11 16:38:37 2015
Stepd : Synchronization Settings
To ensure the reliabilty of recorded data, configure the time zone and synchronization settings. Click Hext when done.

® Time Zone Sefting :
The hours offset from GMT. | +5 | Assist Me

® Synchronization Settings
Synchronize to an MTP server
|:| Ohzerve daylight-zaving time from | Jan % |F |1 % | To |Jan »|f |1 %
Server IP or Hostname |131.155.3.220 Azsizt b
Update Interval: | 1440 minutes (0 —99939 0 updsted when system reboot)

= Back Mext =

Figure S-7 Configuring the System Clock Settings

Step 9. Configure the wireless network settings. ( Figure S-8)

Steps  Wireless Metwork Settings

Plea=ze specify an SSID and password as you desire. To implement WPAMPAD Personal security, pleaze enter 8 to B4 characters as the
pazsword. If no pazswaord is entered, your wireless network will be set to Open mode (no encryption uzed). Click Hext when done.

SSID MPW-5E0
PazzPhraze (Password) LTI TS [Jshow PazsPhrase (Password)
Confirm PazsPhraze (Password) LI

= Back Mext =

Figure S-8 The Wireless Network Settings
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Step 10. This step confirms what interface addresses have been assigned to
NFW-560. (Figure S-9)

Stepk : Settings Confirmation

Confirm the settings made from previous steps. Click Finish to complete the installation when confirmed. If not, click Back to modify settings.

Port Mame Forwarding hMode IP Address / Metmask
1 LARMT MAT 19216811 7 255.255.2550
2 N Static IP 21 222222 12552352350
3 Port3 - 00o00s0.000
4 Port4 - 00o00s0000
=] Ports - 00o00s0000

CAUTICON: Please connect your LARN hub ar switch to Port 1 and yvour xDSL S cahle modem to Port 2.

‘Wireless network is configured as the fallovwing:

5510 Authentication Passwaord

MF-360 WiPa NAPA2 Personal 12343611

CAUTION: To add or modify an 351D and password at a later time, please go to AP Controller = Canfiguration = 351D Profile.
= Back Finish =

Figure S-9 Confirmation on Interface Settings

Step 11. Installation is completed after clicking Finish from the previous step.
(Figure S-10)

Installation Wizard

Installstion completed. The page will reload automatically in 5 seconds.

Figure S-10 Installation Completed
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m Note :

1. After the completion of wizard, an outgoing network policy is created correspondingly under
Policy > Outgoing. ( Figure S-11)
B Source Address is defaulted to “Inside_Any”.
B Destination Address is defaulted to “Outside_Any”.
B Service is defaulted to “Any”.
[MI[4][] 7 1 [zalB][bT
Source Destination Serice | Action Options Configuration Priarity
Inside Any Outside Any Arty W | | | | | | | | | | hadify Remove |  Pause |1 ;I
[4I41[1] 7 1 zal[B BT
Meww Eritry
Figure S-11 The Policy Allowing LAN Users to Access External Network Resources
2. To allow Internet access to LAN users, assign their PCs with static IP addresses within the

same subnet as NFW-560 as well as designate NFW-560 as the default gateway. Otherwise,
enable DHCP service to automatically distribute IP addresses to them. LAN traffic can be
regulated by the means of network policies if desired.

14




Deploying NFW-560 in Non-inline Mode

On the existing firewall, specify a LAN subnet 172.19.x.x/16 (with the gateway set to
172.19.1.254)
Place NFW-560 on the LAN behind the firewall.

Step 6. Configure the LAN interface as below (using the subnet of 192.168.1.x/24):
(Figure S-12)
B Specify the IPv4 Address and Netmask.

Step : LAN interface settings

Configure the interface seftings for physical connections respectively. Click Hext when done.

Interface Settings

Physical Connection : Portt
Irterface Designation : LANT

IPv4 Settings
IPvd Address 18216811 [ Rexjuired )
Metmask : 2552552550 [ Required )
MAC Address 00:0C:43:28:80FD | Reguired )
IPv6 Settings
Connecting using : Auto-configuration |

IPvE Address : I

Prefix Length : I

= Back Mext =

Figure S-12 Configuring the LAN 1 Interface Settings
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Step 7.

Configure the WAN interface as below (using the subnet

172.19.20.x/16): (Figure S-13)
B Select your Connection Type.

B Complete the remaining fields according to your network.

Step3 WAN interface settings

Configure the irterface settings for physical connections respectively. Click Hext when done.

of

Interface Settings

Physzical Connection : Port2
Interface Designation :WYWAN1

Pwd Settings

PG Settings

Connection Type

@ Static IP Address ([ Leazed Line User )
O Dynamic IP Address [ Cable Modem User )
O PPPoE [ ADEL Disl-Up Uzer )

P4 Address
Metmask

IPv4 Default Gateveay :
MAC Address

Connecting using :
IPvE Adiress

Prefix Length :

IPvE Default Gateweay :

M. Dovenstream Bandwictth

ez, Upstream Bandwvidth

Heepalive Properties

Type
DNS P Address
Domain Name

imirnum Interval @

17213201
29923500
172.19.1 254

00:00C:43:28:50:FD

Avto-configuration

|
—

1000 |Mbps (1 -1000)
1000 |Mbps (1 -10007)

DMS |w
G658

sy OO |E COm

5 second(s) [ 0-99 0 no detection )

[ Max. 55 characters )

= Back Mext =

Figure S-13 Configuring the WAN 1 Interface Settings
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Step 8. Tick the box of “Synchronize to an NTP server” to ensure the accuracy of

system clock. (Figure S-14)

System time  Wied Mov 11 16:55:26 2015
Stepd : Synchronization Settings

To ensure the reliabilty of recorded data, configure the time zone and synchronization settings. Click Hext when done.

® Time Fone Setting :
The hours offset from GMT. | +8 W | Assist e

® Tynchronization Settings
Synchronize to an MTP server
|:| Obszerve daylight-saving time from |[Jan % |/ |1 % | To |Jan % |§ |1 »
Server IP or Hostname [131.188.3.220 Azsizt he
Update Interval: 1440 minutes ([ 0—99999, 0; updated when system reboat)

= Back

Figure S-14 Configuring the System Clock Settings

Step 9. Configure the wireless network settings. (Figure S-15)

Steps Wireless Network Settings

Mext =

Please specify an 5510 and passwoard as you desire. To implement WPAMPAZ Personal security, please enter 5 to 64 characters as the
password. If no password iz entered, your wireless netwaork will be set to Open mode (no encryption used)). Click Hext when done.

SSID MNFW-5ED
PazsPhrase (Password) sEnEEEEEE |:| Show PazsPhrase (Password)
Confirtn PassPhrase (Password) 2T TS

= Back

Figure S-15 The Wireless Network Settings
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Step 10.

NFW-560. (Figure S-16)

Stepk : Settings Confirmation

This step confirms what interface addresses have been assigned to

Confirm the settings made from previous steps. Click Finish to complete the installstion vwhen confirmed. If not, click Back to modify settings.

Fart Mame Forearding Mode IF Address / Netmask
1 LARNT MAT 192.168.1.1 F255.235.233.0
2 WM Static [P 172.19.2011 F255.255.0.0
8 Part3 - 0.0.0.070.0.00
4 Partd - 0.0.0.0 70000
3 Parts - 0.0.0.070.0.00

Wireless network is configured as the following:

CAUTION: Please cannect your LAN hub or switch to Port 1 and your xDSLJ cable modern to Port 2.

S3ID

Authentication

Passwaord

MF-360

WL PAPAZ Personal

123456789

CAUTICON: To add ar modify an 5510 and passwoard at a later time, please go to AP Contraller = Configuration = 8510 Profile.

Step 11.

= Back Finizh =

Figure S-16 Confirmation on Interface Settings

(Figure S-17)

Installation Wizard

Installstion completed. The page will reload automatically in 5 seconds.

Installation is completed after clicking Finish from the previous step.

Figure S-17 Installation Completed
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Step 12.

Under Network > Interface, set as shown below: (Figure S-18)
B Click Modify corresponding to the Port 1.

B Select “LAN” for Interface Type.

B Select “Transparent Bridging” for Connection Type.

B Tick the boxes of “Ping/ Tracert”, “HTTP” and “HTTPS”.
B Click OK.

Wlodify Interface

Interface Designation : LAN1

Interface Type : O pisabled @ Lan Cwan COomz O Bonding

Connection Type | Transparent Bridging |

Access by [ via:

Ping/Tracert HTTP HTTPS [ Teinet [szH
Ok Cancel
Figure S-18 Configuring the LAN 1 Interface Settings
Step 13. Connect NFW-560’s Port 2 (WAN 1) to your LAN switch or hub and
y

remove the connection on Port 1 (LAN 1). (Figure S-19)

Load Balancing Mode : | Auto W "4t is recommended )

Fart | Mame |Connection Type IF Address / Metmask Saturated Connections | Configuration | Priority
1 LAMT  [Transparent Routing oooo0s0000 Modify I
2 WAL Static IP 172.19.20.11 / 255.255.0.0 hdoclity I 1 |»
3 | Port3 0.0.0.0/0.0.0.0 Madity
4 Port4 000050000 hdoclity
-] Port5 0.00.0/0.0.00 hdoclity

Figure S-19 The Network Address Settings for Non-inline Mode

& Important -

1. The access to NFW-560 is now available through the WAN 1 port only. Therefore, use the address
specified for the WAN interface to access the management interface.

Step 14. Under Network > Interface Group, set as shown below : (Figure S-20)

B Select “Group 1” for Port 1 (LAN 1) and Port 2 (WAN 1).
B Click OK.

19



Interface Group Settings

Port1 ( LANT ): |0ru-..p1 -i Port2 { WAN1 ) : |c.m.p1 -I Port3 { Porl3 ) | .I Port4 { Porid ) | i
PortS { Pords ) I —I

(8].4 Cancel

Figure S-20 Grouping the Network Interfaces

Step 15. Under AP Controller > Configuration > Settings, configure the
settings under the AP Controller Settings section. (Figure S-21)
B Select “Port 1 (LAN 1)” for Connected Interface.
B Click OK.

AF Controller Settings

Connected Interface : | Port! [ LANT ) %
[] Enable &P Laad Balancing

|:| Enable auto transmit povwer adjustment
[] Enable &P connection status notification

|:| Enable syslog for wireless clients

|:| Enahle global admin password for all APs

Global admin password ({ Max. 20 characters )
[] Enable automatic AP rehoat
Daily at |
Weekly on
Morthly on

Alloyy system management through WLAN [ Tunnel made only 7 D PingyTracert D HTTP D HTTP= D Telnet D S5H

Figure S-21 Configuring the AP Controller Settings

mNote :

1. After the completion of wizard, an outgoing network policy is created correspondingly under
Policy > Outgoing, Incoming, WAN to DMZ, LAN to DMZ, DMZ to WAN, DMZ to LAN,

LAN to LAN, DMZ to DMZ.
B Source Address is defaulted to “Inside_Any”.

B Destination Address is defaulted to “Outside_Any”.

B Service is defaulted to “Any”.
2. Wireless clients that are associated with a Nusoft AP may now access the Internet through NFW-560.
To manage the wireless access, please create the needed Policy Objects and apply them to network

policies.
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Appendix: Product Statement

Any changes or modifications not expressly approved by the party responsible for compliance

could void the user’s authority to operate the equipment.

This device complies with part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) this device must
accept any interference received, including interference that may cause undesired

operation.
FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance 20cm

between the radiator and your body.

This transmitter must not be co-located or operating in conjunction with any other antenna or

transmitter.

Note: This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a residential installation. This equipment generates,
uses and can radiate radio frequency energy and, if not installed and used in accordance with
the instructions, may cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the
equipment off and on, the user is encouraged to try to correct the interference by one or more of

the following measures:

—Reorient or relocate the receiving antenna.

—Increase the separation between the equipment and receiver.

—Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

—Consult the dealer or an experienced radio / TV technician for help.

PRODUCT USAGE RESTRICTIONS: This product is intended for indoor use only.
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