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1.

Product Introduction

This chapter mainly introduces the outlook, accessories, specifications and
mechanism of ER-600.

Nouhkwhe

Brief Introduction
Product Outlook

Accessories

Dimension

Working Mechanism
Specifications
Typical Usecases

1.1 Brief Introduction

ER-600 is an industrially designed product that embeds industrial 4G
wireless communication module. It has capability of high-speed
Internet access, high-speed video and data transmission. Compared
with ER-800 and MR-900 industrial routers, ER-600 has more data
interfaces and more flexible network access modes. It is a high
cost-effective and industrial wireless router.

ER-600 not only supports all network modes from China’s three

mobile operators, but also has two RJ-45 Ethernet interfaces, one of
which (LAN1) can be used as WAN as well, one RS232 and one RS485
serial interfaces. Ethernet interfaces and serial interfaces can be used

at the same time. It breaks through network limits.

ER-600 has WIFI functionality as well, and supports 802.11b/g/n
protocol. In theory the highest speed can be 150Mbps. Either mobile
phones, PCs or other devices that have WIFI functionality, can bind
ER-600's WIFI access point and share Internet access via ER-600. This
greatly extends the number of devices that can connect with ER-600
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at the same time.

ER-600 can use WAN or WIFI network: in case cable network is
available, WAN (LAN1) port can be used to access cable network; and
in case WIFI is available, ER-600 can be configured to access internet
via WIFI. 4G, WAN and WIFI are all supported by ER-600, this greatly
facilitates customer’s project deployment that customers do not have
to choose different devices from different suppliers because of
different network access at the spot. This can not only save
procurement cost, but also reduce maintenance effort for the projects.

GPS model can be embedded into ER-600, to implement device
location. Set time interval of transmitting GPS location data, then after
ER-600 connects to data center, it will transmit location data to data
center with the predefined time interval. Data center can also ask for
GPS location data at any time by sending commands. Besides, the
device connecting ER-600 can also send AT command via
RS232/RS485 serial port to ask for location information.

ER-600 is easy to use, and is plug-n-play without any configuration.
Together with eTung’s eYun platform and Virhub/Vircom software, it
can be easy to integrate with PLC programming software, and there is
no extra integration effort. ER-600 is stable and easy-to-use, thus
greatly facilitates project deployment.

1.2 Product Outlook

Shell Power RS485 Reset RS232
Earth Supply Button
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Figure 1-1: ER-600 side view 1

4G SIM Card RJ-45 Ethernet WIFI

Antenna Slot Interfaces Antenna

Figure 1-2: ER-600 side view 2
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1.3 Standard Accessories

Figure 1-3: 4G all frequency sucking antenna

Figure 1-4: WIFI antenna
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e
1
 — |
_— |
- — |
1

PINT | PIN 1|

5684 Male 5688 Male
Figure 1-6: Cross cable

NOTE: The accessories may be different because of different models and
customer requirements, the figures above are just for reference.
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1.4 Dimension

118mm

— 48mm

{}|
~
3
3
L

88mm

Figure 1-7: ER-600 dimension

Figure 1-8: Installation effect
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1.5 Working Mechanism

@ Cabie/ Wil Mfy ——‘;égl)

Application server

Figure 1-9: ER-600 working mechanism

ER-600 connects with PC via Ethernet cross cable, and set PC's IP
address as automatically obtained IP. After power on, it dials up into
4G network (or, via cable/WIFI network) and access Internet, then
PC can access Internet via ER-600, and then access the application
server.

At the same time, ER-600 can be a WIFI AP, and PC (or other
devices that support WIFI) can connect to ER-600’s AP with its own
WIFI network adapter, instead of using network cable, and then
access Internet via ER-600.

Meanwhile, ER-600 can be used to build remote virtual LAN with
Virhub or VPN, to monitor video remotely, and publish programs
remotely on LED color screens, acquire data and control PLC
remotely, etc.

1.6 Specifications

1.6.1 Technical Parameters

€ Basic Parameters

Power Supply: +12 ~ +48V wide range of voltage input
Power Connector: inner(+) outer(-)

Max Current: 350mA@+12V DC

Standby Current: 250mA@+12V DC

Network:

S

10
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<>
<>
<>
<>

ER-600-N4:
FDD-LTE
WAN

ER-600-WO0: WIFI/WAN

ER-600-W4:
FDD-LTE
WIFI/WAN

ER-600-N4G:
FDD-LTE
WAN
GPS

Frequency:

Band FDD-LTE B7

WIFI IEEE 802.11n/g/b: 2.4GHz
GPS L1, 1575.42MHz

Data Interface: RS232/RS485, two RJ45 Ethernet interfaces
Temperature: -309C ~ +800C

Humidity: 95%@+40°C

Dimension: 88x118x34mm (excluding antenna and handle)

€ Basic Functions

<>
<>
<>
<>
<>
<>
<>
<>
<>
<>
<>

Support NAT

Support DHCP server

Support DNS Proxy

Support port forwarding

Support DMZ host(IP address mapping)

Support VPN

Support dynamic domain auto-registration

Support configuring static route table

Support real-time speed display of wireless network
Support configuring with serial port, telnet and web
interface

Support serial port DTU function, Ethernet and serial
interfaces can be used at the same time

11
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< Support flow control per month, and hours per month for
internet access
< Support flow wakeup, phone wakeup and SMS wakeup

1.6.2 Indicator Light Description

Signal . The_re are three signal Iigljts.
lights Orange Always light AII lights one means the signal
is strongest.
Always light Device is working
PWR Red Extinguished Device is not working
Always light Connected to Internet
NET Green Extinguished No connection to Internet
Always light 4G model is not working or
ERR Red SIM card error
Extinguished | 4G model is working
) DTU has connected to data
Always light
SVR1 Green center
. . DTU does not connect to data
Extinguished
center
Always light Virhub is working
SVR2 Green Extinguished | Virhub is not working
Always light WIFI is enabled
WIFI Green Extinguished | WIFI is not enabled
LAN1 Green Always light Ethernet connection OK
(WAN) Extinguished | Ethernet connection not OK
Always light Ethernet connection OK
LAN2 Green Extinguished Ethernet connection not OK
] Has latitude and longitude
Always light data
GPS Green . . Found satellite signal, but has
Flashing quickly no latitude and longitude data
Flashing slowly | No satellite signal

Table 1-1 ER-600 indicator light description

12
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1.6.3 Serial Port Definition

2 3 5

RXD TXD GND
Table 1-2: ER-600 RS232 serial port

(Standard RS-232 DB9 male port) pin definition

485A 485B
A B

Table 1-3: ER-600 RS485 serial port pin definition

1.6.4 RESET Button

To reset ER-600 to default, login its configuration web page, and
choose “"System tools” -> “Restore set”; Or: press the RESET button

continuously, the signal lights will flash one by one, until all lights are
on, that means the reset is finished.

13



g’””y o FERERH ER-600 User Manual

1.7 Typical Usecases

ER-600 P

~

. / ‘ )
© - )jﬁ’@
| Application server

Figure 1-10: Access Internet via 4G network

RJ45
ER-600 r TN
| L Cablef | uternet @
’ Wifi
i " Application server
RJ45 :

Figure 1-11: Access Internet via cable/WIFI network

14
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\.

Figure 1-12: Implement virtual LAN via ER-600’s Virhub functionality

RS-485

ER-600

R5232
R&dﬁs

Figure 1-13: Implement device remote control via ER-600 and Vircom
functionality

15
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‘ f-r : ‘-.. Router
»-OOT
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Figure 1-14: Use ER-600 to access LAN remotely via VPN

16
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2. Device Configurations

This chapter introduces how to use ER-600 and related parameters.

Configurations
Parameters

Restore to default
Firmware Update
Remote Configurations

nhwnNe

2.1 Configurations

2.1.1 Preparation

One cross Ethernet cable used to connect ER-600 with PC or
customer device;

One 4G all frequency sucking antenna;

One power supply;

One USIM card that can access internet.

e

2.1.2 Configuring ER-600

< Connect ER-600 with PC via a cross Ethernet cable;
< Boot PC, and set IP address as "Automatically obtain IP
address";

17
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-4 Local Area Connection Properties B E I

General | Advanced |

Connect using:

H3 Net Device PV Driver

This connection uses the following items:

g Client for Microsoft Networks

] 1 Netwaork Load Balancing

2 .@ File and Printer Sharing for Microsoft Networks
Internet Protocal [TCP/IP)

Install... | Uninstall Properties

Description

Transmission Control Protocol/Internet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

[V Show icon in notification area when connected
V' Notify me when this connection has limited or no connectivity

oK Cancel
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Internet Protocol {TCP/IP) Properties

General | alternate Configuration |

¥ou can get IP settings assigned automatically if vour nebwork supparks
this capability, Otherwise, vou need ko ask your netwaork administrakor
For the appropriate IP settings.

{* obtain an IF address automatically

—{" Use the following IP address:

IF address: I

Submet mask: I

Default aateway: I

% Ohtain DMS server address automatically

—{" Use the Following DMS server addresses:

Breferred DMS seryver; I

flbernate DS server; I

Advanced. .. |
| Ik I Zancel |

Figure 2-1: Set IP address as "Automatically obtain IP address"

< Open IE browser, input address "http://192.168.1.1" and press
Enter;
< Input "root" as username and "1234" as password, then press

Enter to login web configuration interface and configure the
device.

ER-600 erung.
AR

lusername) :
AFER
ipasswd) :

A=
=

Ta

(1anguage) : ENGLISH

Zht(login)

FET

Figure 2-2: Login router configuration interface

19
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< Itis clear to see each configuration item in the router
configuration interface. To change some parameter, click it,
modify and then save it, then reboot the router. Configure DTU
functionality if serial port is used, with data center IP:Port as
eyun.etungtech.com:8080

Ba=zic Cfg

This product will be finded and connected data center according te

the configure.

Main DC IF (Or Dnsname): [eyun_etungtech.com |
Main IC Fort: laog0  |a"essss)
Transfer Frotocol: TCP ki

Connect mServer: YES

Regizter custom defined: |ETUHGIE-¢DEDEDD-‘1004|
Heartbeat custom defined: |ETUHG".J(DD |

Uzer Serial Configuration:

Uart Choice: RS232 r

Eaud Rate: 9600 ¥

Data Bit: ghit ¥

Parity: Mone v

Stop Bit: 1hit -

Flow Control: Mo Flow Control v

Hote : Support two data centers, wice see Adwanced Configuration

| Save | | Revert |

Figure 2-3: Configure DTU functionality

< Enable Virhub functionality to use this function, the
configuration interface is shown as below:

20
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YIRTUAL HUE

This Fage: Enable or disable wirhub function.

VIRTUAL HUE

Main DIC IF (0r DInsname):
Main IC Fort:

Transfer Protocol:
Aocount:

Kemote Accezs IF:

Remote Access Mask:

DIizable Broadcast Packet:

Fote :

ON -

|3g. etungtech. com |

B050 (1™B5535)

TF

192. 168. 168. 1
255.255.255.0

CFF =

Figure 2-4: Configure Virhub functionality

21
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2.2 Configuration Parameters

Each configuration menu has multiple parameters, and some of them
have sub-menus. Details are described below.

Show device information, connection and
Current status
data transfer status.
Configure to use wireless (4G),
Network Select cable network (WAN) or WIFI, set ICMP
host, and whether to allow external access.
Set user information about dialing into
internet and SMS function, normally with
default value. “Network mode” area is
Wireless Basic “Auto Switch” be default. If SIM card does
not support 4G or there is no 4G signal.

Network
Settings

Wireless Advanced | Check network debugging information

Configure WAN interface, for ER-600-WO,
WAN WAN is enabled by default; For ER-600-N4,
WAN is disabled by default.

. Configure WIFI parameters. Once WIFI is
WIFI client enabled, WAN will be disabled.

LAN Set inner IP and DHCP

Configure WIFI hotspot parameters. WIFI
hotspot and WIFI client cannot be used at
the same time, to enable WIFI hotspot
function, please disable WIFI client if it is
enabled: set network to 4G or WAN other
than WIFI in network settings.

Whether the device connected with router
can access internet via NAT.

Use pre-defined port to forward data from
internet to some inner IP's dedicated port.
Forward data from internet directly to
some inner IP.

Routing Forward data to a pre-defined inner IP
PPTP&L2TP Login with username and password to
connect VPN

Set routing data encapsulation mode,
normally with default value.

DTU Simple settings Set master data center address and serial

WIFI Hotspot

NAT

Forwarding

Port forwarding
rules

DMZ host

VPN
GRE settings

22
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port parameters, choose serial port type.
For ER-600-N4G that embeds GPS model,
configure GPS report time interval here.

Advanced settings

Set standby data center address and data
format

Link management

Set heart beat parameters, normally with
default values

Embedded data Set embedded data center function
center
Proxy client Set proxy client address

Wireless Virhub

Set server address for Virhub function,
with 3g eYun platform as default

System tools

System settings

Set router's communication parameters,
normally with default values

Show system log

Show router's connection and

communication logs

Show DTU log

Show router's data transfer logs with DTU
function

Restore to default

Restore to initial default settings with one
key

Update firmware

Update router's firmware

Change password

Change password logging router(1234 by
default)

Reboot

Reboot router

Table 2-1: Details of configuration parameters

2.3 Restore to Default

According to the description of "Configuring ER-600", after entering
ER-600 configuration interface, select "System Tools" and then
"Restore Set".

23
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ROUTER

* Status Restore Set
+ Network Settings
Click this button to revert to factory settings!
« LAN
+ WIFI Hotspot |
+ NAT Rule ‘ Restore Set ‘
+ Router
+ VPN

+ DTU Function
¢ Virhub
= System Tools
* System Set
+ System Log
* DTV Log
* Restore Set
* Upgrade Firmware
* Change Password

+ Reboot System

Figure 2-5: Restore to default

Or: press the RESET button continuously to reset it to default.

2.4 Firmware Update

< Ask eTung for firmware to update. The firmware (*.img) can be
uploaded from local disk, or downloaded from a server from
Internet.

< According to the description of "Configuring ER-600", connect ER
with ER-600 via a cross Ethernet cable, open browser,
inputhttp://192.168.1.1 as URL, input username and password (by
default username is root and password is 1234), and login router
configuration webpage.

< Select "System tools" and then "Upgrade Firmware";

< If the firmware is on the local disk, click "Browse", select the file
(.img) to update, and click "Open", then click "Upload/Download":

24
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4G ROUTER

* Status Upgrade Firmware
+ Network Settings

LAN Upload the firmware or Download it from Internet and reboot automatically after
. :

update.
+ WIFI Hotspot

+ NAT Rule Upload = ?
D> I
+ Router
Downloa -
— L @
+ DTU Function
EHEEEO: | 520 g [l
* Virhub ©: (209 v 02
¢ System Set this page. BRI vmlinux. iy
* System Log 3
* DTV Log
+ Restore Set £\

+ Upgrade Firmware /2

# Change Password IJ
+ Reboot System R

FKROA A

-

PSP drfk&aD: | erS00s-2.0.9.img v (7@ |
IHAB @  [FELE vl [ mE
CURESRAF ®

Figure 2-6: Upload firmware

< If the firmware can be downloaded from a server, input download
URL (please ask eTung technical support for the URL), and click
“Upload/Download”:

Upgrade Firmware

Upload the firmware or Download it from Internet and reboot automatically after
update.
Upload TR R TR P
R
Wlod e R
Download BY 1o idocs etunglech comidownloadierB00s-2.081] o ot fonnected
URL: proncs. g ;LOUNCEN L LA to Internet.
I Upload/iDownload I Note : It need about 1 minute to upload the firmware, please not leave
this page.

Figure 2-7: Download firmware from server

< Wait for a moment, until "Update" is shown, choose "Delete the
Former File", then click “"Update”. It will prompt the file system has
been updated, the original settings is clear, and the system is
rebooting. Wait a moment and then refresh the webpage to see the

25
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configuration page again.

2.5 Remote Configurations

SMS commands and remote AT commands can be used on ER-600 to
modify configuration parameters remotely. Details are described
below:

1. Modify configuration parameters remotely via SMS
The SMS to configure ER-600 parameters should follow the format
below: SMS password; AT commands

1)

2)

3)

4)

SMS password is the "SMS wakeup password" as shown in
wireless network settings of the web configuration interface,
with "1234" by default. This password is used to filter rubbish
SMS. Long SMS is not supported.

There can be multiple AT commands, and ";" is used between
SMS and AT command, and between AT commands. If there are
more than one AT command and some command fails, the
following commands will not be executed. If a command is
unknown, an ERROR will return. The commands will take effect
after system reboot. This can be done by putting a command
"AT+REBOOT" in the end of SMS commands, or sending a
separate SMS with command "AT+REBOOT".

AT command must be capitalized, but the parameters in the
command do not have this limit.

If there are multiple parameters in the command, just write
those that need to change and you do not have to write all of
them. If some item does not need to change, write two
continuous colons, and if some item needs to clean, write a
space. For example:

AT+WN=3gnet (configure onely APN, and other parameters keep
unchanged)

AT+DC=,,user (the first two items keep unchanged, and change
username only)

AT commands that can be used via SMS are listed and described
below:
1) AT+WN=apn,user,passwd,net_mode

Configure parameters related to dialling, with reply OK or ERROR.
apn: Access point name, this parameter is unused for EVDO device
and can be null. write "auto" to ask to select APN automatically.
user: dialling account, the dialing password must be changed
together with dialling account.

passwd: dialling password, the dialing account must be changed
together with dialling password.

26



ﬂflllly® BRERE ER-600 User Manual

2)

3)

4)

5)

6)

7)

8)

9)

AT+DC=addr,port,user,mode

Configure data center parameters, with reply OK or ERROR.
addr: data center address, either IP or domain

port: data center port

user: username

mode: TCP or UDP

AT+PWD=passwd

Set new SMS password, with at most 8 characters, exluding ",",":",
"=" etc. It is adviced to use digits and English characters only. The
reply is OK or ERROR.

AT+VIRHUB=0/1
Set whether to enabe Virhub or not, with reply OK or ERROR.
0: disable Virhub, 1: enable Virhub

AT+RESTORE
Restore to default settings, with reply OK.

AT+REBOOT
Reboot the device, with reply OK.

AT+STATUS?

Check current status, with reply below:

OK:connection status,signal quality,IP address,net_mode
connection status: 0: dialling not successful, 1: dialling successful
signal quality: 0-31, bigger value means better quality

IP address: IP address obtained after dialling is successful, invalid
if dialling is not successful.

net_mode:FDD LTE

AT+WN?

Check wireless network settings, with reply below:
OK:addr,port,user,mode

Refer the first command for parameters description

AT+DC?

Check data center parameters, with reply below:
OK:addr,port,user,mode

Refer the second command for parameters description

10) AT+PWD?

Check SMS password, with reply below:
OK:passwd

27
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11) AT+INFO?

Check device information. with reply below:
OK:IMEI,version,IP address at Ethernet interface

12) AT+VIRHUB?

Check status of Virhub, with reply below:
OK:0/1
0: Virhub is disabled, 1: Virhub is enabled.

13) AT+UPDATE=url

Update firmware, with reply OK or ERROR. The reply OK does not
mean update is complete, but the command has been received and
the update will start. To check whether update is successful, send
AT+INFO? after 5 minutes and check whether the firmware version
is changed.

url: download URL of the new firmware, beginning with "http://".
Make sure the device can access this url, for example it should not
be a public URL if the device has a private net card.

14) AT+UPDATEALL=url

Update firmware and restore to default settings, with reply OK or
ERROR.

url: download URL of the new firmware, beginning with "http://".
Make sure the device can access this url.

15) AT+SMSZHUANFA=txt,info_src,dest

Ask the router to send an SMS to info_src first with content “txt”
(only in English characters and digits), and then forward the reply
to dest. dest can be omitted, and if then the reply will be forwarded
the the mobile that sends this AT command. If the reply SMS has
more than one message, the router will forward the messages one
by one.

For example: AT+SMSZHUANFA=CXLL,10086,13801234567,
means to send an SMS to 10086 to query traffic and then forward
the reply to 13801234567.

2. Change configuration parameters via remote AT commands
1) This method can be used only when enabliing DTU function or

2)

virhub function, and ER-600 is shown online in mServer.

Method: choose the router in mServer’s console, right-click it and

choose “Remote Control”, in the popped-up dialog, input AT

commands in "CMD List” on the left side.

For example, input the following command to change the data

center’s address and port:
AT+MSERVER=3g.etungtech.com,8080

Click “Send” afterwards, and if successful, a "OK"” will show in

“CMD Response” on the right side. Then ER-600 will be offline from

the original mServer, and connect to the new data center and port.

28
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Remote Control ﬁ

mDevice Hame: |DTU3I32332'|'

CMD List: CMD Response:

ATHMSERVER=3¢. etungtech. com, S050 .

Import List| Sawve List | Cancel

Figure 2-8: Transfer Terminal remotely

Remote AT commands are listed below:
1) AT

2) AT+MSERVER=addr, port
Change data center address and port, with reply OK or ERROR.
addr: data center address, either IP address or domain
port: data center port

3) AT+USER=user

Change DTU username, with reply OK or ERROR.
user: username

4) AT+CSQ
Query signal strength and network mode, with the following
reply:
OK:sig_quality,net_mode

sig_quality: 0-31, bigger value means better signal quality
net_mode:
FDD LTE

5) AT+REBOOT
Reboot the router, with reply OK.

29
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6) AT+UPDATE=url,md5

Update firmware, with reply OK or ERROR. The reply OK does
not mean update is complete, but the command has been
received and the update will start. To check whether update is
successful, send AT+INFO? after 5 minutes and check whether
the firmware version is changed.

url: download URL of the new firmware, beginning with
"http://". Make sure the device can access this url, for example
it should not be a public URL if the device has a private net
card.

7) AT+UPDATEALL=url,md5

Update firmware and restore to default settings, with reply OK
or ERROR.

url: download URL of the new firmware, beginning with
"http://". Make sure the device can access this url.

8) AT+DTU&IMEI?

Query the router’s IMEI number, with the following reply:
OK:IMEI

9) AT+DTU&VER?

Query the router’s version, with the following reply:
OK:ver

10) AT+CM&TYPE?

Query protocol type, with the following reply:
OK:prot
Prot: TCP, UDP or ETCP

11) AT+CM&HBI?

Query heartbeat interval, with the following reply:
OK:interval
Heartbeat interval is in seconds.

12) AT+CM&HBT?

Query heartbeat timeout, with the following reply:
OK:timeout
Heartbeat timeout is in seconds.

13) AT+SER&BAUD?

Query user serial port baud rate, with the following reply:
OK:baud
Baud: 2400/4800/9600/19200/38400/57600/115200

14) AT+SER&SIZE?

Query user serial port data bits, with the following reply:
OK:size
size: 8/7/6/5

30
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15) AT+SER&PAR?
Query user serial port parity, with the following reply:
OK:par
Par: N: no parity, O: odd parity, E: even parity

16) AT+VIRHUB&ENABLED?
Query whether virhub function is enabled, with the following
reply:
OK:0/1
0: disable virhub function, 1: enable virhub function

17) AT+CM&TYPE=prot
Set protocol type, with reply OK.
prot: TCP. UDP. ETCP

18) AT+CM&HBI=interval
Set heartbeat interval in seconds, with reply OK.

19) AT+CM&HBT=timeout
Set heartbeat timeout in seconds, with reply OK.

20) AT+SER&BAUD=baud
Set user serial port baud rate, with reply OK.
Baud: 2400/4800/9600/19200/38400/57600/115200

21) AT+SER&SIZE=size
Set user serial port data bit, with reply OK.
Size: 8/7/6/5

22) AT+SER&PAR=par
Set user serial port parity, with reply OK.
par: N: no parity, O: odd parity, E: even parity

23) AT+VIRHUB&ENABLED=0/1
Enable/disable virhub function, with reply OK.

24) AT+SMSPING=PHONE_NUM
Ask the router to send an SMS to PHONE_NUM, and the
content is the router’'s IMEI humber, with reply OK.

25) AT+SMSZHUANFA=txt,info_src,dest

Ask the router to send an SMS to info_src first with content
“txt” (only in English characters and digits), and then forward
the reply to dest. dest can be omitted, and if then the reply will
be forwarded to the mobile that sends this AT command. If the
reply SMS has more than one message, the router will forward
the messages one by one.

For example: AT+SMSZHUANFA=CXLL,10086,13801234567,
means to send an SMS to 10086 to query traffic and then
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forward the reply to 13801234567.

26) AT+VIRHUB&TAP_IP?
Check the remote access IP address via Virhub, with reply:
OK:x.X.X.X

27) AT+VIRHUB&TAP_MASK?
Check the remote access netmask via Virhub, with reply:
OK:X.X.X.X

28) AT+VIRHUB&TAP_IP=x.X.X.X
Set the remote access IP address via Virhub, with reply OK.

29) AT+VIRHUB&TAP_MASK=X.X.X.X
Set the remote access netmask via Virhub, with reply OK.

30) AT+GPS?
Ask for GPS location data, the reply data format is shown
below:
$GPRMC,090758.182,A,3958.2382,N,11621.4878,E,1.06,201
.56,120211,,, A*6A

32



e , ””y o FRER ER-600 User Manual

Appendix 1: Configure ER-600 to

Access Internet via 4G Network

According to the description of Ch. 2.1 Configurations, login ER-600’s webpage,
choose “Network Settings” -> “Network Select”, configure to use 4G to access

Internet.

For ER-600-N4, the default network settings are to use MOBILE (4G):

Hetwork Select

Select the interface to connect.

Network: MOEBILE(4G v
ICMP Host: [123.56.92.41 ]
Backup ICMP Host: [106.14.61.104 |
Max Try: E ]
External access: OFF v

Hote 1: ICMP Host should be set when using AFN or VFH.
Hote 2: Wifi hotspot will be closed when using wifi to connect to

Internet.

[gave | | Revert |

Set Network to "MOBILE 4G”, press “Save” and then reboot ER-600.

NOTE: Some ER-600 types does not have 4G module, and then cannot
access Internet via 4G network.
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Appendix 2: Configure ER-600 to

Access Internet via Cable/WIFI

1. Configure ER-600 to access Internet via cable network
According to the description of Ch. 2.1 Configurations, login ER-600’s webpage,
choose “Network Settings” -> “Network Select”, configure to use WAN to access

Internet.
For ER-600-WO0, the default network settings are to use WAN:

Hetwork Select

Select the interface to connect.

Network: WWAN v
ICHE Host: [123.56.92.41 |
Backup ICMP Host: [106.14.61.104 I
Max Try: E |
External access: OFF v

Hote 1: ICMP Host should be set when using APN or VFH.
Hote 2: Wifi hotspot will be closed when using wifi to connect to

Internet.

| [ Save ] [ Revert I
o Figure Appendix 2-1: Use WAN to access Internet by default

For ER-600-N4, the default network settings are to use MOBILE (4G):
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Hetwork Select

Select the interface to connect.

Network:

MOBILEQRG/3G/4( v |

ICMFP Host:
Backup ICMP Host:
Max Try:

External access:

Internet.

|123.56.92.41 |

[106.14.61.104 I
B |
| OFF v

Note 1: ICMP Host should be set when using AFPN or VPN,
Hote 2: Wifi hotspot will be closed when using wifi to connect to

[ gave | | Revert|

Figure Appendix 2-2: Use 4G to access Internet by default

Set “"Network Select” as WAN, and then click “Save”;
Choose “Network Settings” -> “WAN" to configure WAN parameters;
There are three kinds of types: DHCP, PPPoE and STATIC. Choose PPPoE if cable
MODEM is used to access internet, and choose DHCP or STATIC if a dedicated line
or LAN is used to access internet. Use STATIC if the IP address is static or assigned

manually, otherwise use DHCP.

4G ROUTER

D
eflung .

+ Status AN

= Network Settings

Set up the WAN
* Network Select

interface.

* Wireless Basic WAN MAC: 10:9C:94:96:A1:93
* Hireless Advanced Type: DHCP v
* AN PPPOE Account: oHcP
¢ WIFI Client PPPOE Password: BERQE
e STATIC
Y ; ] Static IP:
+ WIFI Hotspot Mask: I:
+ AT Rule Gatensy: =
+ Router DNS1: I:l
Sl mrs2: L 1
+ DTU Function
+ Virhub TN

+ System Tools

+ Reboot System

Figure Appendix 2-3: Set type

When choosing PPPoE, PPPoE username and password should be set

additionally:
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AN

Set up the WAN interface.

Type: FFFOE
FFFOE Account: UZername
FFFOE Fazzword:
Static IF:
Mazk:

Gateway:

THS1:

L

DIH=Z:

Fote:

Figure Appendix 2-4: Configure PPPOE username and password

When choosing STATIC, configure static IP, net mask, gateway and DNS
accordingly:
AN

Set up the WAN interface.

Type: STATIC -
FFFOE Account: L
FFFOE Fassword: L ]
Static IF:
Gateway:
Hote:

Figure Appendix 2-5: Configure static IP

When choosing DHCP, no additional parameters need to configure:
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Set up the WAH interface.

Type: LHCFP -

FFFOE Account: 1
FFFOE Fassword: L ]
Static IF: 1
Gateway: 1

Hote:

Figure Appendix 2-6: Configure DHCP

Click "Save", and plug in Ethernet cable on LAN1 (WAN) of ER-600 and connect
to the cable network, then reboot ER-600. After reboot, login ER-600's web

configuration page, it can be seen that ER-600 has connected to the internet with
WAN.
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Status:

Product ID: 240305005050693

VYersion: ERGO0S-W4-2.0.9-11/27/18
Running: 0 days 0 hours 1 minutes 44 seconds
How: 2018/12/07 15:18:54

CPU Usage: ™
RAM Usage: 3%

Manufacturer: Quectel

Model: EC20F

Status: Module detected, SIM card detected
Module IMEI: 8568T04040395335

SIM IMSI: 460025105366165

SIM ICCID: §95602A10118F0040027

AN LaNz

[ #A Connected to network, IF:182.168.0.129 |

Connection Status: Connected to DC.

¥irhub not connected.

Received (Bytes): 73,238
Sent (Bytes): 30, 329
Receive Rate (Bytefs): 355
Send Rate (Bytefs): 93

Figure Appendix 2-7: ER-600 accesses Internet via WAN

2. Configure ER-600 to access Internet via WIFI

ER-600-W0 and ER-600-W4 can access Internet via WIFI. According to the
description of Ch. 2.1 Configurations, login ER-600’s webpage, choose “Network
Settings” -> “Network Select”, set network as WIFI, then click “Save”.
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Hetwork Select

Select the interface to connect.

Hetwork: WIF v |
ICMF Host: [123.56.92.41 |
Backup ICMP Host: |106.1 4.61.104 |
Max Try: IB I
External access: }“OFF v I

Note 1: ICMP Host should be set when using APN or VFN.
Fote 2: Wifi hotspot will be closed when using wifi to connect to

Internet.

[ gave | | Revert |

Figure Appendix 2-8: Set network as WIFI

Choose “Network Settings” -> “WIFI Client”, to configure WIFI parameters.

e ,”\\”yo 4G ROUTER

» Status WIFI Client

- Hetwork Settings :
This Page: Set WIFI parameters

* Network Select

o fireless Basic WIFT MAC: 28:AD:3E:49:7D:C1

* Hireless Advanced ssID: 7

* AN Security: [WPA2-PSK AES v |
o s Type: [DHCP v |
#HIT B swiew [
$14 pils R
Saome Gatensy: 1
i D st [—
i ez E—
* Virhub
+ System Tools
f e

WIFI AP list
Note: If wifi is disabled, the first time clicking “Refresh”, it need
some time to output the result.

Figure Appendix 2-9: Configure WIFI parameters - 1

Click “Refresh” to search the WIFI APs around:
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WIFI AP list

Note: If wifi is disabled, the first time clicking "Refresh”, it need
some time to output the result.

SSID Signal (0-100) Security
TP-LINK_T204 T1 [WPAZ]
0 etungtech 66 [WPAZ]
TP-LINK_43Al1 43 [WPAZ]
beclZ-west 93 [#PA2]
B2D2 T0 [WPAZ]
BT [#PA2]
etuns 86 [4PAZ]

[ For more information please wisit: Etung Technology ]

Figure Appendix 2-10: Search WIFI APs

Choose WIFI AP in the list, select security type, and input pin, then click
“Save”, and reboot ER-600.

WIFI Client

This Page: Set WIFI parameters

WIFI MAC: 28:AD:3E:49:7D:C1

SSID: [ etungtech |

Security: WPA2-PSK AES v |

PSK pin: [1234567890 I

Type: DHCP v

Static IP: [ |

Mask: I I

Gateway: I I

DNS1: | |

DNS2: | |

|

[Save | [Rever]| l

WIFI AP list

Note: If wifi is disabled, the first time clicking “Refresh”, it need
some time to output the result.

SSID Signal (0-100) Security
TP-LIRK_T204 T1 [%PA2]
° etungtech 66 [WPAZ]

Figure Appendix 2-11: Configure WIFI parameteré -2
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WAN will be disabled automatically once WIFI is enabled. After reboot, login
ER-600's web configuration page, it can be seen that ER-600 has connected to the
internet with WIFI.

Status:

Froduct ID: 240305005050693

Version: ERB00S-%4-2.0.9-11/27/18
Running: 0 days O hours 2 minutes 4 seconds
How: 2018/12/07 15:34:37

CPU Usage: 8%
RAM Usage: 3T%

Manufacturer: Quectel

Model: ECZ20F

Status: Module detected, SIM card detected
Module IMEI: S68T704040395335

SIM IMSI: 460025105366165

SIM ICCID: §95602A10115F0040027

WAN LANZ

0ty
L

IWIFI Connected to network, IF:192 168.0.155

Connection Status: Connected to DC.

Virhub not connected.

Received (Bytes): 45, 432

Sent (Bytes): 18, 037

Receiwve Rate (Bytefs): 1,077

Send Rate (Byte/s): 290

Hetwork: WIFI Signal: 96

Figure Appendix 2-12: ER-600 accesses Internet via WIFI

NOTE: Some ER-600 types do not have WIFI module, and then cannot
access Internet via WIFI.
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Appendix 3: eYun Virhub Testing

Case

1. Apply eYun account
Access website http://3g.etungtech.com, press “Register”, and input
registration information. Pay attention that the password should not be too
simple. Input a correct email address, then after submit the system will
automatically send a web link to the mailbox, just click the link to enable
the account.

e-Cloud

Etung M2M Manangement System

] Homepage 5 Addto

Name:l

Password:l Forget?

Venification 2020 Change

Download:

vircorav4.2
virhub ¥1.7

dtucfzv2 3

Figure Appendix 3-1: Apply eYun account
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2 Registration Page

@Basic

Hame:

hooount
Fassword:

Enter the
password
again

@Cont act

Email:

Telephone:

Contact
FPerson:

Company

Submit | | Reset

Information

Information

#lUnique identification rumber representative of a client
or project must consistent with the user name in terminal
device Please enter a user name consisting of a I,
mambers, underscores

#The length of pazsword must between B and 15,

#Fleaze input the password again to confirm.

#Fleaze enter email account (open account requires
anthentication)

#Flease enter a walid contact

*contact_name

#Flease enter company name

Figure Appendix 3-2: Input registration information

2. Configure ER-600

< Connect ER-600 with PC via Ethernet cross cable, and the IP address in
PC is set to obtain automatically;

e

VIETUAL HUE

Ex

Open browser and input URL: 192.168.1.1;

Input username: root, and password: 1234 to login;

Choose Virhub in the menu list;

Input account, and then press “Save”;

Choose "Reboot System” in the menu list, and reboot ER-600.

This Page: Enable or disable wirhub function.

YIRTUAL HUE

Main OC IF (Or Dnsname]:
Main OC Fort:

Transfer Protocol:
heocount

Remote heccezs IF:

Femote hocess Mask:

Di=able Eroadeast Facket:

Heartbeat Interwal:

Data Anto:

Hote

o -

|3g. etungtech. com |

A0S0 {1"B5535)

g
1

192. 163, 165, 1
255, 255.255.0

OFF =

(o)
=

[0 4

Figure Appendix 3-3: Configure Virhub function
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3. Install Virhub software
Ask Virhub v5.x installation package from eTung (either from CD or eTung’s
website), install it on the host pc according to Virhub’s installation guide.

4. Login in Virhub and start data transfer
Run Virhub and click "Settings", input the username and password applied

before. )
Settings (w) A t\. ﬁ

mierver List: [3z etungtech. com ]|

nierver Addr: |Sg.etungtech.com

mServer Port: |zogi Register
F

Account : |gengfang

Password: |******

Loopback Adapter IP Settings:

IF1: |192 .68 .10 .zoo Maskl: |255 255 255 . o
IP2: |192 .168 .168 .200 MaskZ: |255 255 255 . 0 i
IF3: i i i Masks: i i i

[8]:4 | Cancel |

Figure Appendix 3-4: Login Virhub

1) Configure Microsoft Loopback adapter’s IP address: in the “Settings”
dialog, we can set Loopback adapter’s IP address in “Loopback Adapter
IP Settings”. IP1 is used to build a virtual LAN with the front-end device
(i.e. the Webcam), and it has to be in the same IP range as the
front-end device’s IP, for example, 192.168.3.*.
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rSet'tings - = . - - w‘
mserver List: |3z etungtech. com -]
néerver Addr: |Sg. etungtech. com
mServer Port: |gogi Eegister
-
Account : |gengfang
Password:

|=oc=oc=oc=oc=oc4c

Loopback Adapter IF Settings:

IF1: |19z asg . 3 .200 Maskl: 255 .255 .255 . 0
IFZ: |192 162 .168 .200 MaskZ: [255 255 255 . 0 |
IF3: . . . Mask3: . . .

e — —

Figure Appendix 3-5: Configure Loopback adapter’s IP address

Press “"OK" after configuration, the software will set the IP address to

the Loopback adapter.

2) Add device: if account name is not input when configuring Virhub

function in ER-600, then use “"Add Device” in Virhub software to add

ER-600 to the account: press “"Add Device”, and input the IMEI number

of ER-600.
2 virhub = = | "3
Control Help
(@0 @ r'—\
IR
= S @
Add Device Add Mapping Del Mapping Configure Refresh Exit
Hame | INEI | Status | Logon Time | Sent | Receiwved | Mapped To Traced
DTU10Z20033 24030200 rﬂ?ﬂfﬂfﬂ"lnﬁ 0] 0] i
M |DTUL0Z0087 240305001
Al |DTU10Z20088 240305001 Add DTU
DTU20745342 240305003
DTU30Z23327 24030500 .
DTUR023328 24030500 Only online and no—owner DTU can be added:
DTU3037722 24030500
DTU3074253 24030500
DTUZ0TE061 24030800 IMEI: |24030500302332?
DTU30TI1E0 24030500
DTU30TI9E6 24030500
Add Cancel |
2
E | Clear Log | SHVETEOEmmIm s Tee NNEEr T T NORL { ne Nunber: O
E rs
& [2017/02/07 14:49:12 Link Info Cormnected to mServer
E 2017/02/07 14:49:15 Error Info Falled to set ip address of Loopback adapter! E‘
a
3 =
M =
Ready Connected

Figure Appendix 3-6: Add device
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If add device fails, please first make sure if the SVR2 led light is on, that
means ER-600 has connected to eYun platform. If ER-600 does not
connect to eYun platform, add device will fail.

3) Then Virhub configuration is complete, check if the communication

4)

between host pc and PLC is OK. Open a cmmd window, input command:
ping 192.168.3.* (device’s IP address), If there are responses, that
means the communication is OK, and if there is no response for a long
time, please contact eTung technical support.

Detect IP address of devices via Virhub

In order that PC running Virhub can communicate with devices at the
far end that connect to ER-600, the devices’ IP must be known
beforehand. Virhub’s “Detect IP” functionality can automatically detect
the devices’ IP .

In Virhub's interface, right-click the terminal and choose “Detect IP”,
offer the device IP’s subnet area, and then click “Detect IP”; and after a
while, the IPs detected will be shown in the list, as shown in the figure

below:
Detect IP “r b t lﬁ
Network: 168 . 1 0
Mask: ‘255 .265 . 255 . O
I... | IP iddress |
01 192.168.1. 20
Figure Appendix 3-7: Detect device’s IP address
Attention:

1) The terminal must be online to use this functinality;
2) Virhub version must be V5.9 or higher.
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Appendix 4: eYun Vircom Testing

Case

ER-600 has two user serial ports, so it can be used as a DTU to connect with
PLCs that have serial ports, and perform remote program download and
transparent data transmission. eYun platform and Vircom functionality make it
easier to implement remote access of PLCs that have serial port. Below we will
illustrate the implementation in detail.

1. Apply eYun account
Access website http://eyun.etungtech.com, press “Register”, and input
registration information. Pay attention that the password should not be too
simple. Input a correct email address, then after submit the system will
automatically send a web link to the mailbox, just click the link to enable
the account.

%) Homepage 73 Add to

e-Cloud

Etung M2M Manangement System

Name:l

Password'l Forget?

Verification] 2020 Change

Download:

vircora 4.2
wirhub w17

dtucfzv2 3

Figure Appendix 4-1: Apply eYun account
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2 Registration Page

@Basic Information

Hame: #lUnique identification rumber representative of a client
or project must consistent with the user name in terminal
device Please enter a user name consisting of a I,
mambers, underscores

Account #The length of pazsword must between B and 15,

Fassword:

Enter the #Fleaze input the password again to confirm.

password

@Cont act

again

Information

Email: #Fleaze enter email account (open account requires
anthentication)
Telephone: #Flease enter a walid contact
Contact #contact_name
FPerson:
Company #Flease enter company name
Submit | | Reset

Figure Appendix 4-2: Input registration information

2. Configure ER-600

R R R R R

Connect ER-600 with PC via Ethernet cross cable,
the IP address in PC is set to obtain automatically;
Open browser and input URL: 192.168.1.1;

Input username: root, and password: 1234 to login;
Choose DTU function in the menu list;

Input main DC IP: eyun.etungtech.com

Input main DC port: 8080

Input account registered above;

Select UART type: 232 or 485;

Set serial port parameters: baud rate, data bits, stop bits, and parity;

Click “Save”;

Choose "Reboot System” in the menu list, and reboot ER-600.

NOTE: RS232 and RS485 serial ports cannot be used at the same time, choose
one of them to use in DTU function->Basic Cfg.
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Ba=zic Cfg

This product will be finded and connected data center according te

the configure.

Main DC IF (0r Dnsname):
Main DC Fort:

|eyun.etungtech.cnm |

2080 (1785535

Transfer Frotocol: TCP ki
Connect mServer: YES
Regizter custom defined: |ETUNGI2403DSDD-‘1004|
Heartbeat custom defined: |ETUNG".XDD |
Uzer Serial Configuration:

Vart Choice: Rs232 v| |

Baud Rate: 9600 ki

Data Bit: Bhbit ¥

Parity: Mone v

Stop Bit: 1hit -

Flow Control: Mo Flow Contral v

Hote : Support two data centers, wice see Adwanced Configuration

| Save | | Revert |

Figure Appendix 4-3: Configure DTU parameters
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Status:

Froduct ID: 240305005050693

YVersion: ERB00S-%4-2.0.9-11/27/18
Running: 0 days 0 hours 1 minutes 44 seconds
How: 2018/12/07 15:18:54

CPVU Usage: 7%
RAM Usage: 378

Manufacturer: Quectel

Model: EC20F

Status: Module detected, SIM card detected
Module IMEI: S568T04040395335

SIM IMSI: 460025105366165

SIM ICCID: 8986024101 18F0040027

AN LaNZ

WAN Connected to network, IP:192. 163.0.129

Connection Status: ICormected to DC.I

Virhub not connected.

Received (Bytes): 73,238
Sent (Bytes): 30, 329
Receive Rate (Bytefs): 355
Send Rate (Byte/s): 93

Figure Appendix 4-4: DTU connected to DC

3. Login Vircom and test communication

Find Vircom installation package from eTung website: www.etungtech.com,

and Download Center->DTU related, then download and install Vircom.

< Run Vircom software, and click “"Configure”, then input the username
and password applied before;

< If user account is not configured in ER-600’s DTU function, please add
the device in Vircom by clicking “*Add DTU”, then input ER-600’s IMEI
number to add the device;

< Choose the device, and then click *Add Mapping” to map a virtual COM
for ER-600;

< Run PLC program software to open the virtual COM and send/receive
data.
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Control Help

FIlC=sn e

Add DTU | Add Va

Hanz [ THET n3erver List: Ieyun. etungtech. con

DTUO04001554 2403050 LK L
DTUO04008232 2403050 Please input t|plc. lianwangbao. cem
DTU1020037 2403050 registered, or|Self-defined
OTU1020037_1 24030501
DTU10Z20057_2 24030502
DTU1020057_3 24030503
DTU10Z20085 2403050
DTU30Z23327 2403050 hccount : Igengfang
OTU3023328 2403080

DTU3061343 2403050 Fassword: I******

DTU30T4410 2403050

DTU30T4554 2403050 [~ Sync virtual COM parameters with DTU

1 messaaaaaad
|_ Nodem simulator
Clear Log [~ Startup with mininized window

[
2017/04/19 14:37 tech. com:23082

0K I Cancel

Register

[ DTU Info | System Info

Connected /|

Figure Appendix 4-5: Configure Vircom and choose mServer

Add DTU _ -

—

Only online and ne—owner DTU can be added:

IMEI:

| add Cancel |

Figure Appendix 4-6: Add device

' ™~
Error u

@ Succeeded to add.

HE

Figure Appendix 4-7: Succeed to add device
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4 Vircom

. L =3 %,

Control Help

S0 &2 & ©

Add DTU |Add Mapping | Del Mapping  Configure Refresh Exit

|IMEI |Status|Logon Time |Sent |Received

Online

Add Mapping

Fort Number: |5

Please input the port number to map

Cancel |

-~
[]

=

g Clear Log | zave Log DTU Number: 1 OnLine Number: 1

i}

.E’. Fs

@ |2017/02/08 14:50:56 DTO Info DTU DTUS0ST440 online

€ |2017/02/08 14:51:31 DTU Info DTU DTU30ST440 online

=

= E
Ready Connected /|

Figure Appendix 4-8: Map a virtual COM

Figure Appendix 4-9: Succeed to map virtual COM
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Appendix 5: Use ER-600 to Access

LAN Remotely via VPN

ER-600 can be used to extend and access the corporate virtual LAN remotely with
VPN function, for example, the user can use ER-600 to dial into corporate LAN. But
the router in user's corporate LAN should support VPN in this way. We will illustrate
below how to implement this kind of network connection with VPN.

1. System Architecture

VPN
Servers
4G Router
- cabli/'wj '“‘i‘y —
-

2. Preparations
1) One router with VPN function(use PPTP protocol as an example), a LAN is
attached to this router and can access internet;
2) One ER-600(including accessories) 3)
One USIM card with internet service
4) One PC

3. Steps
1) Configure to use PPTP when accessing the router
Here we use router RV042 from linksys as an example. First, this router
supports VPN and PPTP protocol. Login this linksys router. and click
"VPN"->"PPTP", enable PPTP server and set the IP range for VPN
connection, then create username and password used for VPN connection,
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as shown in the figure below:

System System Port

Summary Setup DHCP Management Management Firewall VPN Log Wizard

| | | e

Enable PPTP Server Enable PPTP Server

Range Start:  192.168.0. 206

e Set up the IP range of VPN
Range End:  192.163.0, 210

Hew Password: esecesce
Cmﬁmlhwl’mword: sessssse

Set up the user name
and password for
the YPH connection

Figure Appendix 5-2: Configure router's VPN function

Actually different routers have different configuration interface and options,
we can configure it accordingly.

2) Configure ER-600

Login ER-600's configuration interface, click "VPN function" and configure it
as shown in the figure below:
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4G ROUTER

+ Status PPTP&L2TP
+ Network Settings
o LA This Page: VPN settings
+ WIFI Hotspot VEN Connected Status: @
+ NAT Rule VEN: OFF v
+ Router TYPE: ‘ﬁp‘i’p v |
- VBN VPN Server Address:
LI hecount:
* GRE Set Password:
+ DTU Function SedTP: [:]
+ Virhub DistanceIP: :]
*+ Systen Tools DistanceIPMask: :
+ Reboot System Enable MPPE: OFF v
User-defined Action:
PA

Figure Appendix 5-3: Configure account for VPN function
Type -- PPTP or L2TP
VPN server IP or domain -- the IP address on corporate LAN side, if the
IP address is not static, we recommend to apply a domain free of charge
from Oray or Gnway, then input the domain here, ER-600 supports domain
resolving.

Username -- the username configured in the router at corporate LAN side,
i.e. the username configured in linksys router before;

Password -- the password configured in the router at corporate LAN side,
i.e. the password configured in linksys router before;

VPN function -- ON, to enable VPN connection.
After all settings are complete, reboot ER-600.

3) Check dialing status
Login ER-600 to check dialing status, as shown in the figure below:
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Notes:

FFTPHLETE

This Page: WFH =zettings

| v Connected Statns: @ IF: 192, 188.0.207

VEH: 010

TYFPE: FFTF -

VPN Server Address: [z10 103 173 50 |
Aecount: |yuting |
Paszword: |oooooo |
SetIP: | |
DistancelP: | |
DistancelFMaslk: | |
Chanmel Password: | |
Enable MFFE: OFF -

User—defined Action:

Figure Appendix 5-4: ER-600 status of accessing LAN

At this time, ER-600 is connected to the corporate LAN, and visiting
http://192.168.0.207 inside the corporate LAN can see ER-600's web login
interface, and at the same time ER-600 can access resources inside the
corporate LAN.

If we connect a video server to ER-600, and configure port forwarding or
DMZ host on ER-600, we can then access http://192.168.0.207 inside the
corporate LAN and then access the video monitoring interface.

1) TheIP address used by PC or video server that is connected to ER-600 must

2)

not be in the same range as those IP addresses at the corporate LAN side.
For example, if the IP range at the corporate LAN side is 192.168.0.%*, then
ER-600 should be in other IP range, for example 192.168.1.*.

ER-600 and the PC or video server that connects to it should be in the same
IP range. ER-600's default gateway is 192.168.1.1, and if the IP range of
the PC or video server that connects to ER-600 need to be 192.168.0.%*,
then change ER-600's gateway to the same range, for example
192.168.0.1.
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Appendix 6: Configure GPS Query

Settings and GPS data format

ER-600-N4G embeds GPS model and supports device location. GPS location
information can be actively transferred by ER-600 to the host PC, or: the host
PC sends AT+GPS? command to query GPS location information, or: the device
connecting ER-600 sends AT+GPS? command via serial port to query GPS
location information.

As shown in the figure below, in ER-600’s configuration webpage, choose “"DTU
function” -> “Simple Cfg”, set GPS report interval in seconds. Setting it to 0
means ER-600 will not actively transfer location information to the host PC.

Bazic Cfg

This product will be finded and connected data center according te

the configure.

Main IC IF (0 Dnename): [211 105 17350 |
Main OC Fort: (1“‘55535)
Transzfer Frotocol: JL S

Connect m3erver: TES =

Regizter custom defined: [ETIHG : 240305003057 440
Heartbeat custom defined: |ETUHG\xDD |

User Serial Configuration:

Vart Choice: R5232 -

Eaud Rate: 9800 hd

Data Bit: ihit -

Farity: Hone -

Stop Bit: 1bit

Flow Control: No Flow Control -
I GFS Report Interwval: lm—lfSecond:l I

Fote : Support twe data centers, wice zee Adwanced Configuration

Figure Appendix 6-1: Set GPS report interval
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m EbriEE ) RFIERE | FER
ﬁ
224 ¢ DTUI1002 , Wrs] 60 SEPEE (2011/02/12 17:07:26)
m  0000: 24 47 S0 52 4D 43 2C 30 39 30 37 35 36 2E 31 37 $GPEMC, 0907S6. 17
{f  |0010: 33 2C 56 2C 30 30 30 30 2E 30 30 30 30 2C 4E 2C 3, ¥, 0000. 0000, K,
JE 0020: 30 30 30 30 30 2E 30 30 30 30 2C 45 2C 2C 20 31 00000, 0000, E, |, 1
Zr  |0030: 32 30 32 31 31 2C 2C 2C 4E 24 37 46 20211, , , WkTF
224 ¢ DTUI1002 , Wrs] 70 SFHEE (2011/02/12 17:07:29)
DO00: 24 47 50 52 4D 43 2C 30 33 30 37 35 38 2E 31 35 $GPEMC, 090753, 18
D010: 32 2C 41 2C 33 39 35 38 2E 32 33 35 32 2C 4E 2C 2, A, 3953 2382, H,
D0Z0: 31 31 36 32 31 2E 34 35 37 35 2C 45 2C 31 2E 30 11621.4878,E, 1.0
D030: 36 2C 32 30 31 2E 35 36 2C 31 32 30 32 31 31 2C 6, 201,56, 120211,
0040: 2C 2C 41 2A 36 41 L RHBA
SRR ¢ ITUSI00Z » WrE] 70 FEE (2011702718 1T:07:32)
DO00: 24 47 50 52 40 43 2C 30 39 30 38 30 31 2E 31 38 $GPEMC, 090501, 18
D010: 32 2C 41 2C 33 39 35 38 2E 32 32 35 37 2C 4E 2C 2, &, 3953 2557, H,

Figure Appendix 6-2: GPS data

(D$GPRMC,090756.173,V,0000.0000,N,00000.0000,E,,,120211,, N*7F
@3$GPRMC,090758.182,A,3958.2382,N,11621.4878,E,1.06,201.56,120211,, A*6 A

The figure above is the GPS data transferred to mServer, the data format is
described below, with @ as an example.

Name Example Unit Description

Message ID $GPRMC RMC protocol header

UTC Time 090758.182 hhmmss.sss, in the example it is
09:07 and 58.182 seconds UTC
time

Status A A means valid location
information; V means invalid
location information

Latitude 3958.2382 ddmm.mmmm, in the example it
is 39 degrees 58.2382 minutes

South/North N N means North latitude, S means

Latitude South latitude

Longitude 11621.4878 ddmm.mmmm, in the example it
is 116 degrees 21.4878 minutes

East/West E E means East longitude, W

Longitude means West longitude

Ground Speed 1.06 Mile/Hour | In the example, it means 1.06
miles/hour

Ground Course 201.56 Degree Use north as the benchmark

Date 120211 ddmmyy, in the example it
means Feb. 12", 2011

Magnetic Variation Degree E means East, W means West

Check *6A

<CR><LF> Mark of message end

Table Appendix 5-1: GPS data format
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According to the description above, it can be seen that @ is invalid GPS location
information, and @ is valid GPS location information.
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Appendix 7: Send/Receive SMS

with ER-600's Ethernet Interface

and SMS Format

ER-600 supports sending/receiving SMSs via Ethernet interface. The method is

described below:

First, establish a TCP connection with the ER-600’s Ethernet IP (192.168.1.1 by
default) and port: 8888; then use command AT+SMS or AT+SMSA to send SMSs.

For exam le, use TCP Test Tool to send SMS as shown below:

File Edit Clear Help Rou‘ter s listening
5

+ ASCI " Hex
Auto Send

[~ Line Feed [ Carmiage Return

[~ Sendevery 1 o0 Clear

Edit/Data Log Chick—togend

Client 2 erver
|P Address/Mame F‘ort poT Current Connections 04250 Listening on
TS 1601 1 ==l -‘ 127.00.112345
Elps Tie Router’ = IF ogﬁgcﬁlon Status Cllck to| Edrmect Set Liztening Port
00:01:05 Reset Connected 12345 Bind
Edit/Send Data Edit/Send Data
AT+5M5=13812345678,1,4,31323334 AT command |[4a sisner datatosend.. -
SM3, ending |with| CE

(o ASCI " Hex I~ LineFeed [T Camiage Retum
Auto Send

r 1 sec. Clear Send

Edit/Data Log

ok -

Display data as: ¢ ASCI ¢ Binary ¢ Decimal ¢ Hex

HEx Data Log

Display data az: & ASCI ¢ Binary ( Decimal & Hex

HE* Data Log

2B 634D 533D 31 2333 21 31 36 3S

- {192.168.1.1}
- {192.168.1.1 4F 4B 0D 0&

Dizplay Sound Dizplay Sound
[~ Time [~ Date [~ Enabled Clear Log [ Time [ Date I~ Enabled Clear Log
Bytes Sent: 33 Bytes Received: 4 2014/9/4 9:43.56 Bytes Sent: 0 Buytes Received: 0

Figure Appendix 7-1: Send SMS via ER-600’s Ethernet interface
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1) Inthe left part“Client”, input ER-600’s Ethernet IP address *192.168.1.1"in “IP
Address/Name”, and ER-600’s listening port “8888” in “Port”, then click
“Connect” to establish TCP connection with ER-600; if "Connected” is shown
Connection Status, that means TCP Test Tool has connected to ER-600’s
listening port.

2) Input AT+SMS or AT+SMSA command in box “Edit/Send Data”, and pay
attention to end with CR, then click “send”; if "OK"” is shown in box “Edit/Data
Log”, that means the command has been sent successfully.

NOTE:

1) Currently receiving long SMSs is supported, but sending long SMSs is not
supported, i.e. the length of messages in English cannot exceed 160 characters,
and the length of messages in Chinese cannot exceed 70 words.

2) AT commands must end with CR (0x0d), expressed below as “\r”.

1. Using AT command to send short messages
1) Special AT command for sending short messages with ASCII encoding via
serial port:
AT+SMSA=<target number>,<data length>,<data>\r

DTU will send the following reply:

\r\AnOK\r\n

Or:

\FANERROR\r\n

Target Number: Phone number to receive the short message
Data Length: The actual data length behind

Data: The data to be sent, MUST with ASCII encoding.

Examples:

Send “1234” with ASCII encoding to 13812345678:
AT+SMSA=13812345678,4,1234\r

Below is the command shown in hexadecimal:

41 54 2B 534D 5341 3D 31 3338 31323334353637382C342C31
323334 0D

2) General AT command for sending short messages via serial port:
AT+SMS=<target number>,<encoding format>,<data length>,<data>\r
DTU will send the following reply:

\r\nOK\r\n

Or:

\r\nERROR\r\n

Target Number:Phone number to receive the short message

Encoding Format: 1:ASCII encoding, 2:8bit encoding, 3:Unicode encoding
Data Length: The actual data length behind

Data: The data to be sent, each byte should be formatted to a 2-byte
hexadecimal number, for instance "1234"” should be written as“31323334".
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Examples:

Send “1234" with ASCII encoding to 13812345678:
AT+SMS=13812345678,1,4,31323334\r

Below is the command shown in hexadecimal:

41 54 2B 534D 53 3D 31 333831323334353637382C312C342C
33313332333333340D

Use 8bit encoding to send "1234"to 13812345678:
AT+SMS=13812345678,2,4,31323334\r

Below is the command shown in hexadecimal:

41 54 2B 534D 53 3D 31 333831 323334353637 382C322C342C
33313332333333340D

Use Unicode encoding to send “{x#"” to 13812345678:
AT+SMS=13812345678,3,4,4F60597D\r

Below is the command shown in hexadecimal:

41 54 2B 534D 53 3D 31 33 38 31 323334 3536 37 382C 33 2C 34 2C
34 46 36 30 35 39 37 44 0D

2. The received SMS messages will be output via the serial port in the format
below:

1)

2)

Format for SMS messages received with ASCII encoding
If the content of received SMSs is in ASCII format, the output is in the
following format:

\r\n+SMSA: <phone number>,<data length>,<data>\r\n

Examples:
“1234" received from 13812345678 in ASCII format:
\r\n+SMSA:13812345678,4,31323334\r\n

If the received SMS has more than one message, the format is as below:
\r\n+SMSAL.: <identifier>, <total>,<sequence number>,<phone
number>,<data length>,<data>\r\n

The messages with the same identifier can be assembled into one long
SMS.

For example, a long SMS is received from 10001, with identifier 05000376,
total 4 messages, and below is the fourth message:
\r\n+SMSAL:05000376,4,4,10001,6,123456

Format for SMS messages received with encodings other than ASCII
If the content of received SMSs is not in ASCII encoding, for example with
Chinese characters, the output is in the following format:

\r\n+SMS: <phone number>,<encoding format>,<data
length>,<data>\r\n

Examples:
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"1234" received from 13812345678 in 8bit encoding:
\r\n+SMS:13812345678,2,4,31323334\r\n

“riF" received from 13812345678 in Unicode encoding:
\r\n+SMS:13812345678,3,4,4F60597D\r\n

If the received SMS has more than one message, the format is as below:
\r\n+SMSL.: <identifier>, <total>,<sequence number>,<phone
number>,<encoding format>,<data length>,<data>\r\n

The messages with the same identifier can be assembled into one long
SMS.

For example, a long SMS is received from 10001, with identifier 05000376,
total 4 messages, and below is the fourth message:
\r\n+SMSL:05000376,4,4,10001,3,6,007600793002
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Appendix 8: Send/Receive SMS

with ER-600’s Serial Port

ER-600 supports sending/receiving SMSs via user serial port. The method is
described below:

1) Connect PC (or user device) with ER-600's RS232 serial port via female-female
RS232 cross cable; (Use RS485-t0-RS232 converter if RS485 serial port is used
on ER-600)

2) Go to ER-600’s configuration web page, according to Ch. 2.1 Configurations,
and choose “"DTU function” ->"Simple Cfg” to set parameters for user serial
port, including serial type(Uart Choice), baud rate, data bits, parity, stop bits
and flow control; by default they are RS232, 9600, 8, No parity, 1, and No flow
control. Make sure that the values of these parameters are set the same both
on the user device and on ER-600. Click “Save” after change and reboot
ER-600.
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This product will be finded and connected data center according te

the configure.

Main DC IF (0r Dnsname): |p1c.lianwangbao. com |
Main IC Fort: [Boa0 Juressam)
Transfer Frotocol: TCP -
Conmect mServer: TES w
Regizter custom defined: [ETIHG : 240305003057 440
Heartbeat custom defined: |ETUHG\xDD |
User Serial Configuration:

Vart Choice: R5232 -

Eaud Rate: 9800 hd

Data Bit: ihit -

Farity: Hone -

Stop Bit: 1bit

Flow Control: No Flow Control -

Fote : Support twe data centers, wice zee Adwanced Configuration

Figure Appendix 8-1: Configure ER-600’s serial port

3) Use command AT+SMS or AT+SMSA on PC (or user device) to send SMSs. For
example, use tool Serial Interface on PC to send SMS, choose COM1 and set
baud rate to 9600, then click "Connect”, then input AT command in the serial
input box at the bottom and click "Send”; “OK"” appears in the output box
means that the SMS has been sent successfully.

-

- = =

a-' Serial Interface Version 1.0 . = IS
File Other
Settings Serial Output Input Array
COomM1 - 0K = AT+SMSA=1358123456"
500 - Command Input 2

Command Input 3
Command Input 4

Command Input 5
Dizconnect ‘ l Save ‘ l Copy ‘ lClear‘ l Pause Read Cycle ‘

Command Input 6
Serial Innut Command Input 7
Command Input &

AT+SMSA=13812345678,4,1234 Send Command Input 9

Command Input 10

[|clear textbox after transmi

Figure Appendix 8-2: Send SMS via ER-600’s serial port
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4)

Meanwhile, ER-600 can receive and output SMSs from the user serial port, as

a-' Serial Interface Version 1.0

shown below:
_ . » = =] i:h

File Other

Settings Serial Output Input Array
Coml - OF = AT+SMSA=1381234567
5600 - Command Input 2
I +ENMS:+8613911690131, 1, 6, 313233383637 I Command Input 3
Command Input 4
Command Input 5
lDisconnect J l Save J l Copy J lClear‘ [ Pause Read Cycle J

Command Input 6

) Command Input 7
Serial Input
Command Input 8

AT+SWISA=13812345678 4,124 Send Command Input 9

\Clij Command Input 10

[]Clear textbox after transmi

F——

Figure Appendix 8-3: Receive and output SMS via ER-600's serial port

NOTE:

1)

2)

3)

ER-600’s RS232 serial port is standard RS232 DB9 male interface, and if the
user device'’s serial port is also DB9 female interface, use a standard RS232
female-male cable to connect ER-600 and user device, otherwise us
female-to-female cross cable to connect user device and ER-600.

Currently receiving long SMSs is supported, but sending long SMSs is not
supported, i.e. the length of messages in English cannot exceed 160 characters,
and the length of messages in Chinese cannot exceed 70 words.

AT commands must end with CR (0x0d), expressed below as “\r".

The AT commands to send/receive SMSs are described in “Appendix 7:

Send/Receive SMS with ER-600's Ethernet Interface and SMS F
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FCC Statement

This equipment has been tested and found to comply with the limits for a Class
B digital device, pursuant to part 15 of the FCC rules. These limits are
designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio
frequency energy and, if not installed and used in accordance with the
instructions, may cause harmful interference to radio communications.
However, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and
on, the user is encouraged to try to correct the interference by one or more of
the following measures:

-Reorient or relocate the receiving antenna.

-Increase the separation between the equipment and receiver.

-Connect the equipment into an outlet on a circuit different from that to which
the receiver is connected.

-Consult the dealer or an experienced radio/TV technician for help.

To assure continued compliance, any changes or modifications not expressly
approved by the party.

Responsible for compliance could void the user’s authority to operate this
equipment. (Example- use only shielded interface cables when connecting to
computer or peripheral devices).

This equipment complies with Part 15 of the FCC Rules. Operation is subject
to the following two conditions:

(1) This device may not cause harmful interference, and

(2) This device must accept any interference received, including interference
that may cause undesired operation.

FCC Radiation Exposure Statement:

The equipment complies with FCC Radiation exposure limits set forth for
uncontrolled enviroment. This equipment should be installed and operated with
minimum distance 20cm between the radiator and your body.

Any Changes or modifications not expressly approved by the party responsible
for compliance could void the user's authority to operate the equipment.





