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Fingerprint Access Control Terminal

User Manual
This quick start guide is intended for users of the models below:
Name Model
DS-K1T803F

Fingerprint Access

) DS-K1T803MF
Control Terminal

DS-K1T803EF

It includes instructions on how to use the Product. The software embodied in the Product is governed by
the user license agreement covering that Product.

About this Manual

This Manual is subject to domestic and international copyright protection. Hangzhou Hikvision Digital
Technology Co., Ltd. (“Hikvision”) reserves all rights to this manual. This manual cannot be reproduced,
changed, translated, or distributed, partially or wholly, by any means, without the prior written
permission of Hikvision.

Disclaimer

REGARDING TO THE PRODUCT WITH INTERNET ACCESS, THE USE OF PRODUCT SHALL BE WHOLLY AT
YOUR OWN RISKS. OUR COMPANY SHALL NOT TAKE ANY RESPONSIBILITIES FOR ABNORMAL OPERATION,
PRIVACY LEAKAGE OR OTHER DAMAGES RESULTING FROM CYBER ATTACK, HACKER ATTACK, VIRUS
INSPECTION, OR OTHER INTERNET SECURITY RISKS; HOWEVER, OUR COMPANY WILL PROVIDE TIMELY
TECHNICAL SUPPORT IF REQUIRED.

SURVEILLANCE LAWS VARY BY JURISDICTION. PLEASE CHECK ALL RELEVANT LAWS IN YOUR JURISDICTION
BEFORE USING THIS PRODUCT IN ORDER TO ENSURE THAT YOUR USE CONFORMS THE APPLICABLE LAW.
OUR COMPANY SHALL NOT BE LIABLE IN THE EVENT THAT THIS PRODUCT IS USED WITH ILLEGITIMATE
PURPOSES.

IN THE EVENT OF ANY CONFLICTS BETWEEN THIS MANUAL AND THE APPLICABLE LAW, THE LATER
PREVAILS.

Support

Should you have any questions, please do not hesitate to contact your local dealer.
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Regulatory Information

FCC Information

Please take attention that changes or modification not expressly approved by the party responsible for
compliance could void the user’s authority to operate the equipment.

FCC compliance: This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses and can radiate
radio frequency energy and, if not installed and used in accordance with the instructions, may cause
harmful interference to radio communications. However, there is no guarantee that interference will not
occur in a particular installation. If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the user is encouraged to try
to correct the interference by one or more of the following measures:

—Reorient or relocate the receiving antenna.

—Increase the separation between the equipment and receiver.

—Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

—Consult the dealer or an experienced radio/TV technician for help.

This equipment should be installed and operated with a minimum distance 20cm between the radiator
and your body.

FCC Conditions

This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions:
1. This device may not cause harmful interference.

2. This device must accept any interference received, including interference that may cause undesired
operation

EU Conformity Statement

This product and - if applicable - the supplied accessories too are marked with "CE" and
C E comply therefore with the applicable harmonized European standards listed under the RE
Directive 2014/53/EU, the EMC Directive 2014/30/EU, the RoHS Directive 2011/65/EU.

2012/19/EU (WEEE directive): Products marked with this symbol cannot be disposed of as
unsorted municipal waste in the European Union. For proper recycling, return this product
to your local supplier upon the purchase of equivalent new equipment, or dispose of it at
designated collection points. For more information see: www.recyclethis.info.

2006/66/EC (battery directive): This product contains a battery that cannot be disposed of
as unsorted municipal waste in the European Union. See the product documentation for
specific battery information. The battery is marked with this symbol, which may include
lettering to indicate cadmium (Cd), lead (Pb), or mercury (Hg). For proper recycling, return
the battery to your supplier or to a designated collection point. For more information see:
www.recyclethis.info.

Industry Canada ICES-003 Compliance
This device meets the CAN ICES-3 (B)/NMB-3(B) standards requirements.

This device complies with Industry Canada licence-exempt RSS standard(s). Operation is subject to the
following two conditions:

(1) this device may not cause interference, and

(2) this device must accept any interference, including interference that may cause undesired operation
of the device.

i
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Le présent appareil est conforme aux CNR d'Industrie Canada applicables aux appareils radioexempts de
licence. L'exploitation est autorisée aux deux conditions suivantes :

(1) I'appareil ne doit pas produire de brouillage, et

(2) I'utilisateur de I'appareil doit accepter tout brouillage radioélectrique subi, méme si le brouillage est
susceptible d'en compromettre le fonctionnement.

Under Industry Canada regulations, this radio transmitter may only operate using an antenna of a type
and maximum (or lesser) gain approved for the transmitter by Industry Canada. To reduce potential
radio interference to other users, the antenna type and its gain should be so chosen that the equivalent
isotropically radiated power (e.i.r.p.) is not more than that necessary for successful communication.

Conformément a la réglementation d'Industrie Canada, le présent émetteur radio peut

fonctionner avec une antenne d'un type et d'un gain maximal (ou inférieur) approuvé pour I'émetteur
par Industrie Canada. Dans le but de réduire les risques de brouillage radioélectrique a I'intention des
autres utilisateurs, il faut choisir le type d'antenne et son gain de sorte que la puissance isotrope
rayonnée équivalente (p.i.r.e.) ne dépasse pas l'intensité nécessaire a I'établissement d'une
communication satisfaisante.

This equipment should be installed and operated with a minimum distance 20cm between the radiator
and your body.

Cet équipement doit étre installé et utilisé a une distance minimale de 20 cm entre le radiateur et votre
corps.

111
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Safety Instruction

These instructions are intended to ensure that user can use the product correctly to avoid danger or
property loss.

The precaution measure is divided into Warnings and Cautions:

Warnings: Neglecting any of the warnings may cause serious injury or death.

Cautions: Neglecting any of the cautions may cause injury or equipment damage.

A A

Warnings Follow these | Cautions Follow these
safeguards to prevent | precautions to prevent
serious injury or death. | potential injury or
material damage.

A Warnings

® All the electronic operation should be strictly compliance with the electrical safety regulations, fire
prevention regulations and other related regulations in your local region.

® Please use the power adapter, which is provided by normal company. The power consumption cannot
be less than the required value.

® Do not connect several devices to one power adapter as adapter overload may cause over-heat or fire
hazard.

® Please make sure that the power has been disconnected before you wire, install or dismantle the
device.

® When the product is installed on wall or ceiling, the device shall be firmly fixed.

® |f smoke, odors or noise rise from the device, turn off the power at once and unplug the power cable,
and then please contact the service center.

® |f the product does not work properly, please contact your dealer or the nearest service center. Never
attempt to disassemble the device yourself. (We shall not assume any responsibility for problems
caused by unauthorized repair or maintenance.)

A Cautions

® Do not drop the device or subject it to physical shock, and do not expose it to high electromagnetism
radiation. Avoid the equipment installation on vibrations surface or places subject to shock (ignorance
can cause equipment damage).

® Do not place the device in extremely hot (refer to the specification of the device for the detailed
operating temperature), cold, dusty or damp locations, and do not expose it to high electromagnetic
radiation.

® The device cover for indoor use shall be kept from rain and moisture.

® Exposing the equipment to direct sun light, low ventilation or heat source such as heater or radiator is
forbidden (ignorance can cause fire danger).

® Do not aim the device at the sun or extra bright places. A blooming or smear may occur otherwise
(which is not a malfunction however), and affecting the endurance of sensor at the same time.

® Please use the provided glove when open up the device cover, avoid direct contact with the device
cover, because the acidic sweat of the fingers may erode the surface coating of the device cover.

® Please use a soft and dry cloth when clean inside and outside surfaces of the device cover, do not use
alkaline detergents.

v
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® Please keep all wrappers after unpack them for future use. In case of any failure occurred, you need to
return the device to the factory with the original wrapper. Transportation without the original wrapper
may result in damage on the device and lead to additional costs.

® Improper use or replacement of the battery may result in hazard of explosion. Replace with the same
or equivalent type only. Dispose of used batteries according to the instructions provided by the battery
manufacturer
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Chapter 1 Overview
1.1 Introduction

DS-K1T803 Series Fingerprint Access Control
Terminal is designed with a 2.4-inch LCD display
screen. Offline operation, wired network (TCP/IP)
and wireless network transmission modes are
supported as well.

1.2 Main Features

e Doorbell ringtone settings function

e 2.4-inch LCD display screen

e Transmission modes of wired network (TCP/IP) and wireless network

e Max. 3,000 users, 3,000 fingerprints and 100,000 access control events records storage

e Export the report and upgrade the device via the USB disk.

e Adopts the optical fingerprint module, supporting 1:N mode (fingerprint, card + fingerprint) and
1:1 mode (card + fingerprint)

e Terminal can be set as card reader and connect to the access controller when the Wiegand
mode is selected as exporting

e Supports multiple authentication modes (card, fingerprint, card + fingerprint, card + password,
fingerprint + password, card + fingerprint + password, terminal authentication, user
authentication and so on.)

e Supports EM card reading (DS-K1T803EF)

e Supports Mifare card reading, including card No. reading (DS-K1T803MF)

e Support CPU card reading, including CPU card serial No. (DS-K1T803MF needs to be configured
in the client software)

e Supports secure door control unit accessing via RS-485 connection

e Tampering detection, unlocking overtime alarm, invalid card swiping over times alarm, duress
card alarm, and so on
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1.3 Appearance
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Figure 1. 1 Appearance of DS-K1T803 Series model
Table 1. 1 Description of DS-K1T803 Series Model

2
o

Description

Keypad

Door Bell Button

Fingerprint Reading Module

2.4-inch LCD Display Screen Indicator

USB Interface/Reset Button (Inside of the Cover)

Tamper-proof Button

Ethernet Port

RS-485/Wiegand Wiring Terminal

OO N[O L[ WIN|F-

12V Power Interface

=
o

Door Lock Wiring Terminal

[y
=

Alarm Wiring Terminal

® ®
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1.4 Keypad Description
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Figure 1. 2 Keypad Appearance
Table 1. 2 Keypad Description

No.

Description

Exiting Key: Press the button to exit the menu.

Direction Keys: Use A, \ , Q, D to move the cursor in the menu.

Numeric Keys/Letter Keys: Press to input numbers or letters.

Confirming Key: Press to confirm operations. Press and hold the key for 3s
to login the main interface.

v b W N (-

Deleting Key: Delete the contents in the textbox.

Editing Key: Press to enter the editing status.
Press to shift among Chinese, numbers/lowercases, numbers/uppercases
and symbols.
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Chapter 2 Installation
Before You Start:

® Make sure that the device in the package is in good condition and all the assembly parts are
included.

® Make sure that the wall is strong enough to withstand three times the weight of the device.

Steps:
1. Install 120 gang box into the wall. 2. Secure the device mounting plate on the gang
box with two screws (supplied).
—_— ]
]
Figure 2. 1 Install the 120 gang box Figure 2. 2 Secure the mounting plate

3. Align the terminal with mounting plate. | 4. Tighten the screws to fix the terminal on the
Push the terminal in the mounting plate mounting plate and complete the installation.
from bottom up. Fasten the terminal with
the buckles on the plate.

Mounting Screw

Figure 2. 3 Install the Terminal Figure 2. 4 Secure the mounting Screw
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Chapter 3 Device Wiring

3.1 Terminal Description

Group A

Red
¢ Al

Black A2

Group B
Yellow/Blue
Yellow/Black

Yellow/Purple B3
Yellow/Brown B4

Yellow/Red B5

I | .

—\\Group C

; ] Yellow c1 —
B —— Blue C2

— Green I
I White C3

Orange C5

Purple
Brown Eg
Gray

Black

Group D
—  White/Purple D1

=

White/Yellow D2

White/Red 3
Yellow/Green

White/Black D4
ite/Blac D5
Yellow/Gray D6 —
GroupE
White/Brown E1
White/Blue
o

Figure 3. 1 Terminal Diagram of Access Control Terminal
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Table 3. 1 Terminal Description

Line No. Function Color Ul Description
Group Name
Line Al Power Input Red +12V 12V DC Power Supply
Group A 75 Black GND GND
Line B1 Alarm Input Yellow/Blue IN1 Alarm Input 1
GroupB g Yellow/Black | GND GND
B3 Alarm Output Yellow/Purple | NC Alarm Output Wiring
B4 Yellow/Brown | COM
B5 Yellow/Red NO
Line C1 RS-485 Yellow 485 + RS-485 Wiring
GroupC | C2 Communication | Blue 485 -
Port
Cc3 Wiegand Green wo Wiegand Wiring 0
c4 White w1 Wiegand Wiring 1
C5 Orange WG_OK Wiegand
Authenticated
C6 Purple WG_ERR Wiegand
Authentication Failed
c7 Brown WG_ BEEP | Tampering Alarm
Wiring
Cc8 Grey WG_TAMP | Buzzer Wiring
ER
C9 Black GND GND
Line D1 Lock White/Purple | NC Lock Wiring
GroupD | p3 White/Yellow | COM
D3 White/Red NO
D4 Yellow/Green | SENSOR Door Contact Signal
Input
D5 White/Black GND GND
D6 Yellow/Grey BUTTON Exit Door Wiring
Line El Door Bell White/Brown BELL+ Door Bell Wiring
Group B g5 White/Blue | BELL-
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3.2 Device Wiring

3.2.1 External Device Wiring Overview (Without Secure Door Control

Electric strike

Electric Dropbolt/
Magnetic lock

 —
oo

Unit) B
_ T2V A1 Red +12V
Power Input [ - GND A2 Black GND
— Group A
I IN1 Yellow/Blue
] GND B]'Yellow/BIack
Alarm Input B2
— - NC B3 Yellow/Purple (NC) falarm Ouput Device
_ CcOM B4.Yellow/Brown - 1+
Alarm Output NO .;'VEHWRE!_‘ Power |-
— __ B (NO) Alarm Ouput Device|—|
Group B
I 485+ Yellow
RS485 - 485:  pBe
. — WO Green
Terminal ] W1 3 ~White +12v
Wiri | oK C4 Orange + Et |
. erna
Irng Wiegand Output - %Eg BPurpIe éomr/er
4 e rown Supply
_ _'LAM.BER_CS _Gray )
. GND C Black GND
— GroupC Wiegand Card Reader
NC 1 White/Purple (NC) «+
COM D2 White/Yellow
NO White/Red
Door Lock SENSOR Yellow/Green
| GND D5 White/Black
- BUTTON g Yellow/Gray[ =
Group D Q
BELL+ Exit Button
| E1 White/Brown
- Door Bell |: | BELL-  £5  white/Blue
GroupE

Door Contact

Note: The external power supply and the access control terminal should use the same GND cable.
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3.2.2 External Device Wiring Overview (With Secure Door Control Unit)

Access Control Terminal Secure Door Control Unit

T *12V. AfRed +12V
Power Input |: 4 —GND A2 Bjack GND
— Door Magnetic
[ SENSOR Green/Brown : .
i b B1 () o Exit Butt
485+ Yellow Secure Door Control Unit| poor status i GND g5 Black Cﬁ xit Button
RS485 [:[ 485-  , Blue Wiring Terminal Input i BUTTON g3 Green/Black .
B GND gg Black O
— .
M NC White/Purple (NC) .

Electric Dropbolt/
Magnetic Lock

| Cl
coM White/Black
4 —=M_ 2
L Lock Output | GND 3 White/Red

Electric Strike

Note: The external power supply and the secure door control unit should use the same GND cable.
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Chapter 4 Basic Operation

Suggested working flow:

User
Management

Parameters
Configuration

Device

Login

Activation

Attendance
Configuration

Configuration

Figure 4. 1 Working Flow
Device Activation: Activate the device before first using.
Login: Hold the OK button for 3s to login the device main interface.
Parameters Configuration: Configure the communication, the system, and the time.
User Management: Add, edit and delete the users in the fingerprint access control terminal. You are
able to set the user ID No. name, card number fingerprint, password, department, etc.
Access Control Configuration: Configure the access control parameters and control the door status.
Attendance Configuration: Configure the attendance parameters and control the users attendance.
Note: The device has configured the default department, the default shift, the default shift schedule and
the default system information. You are able to use the device directly after adding the user.

4.1 Device Activation

Purpose:

You should activate the device before the first login. After powering on, the system will switch to activate
notifying interface.

Please activate the device.

Figure 4. 2 Activation Notifying Interface
Activation via SADP and activation via the iVMS-4200 Client Software are supported.
The default values of the terminal are as follows:
e The default IP address: 192.0.0.64
e The default port No.: 8000
e The default user name: admin

4.1.1 Activating via SADP Software

Purpose:
SADP software is used for detecting the online device, activating the device, and resetting the device
password.
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Steps:
1. Get the SADP software from the supplied disk or the official website. Install and run the software.
Note: Go to http://www.hikvision.com/en/tools 82.html to download the SADP software.

: 1 Modify Network Parameters
Total number of online devices: | O Refresh fr
m D ~ | Device Type | Security | 1Pv4 Address | Port | Software Version | IPva Gateway | HTTP Port | Device Serial No Enable DHCP
001 DS-7208HGHI-SH Active 10.16.1.72 8000 V3.3.0build 1508... 10.16.1.254 80 DS-7208HGHI-SHO8
o . ‘ . ) ) . Device Serial No
002 DS-7104N-SN/N Active 10.16.1.28 8000 V3.0.19build 160... 10.16.1.254 N/A DS-7104N-5N/N04Z
003 DS_8106THFH_E2 Active 10.16.1.248 2000 V3.0.0build 1408... 10.16.1.254 N/A DS_8106THFH_E207 IP Address:
004 Active 10.16.1.250 8000 V5.4.0build 1602... 10.16.1.254 80 20141119CCWR4¢ Port:
005 DS-2CDBB4FWD-E Active 10.16.1.102 8000 V5.1.0build 1312... 10.16.1.254 80 DS-2CD864FWD-E21
Subnet Mask:
006 DS-K1ABOIMF Inactive 192.0.0.64 8000 VL.0.0build 1607... 0.0.0.0 80 DS-K1AB01MF2016(
Gateway:
1Pv6 Address:
1Pv6 Gateway:
1Pv6 Prefix Length:
HTTP Port:
Admin Password:
Forgot Password
« .

Figure 4. 3 SADP Software Interface
2. Check the inactive device from the device list.
3. Create a password in the right side of the interface and confirm the password.

STRONG PASSWORD RECOMMENDED- We highly recommend you create a strong password of your own
choosing (using a minimum of 8 characters, including upper case letters, lower case letters, numbers, and
special characters) in order to increase the security of your product. And we recommend you reset your
password regularly, especially in the high security system, resetting the password monthly or weekly can better
protect your product.
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@ saDP

Refresh

Total number of online devices: 6

OIID - | Device Type | Security | IPvd Address | Port | Software Version | IPv4 Gateway | HTTP Port | Device Serial No.
001 DS-7208HGHI-SH Active 10.16.1.72 8000 V3.3.0build 1508... 10.161.254 80 DS-7208HGHI-SHOS
002 DS-7104N-SN/N Active 10.16.1.28 8000 V3.0.18build 160... 10.16.1.254 N/A D5-7104N-SN/N04Z
003 DS_B106THFH_E2 Active 10.16.1.248 8000 V3.0.0buid 1408.. 10.16.1.254 N/A DS_8106THFH_E2(
004 UNKOWN-DEVICE-TYPE  Active 10.161.250 8000 V54.0buid 1602 10.161.254 80 20141119CCWRAS
005 DS-2CD864FWD-E Active 10.16.1.102 8000 V5.1.0build 1312... 10.161.254 &0 DS-2CD264FWD-E2(
“ 006 DS-KLAB0IMF Inactive 1920064 8000 V10.0build 1607.. 0.0.0.0 &0

DS*(IAEEIMFZEli[

1. Check the inactive device.

2. Create a new password and
confirm the new password

I Activate the Device

The device is not activated.

You can modify the network parameters after
the device activation.

New Password:

Confirm Password:

Figure 4. 4 Activate the Device
Click Activate. The device will be active.
Or click Fresh to fresh the device status.
Check the device and manually edit the device IP address, Port No., Subnet Mask, Gateway, etc.
Or check DHCP to enable DHCP.
6. Input the password and click Modify to apply the settings.
Note: The device IP address should be the same with the PC’s.

B

v

Refresh

Total number of online devices: 6

O/ID - | Device Type | Security | IPv4 Address | Port | Software Version | IPv4 Gateway | HTTP Port | Device Serial No.
001 DS-7208HGHI-SH Active 1016172 8000 V33.0buid 1508.. 10.161.254 &0 D5-7208HGHI-SHOE
002 DS-7104N-SN/N Active 10.16.1.28 8000 V3.0.19build 160... 10.16.1.254 N/A DS-7104N-SN/N04Z
003 UNKOWN-DEVICE-TYPE  Active 10.16.1.250 8000 V54.0build 1602... 10.16.1.254 80 20141119CCWR4S
004 DS_8106THFH_E2 Active 10.16.1.248 8000 V3.0.0build 1408.. 10.16.1.254 N/A DS_8106THFH_E2(
005 DS-2CD864FWD-E Active 10.16.1.102 8000 V5.1.0build 1312... 10.161.254 80 DS-2CD864FWD-E2(

v 006 DS-K1AB0IMF Active 1920064 8000 V10.0build 1607.. 0.0.0.0 80 DS-K1AB01MF2016|

1. Check the device that need to edit.

2. Edit the device parameters.

3. Input the password and click
Modify to apply the settings.

I Modify Network Parameters

Enable DHCP

Device Serial No: | ps_k1A801MF20160713V010000C

IP Address: | 192.0.0.54
Part: |goon
Subnet Mask: | 755255.255.0
Gateway: | 0,0,0.0
IPv6 Address: .
IPv6 Gateway: .

1Pv6 Prefix Length: g4

HTTP Port: | gg

Admin Password:

Forgot Password

Figure 4. 5 Edit Device Parameters

4.1.2 Activating via Client Software

Purpose:

The client software is versatile video management software for multiple kinds of devices.

Steps:
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1. Get the client software from the supplied disk or the official website. Install and run the client
software.
Note: Go to http://www.hikvision.com/en/Tools 84.html to download the client software.

2. Click Switch System -> Access Control System at the upper left corner of the interface to enter
the Access Control System interface.

3. Click Controller Management to enter the Controller Management interface.

Switch System

iVMS5-4200 Access Control System admin @ Freu3 E‘S 11:42:28

Video Management Systern

Access Control

F 2

status, ntre | event, and der. .
function

Event Search

Search access control
event history information

Access Control Permission Configuration

Card Management

“ The management of card.

M person Management

dt Th g and
ﬂ i control

Status Duration

Configure the Door State
Durations.

ﬂ Template
LL .-Z.\

Interact Configuration

Case, event/

Attendance Management

P interaction configuration

Ire atte

result

int attendance

System Maintenance

System Configuration

iguration and

gure parameter:
normal system and card

dispatcher.
Figure 4. 6 Control Panel Interface
You can check the online device, as shown in Figure 4. 7
Device Managed (0)
Add Device Edit Delete Bulk Time... Status Remote Co... | Aftendance... Refresh Filtar
Name Type Connection M_.. | IP Port Baud Rate | Dial-up Connection St... | Refresh
Online Devices (1) @ Refresh
Add to Client Add All Device Edit Network. Reset P @ Activate Filter
Mame Type P Port Activated Added
44-19-b6-c5-cb-ab Access Controller_DS-K1A801MF 192.0.0.64 8000 Mo Mo

Figure 4. 7 Device List
4. Select an inactive device from the device list.
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5. Click Activate to pop up the Activation interface.

Online Devices (1) @ Refresh
o Addto Client .~ Add All Device Edit Metwork.. Reset P... & Activate Filter
Name Type IP Port Activated Added

44-19-bG-c5-ch-ab Access Controller_DS-K1A301MF 192.0.0.64 8000 Mo Mo

Figure 4. 8 Select Inactive Device
6. Create a password and confirm the new password.

STRONG PASSWORD RECOMMENDED- We highly recommend you create a strong password of your own
choosing (using a minimum of 8 characters, including upper case letters, lower case letters, numbers, and
special characters) in order to increase the security of your product. And we recommend you reset your
password regularly, especially in the high security system, resetting the password monthly or weekly can better

protect your product.
Activate Device x
Fassword:
The password ( 8 to 16 characters)
should contain two or more of the
following character types: numeric, low...
ConfirmFas._..

Ok Cancel

Figure 4. 9 Activate the Device
7. Click OK to start activate.
8. Click - EditNetwork... | t5 configure the device IP address, mask address, gateway address, port No.
9. Input the password and click OK to apply.
Note: The device IP address should be the same with the PC.
The device will switch to the initial interface:

11140

07.11.2016 Mon.

Figure 4. 10 Initial Interface
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4.2 Login

Steps:
1. For the first time login, hold the OK key for 3s to enter the main interface. You can manage the
user, the access control, the attendance, the communication, the system, etc.

User fAittendance Comm. Test Info.

n@@

System Transfer Time

Figure 4. 11 Main Interface
If you have configured the admin in the User interface:
1) Long-press the OK key to enter the Admin Login interface.
2) Enter the admin ID No. and password, scan the fingerprint or swipe the card to enter the
main interface.

fidnin Login

Figure 4. 12 Admin Login Interface

4.3 Parameters Configuration

4.3.1 Communication Settings
Purpose:
You can set the network parameters, the Wiegand parameters and the Wi-Fi.
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@ @ =

Hetwork Wiegand Wi-Fi

Figure 4. 13 Communication Settings Interface
4.3.1.1 Setting Network
You can set the device network parameters, including the IP address, the subnet mask and the gateway

address.
Steps:
1. Move the cursor to the Network and press the OK key to enter the Network interface.

2. Edit the IP address, the subnet mask and the gateway.
Note: The IP address should be the same with the PC’s.

Network

IP: 192 . .0 .64

Subnet Mask: Z55 255 255 . 0

Gateway: o .0 .0 .0

[ESC]1 Back

Figure 4. 14 Network Interface
3. Press the ESC key and select Yes to save the parameters.

Save 7

[OK]1 Confirm

Figure 4. 15 Prompt Interface

4.3.1.2 Setting Wiegand Parameters
Purpose:
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You are able to set the Wiegand Direction (Send/Receive) and the Wiegand mode (Wiegand 26/Wiegand
34).
Steps:

1. Move the cursor to Wiegand, and press the OK key to enter the Wieagand interface.

Wigand

Direction: < Receive

Mode : ¢ Wiegand34

[OK]1 Conf irm [ESC]1 Back

Figure 4. 16 Wiegand Setting Interface
2. Edit the Wiegand parameters, including the Wiegand direction and the Wiegand mode.
Wiegand Direction:
o |[f select “Send”, the terminal can connect to the access controller to upload the card No.
bia the Wiegand 26 or the Wiegand 34 mode.
o |[f select “Receive”, the terminal can connect to the Wiegand card readers. No need to
configure the Wiegand mode. The default mode contains Wiegand 26/34 and the
Hikvision private Wiegand protocol.
Wiegand Mode:
Wiegand 26 and Wiegand 34 can be selected. The default Wiegand mode is Wiegand 34.
4.3.1.3 Setting Wi-Fi
Purpose:
You can enable the Wi-Fi and configure the Wi-Fi parameter.
Steps:
1. Move the cursor to Wi-Fi, and press the OK key to enter the Wi-Fi interface.

[OK]1 Conf irm [ESC]1 Back

Figure 4. 17 Wi-Fi Enabling
2. Move the cursor to the icon D and press the OK key to enable the WLAN.

10
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WLAN

TEST

zleepyg

Wend iong
Huawei AP-41462
86088608

[OK]1 Confirm [ESC]1 Back

Figure 4. 18 Wi-Fi Selection
Select a network and press the OK key to enter the Wi-Fi Setting interface.
4. Input the Wi-Fi password, and configure the IP mode the IP address, the subnet mask and the
gateway.
Note: The password supports numbers, uppercase letters, lowercase letters and symbols.

w

< Static IP
IF: 192 168 0 0O
Subnet Mask: 255 . 255 . 255 |

Gateway: o0 0 _ 0

[OK]1 Conf irm [ESC1 Back

Figure 4. 19 Wi-Fi Setting Interface
5. Press the ESC key and select Yes to save the parameters and exit the interface.

4.3.2 System Settings

Purpose:

You are able to set the system parameters, manage the data, restore default parameters and upgrade
the device.

4.3.2.1 Setting System Parameters

Purpose:

Set the system parameters, including the device time format, the keypad audio, the voice prompt, the
voice volume, the sleeping, the attendance repeating time interval, the attendance record over
threshold prompt, the secure door control panel and the record delete.

11
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Systen Systen

Time Format: < MM.DD.YYYY Sleeping: @@ min

Keypad Sound: . Interval: 0 s

Uoice Prompt: . Record over 99 %, Pop up Promp.

Uoice Volume: < Medium > Auth Mode: < Card ~» FP >

Time Format:

Keypad Sound:

Voice Prompt:

Voice Volume:

Sleeping:

Time Interval:

Attendance
Record Prompt:

Secure Door
Control Panel:

[0K]1 Confirmn [ESC1 Back [OK]1 Conf irm [ESC]1 Back

System

Record Delete E'.::'

[OK] Confirm [ESC]1 Back

Figure 4. 20 System Configuration Interface
MM/DD/YYYY. MM.DD.YYYY. DD-MM-YYYY. DD/MM/YYYY.
DD.MM.YYYY. YYYYMMDD. YYYY-MM-DD. YYYY/MM/DD.
YYYY.MM.DD and MM-DD-YYYY are available.

Move the cursor to D or D and press the OK key to enable or
disable the keypad sound.

Move the cursor to D or D and press the OK key to enable or
disable the prompt audio.

Note: The icon D represents the keypad sound is enabled. The

icon D represents the keypad sound is disabled.

High, Medium and low can be selected.

Set the device sleeping waiting time (Minute). If you set the sleeping
time to 30min, the device will sleep after 30 min without any
operation.

Note: If you set the sleeping time to 0, the function is disabled.

Set the attendance repeating time interval (Second) of a person. The
attendance will be invalid, the authentication will be failed, and the
door will not be open if the user swipe the card repeatedly within
the time interval. (Set the authentication mode to Card).

Note: The time interval should be between 0 and 255s.

If the attendance record memory reaches the configured value, the
system will pop up a prompt to remind you.

Enable/disable the secure door control panel. The terminal connects
to the secure door control panel via the RS-485. And the terminal
will receive the magnetic signals, the door opening button signal and

12
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the input/output alarm signals via the secure door control panel.
When disabling the function, the terminal can control these signals
directly.

When enabling the function, the terminal will delete the first 3000
attendance records, if the memory is full, to save the new
attendance records. By default, the function is enabled. For detailed
information, see Section 6.2 Attendance Record Delete Rule.

4.3.2.2 Managing Data
Purpose:
You are able to delete the storage data of the device, including the event, the attendance data, the user,
and the permission.
Steps:

1. Move the cursor to Data and press the OK key to enter the Data interface.

2. Select a data type and press the OK key to delete.

Record Delete:

Delete Event Only
Delete Attendance Data Only
Delete User Only

Clear Permission

Figure 4. 21 Data Management Interface
Delete Event Only: Delete all recorded events in the device.
Delete Attendance Delete all attendance data in the device or delete
Data Only: attendance data by time.

Delete Attendance Data

Input Time

Delete By Time Press OK to delete records

before BOE ¥ 7 M 1 D

Delete All

[0K] Confirm [ESC1 Back [0K]1 Confirm [ESC]1 Back

Figure 4. 22 Delete Attendance Data Interface
Delete User Only: Delete all user data in the device, including the attendance
records.
Clear Permission:  Clear the admin management permission. The admin will
turn to the normal user. The user will not be deleted.

4.3.2.3 Restoring Settings
Purpose:
You can restore Factory Defaults or Default Settings.

13
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Steps:
1. Move the cursor to Reset and press the OK key to enter the Reset interface.

Factory Defaults

Default Settings

Figure 4. 23 Reset Interface
2. Select Factory Defaults or Default Settings.

Factory Defaults: All parameters of the device will restore to the factory
condition.

Default Settings: All parameters, excluding the communication parameters
and the remote user management, will restore to the factory
condition.

4.3.2.4 Upgrading Device
The system can automatically read the upgrading file from the plugged USB disk to upgrade the device.
Notes:

e The upgrading file should be put in the root directory.

e The upgrading file name should be digicap.dav.

4.3.3 Setting Time
Purpose:
You are able to set the device time and the DST.
Steps:
1. Move the cursor to Time in the main interface and press the OK key to enter the Time interface.
2. Edit the parameters.
Date: The displayed date on the device.
Time: The displayed time on the device.
DST:  Select to enable or disable the DST. When the DST is enabled, you can
set the DST bias time, the start time and the end time.
e DST Bias: you can select 30min, 60min, 90min and 120min.
e Start: Set the start time of the DST.
e End: Set the end time of the DST.

14
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Tine

Date: gOIE Y 03 M 18 D

Time: 14 HZ6 H 58 5
DST: < Disable

DST Bias: < 60

[OK]1 Conf irm [ESC]1 Back [ESC1 Back

Figure 4. 24 Time Settings Interface
3. Press the ESC key and select Yes to save the settings and exit the interface.

4.4 User Management

Purpose:

You are able to add, edit, delete and search the user.

Move the cursor to User in the main interface and press the OK key to enter the User List interface.

User Neuw

Enter the ID or name, press OK.

1

[OK]1 Conf irm [ESC1 Back

Figure 4. 25 User List Interface

4.4.1 Adding User
You can add users by editing the ID No., the user name, the card No. You can also scan the user
fingerprint, set the password, the department, the role, the schedule template, the authentication mode
and the duress card.
Steps:
1. Pressthe ™ key to enter the New (new user) interface and input the ID No.
Notes:

e The ID No. refers to the user attendance serial No.

e The ID No. should be between 1 and 99999999 and should not start with 0.

e The ID No. can be used for once.

e By default, the ID No. will be increased in sequence.

15
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ID: PUD: b None

Nane : Dept . : Select Company |

Card: 1 Role: User

FF: FP : Template: 3elect Template

[OK]1 Confirm [ESC] Back [OK]1 Confirn [ESC] Back

User Neuw

fAuth Mode: 4 Card .~ FP

Duress Card: .

[OK]1 Confirm [ESC]1 Back

Figure 4. 26 Adding User Interface
2. Enter the new user name.
1) Press @] key to enter the editing interface. Press @ key to shift input mode. Chinese,

Number/Lowercase Letters, Number/Uppercase Letters and symbols are supported.
2) Enter the use name and press the OK key to confirm and exit the interface.

Numn~EN

[OK]1 Confirm [ESC]1 Back

Figure 4. 27 Editing Interface

Notes:
e Numbers, uppercase letters, lowercase letters, Chinese characters and symbols are
supported.
e The user name supports up to 32 characters.
e Each user name can be used for once.
3. Enter the card No.
Notes:

e The card No. is required.
e The card No. can start with 0 when it contains more than one numbers. E.g. 012345.

16
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e The card No. can be used for once.

e The device of DS-K1A801F model supports manually entering the card No. The device of
DS-K1A801MF and DS-K1A801EF model supports manually entering card No. and swiping
card to get the card No.

4. Move the cursor to Register and press the OK key scan the fingerprint.
Place the finger on the scanner, rise and confirm your fingerprint by following the voice prompt.
Notes:

e The same fingerprint cannot be repeatedly registered.

e The same ID No. supports adding up to 10 fingerprints.

e The device supports the optical fingerprint recording.

e You can also scan the fingerprint via the external device and apply the fingerprint to the
device by the client software.

e For detailed information about scanning the fingerprint, see Section 6.1 Tips for
Scanning Fingerprint.

Record FP

Figure 4. 28 Fingerprint Registration Interface
5. Move the cursor to Set and press the OK key to edit the user password.
1) Enter the password and confirm the password in the Set Password interface.

det PUD

Enter PUD (Max. 8 Characters):

Conf irm:

[ESC]1 Back

Figure 4. 29 Set Password Interface
2) Press the ESC key and select Yes to save the password.
Note: Up to 8 numbers can be entered.
6. Move the cursor to Select and press the OK key to select a department.

17
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Select Dept.

Company

Department

Customl
CustomZ

Custom3

[OK]1 Conf irm [ESC]1 Back

Figure 4. 30 Select Department Interface
Note: For detailed information about editing the department, see Section 4.6.1 Configuring
Department.
Move the cursor and press the OK key to select the user role.
Admin: The admin has all permissions to operate the device.
User: The user can check attendance in the initial interface.
Notes:
e All people can enter the main interface to operate if there is no Admin configured.
e After configuring the admin, you have to authorize the admin ID to enter the main
interface.
e You can user the USB interface to import the user information. For details, see Section
4.7.1.2 Importing Data.
Move the cursor to Select Template and press the OK key to enter the Select Template interface.
Select a template.

Select Template

Templatel

[OK]1 Conf irm

Figure 4. 31 Select Template Interface

Notes:

e For details about configuring Schedule Template, see Section 4.5.4 Configuring Schedule

Template.

e By default, the terminal selects Template 1.
Move the cursor to select an authorize mode.
You can select Card/Fingerprint, Card, Fingerprint, Card &Password, Card and Fingerprint,
Fingerprint &Password, Card & Fingerprint & Password, Card/Password (The password here
refers to the card ID No. and the user password.), and Controller.
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Note: By default, the terminal selects Controller. Configure the Terminal Authentication in the
Access Control System module. For details, see Section 4.5.1 Configure Access Control
Parameters.

10. Select to enable/disable Duress Card function. When the function is enabled, the user linked card
will be a duress card. You are able to use the duress card to open the door and report a duress
event.

11. Press the ESC key and select Yes to save the settings and exit the interface.

4.4.2 Managing the User

4.4.2.1 Searching the User

Purpose:

Enter the user ID No. or the user name to search the target user.

Steps:
1. Enter the user ID or the user name in the searching bar of the user list interface,
2. Press the OK key to search.

[OK]1 Conf irm [ESC]1 Back

Figure 4. 32 User List Interface

4.4.2.2 Editing the User
Steps:
1. Select a target user in the user list and press the OK key.
2. Select Edit User in the User Configuration interface.

Edit User Delete User

Delete PUD Clear FP

Clear Card

[OK]1 Conf irm [ESC]1 Back

Figure 4. 33 User Configuration interface
3. Follow Section 4.4.1 Adding User to edit the user information.
4. Press the ESC key and select Yes to save the settings and exit the interface.
Note: The user ID No. cannot be edited.
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4.4.2.3 Deleting the User

Select Delete User and press the OK key to delete the target user and its information.
Or press Delete Password and press the OK key to delete the target user password.

Or press Clear FP (Fingerprint) and press the OK key to clear the target user fingerprint.
Or press Clear Card and press the OK key to delete the user card No.

4.5 Access Control System Configuration

Purpose:
Configure the access control permission, including the access control parameters, the holiday group, the

week plan and the schedule template.
! e 1
HH -? [}

Holiday WK. Plan Template

Figure 4. 34 Access Control System Interface
The suggested configuration flow is as follows:

Configure
Week Plan

Configure
Schedule Template

Configure Access Control Configure

Parameters W, Holiday Group
Figure 4. 35 Access Control Configuration Flow
Access Control Configure the terminal access control parameters, including the
Parameters: terminal authentication, the sub reader authentication, the door

magnetic status, the lock action time duration, the door-open
timeout alarm, the authentication times exceeded alarm and the
anti-passback.

Holiday Group: Configure the holiday group for the access control function. In the
setting duration, the door cannot be controlled.
Week Plan: Configure the week plan for the access control function. The door

can be controlled during the configured time.
Schedule Template: Set the configured week plan and the holiday group. The door
can be controlled in the configured time duration.

4.5.1 Configure Access Control Parameters
Steps:
1. Select ACS (Access Control System) in the access control system interface to enter the
parameters setting interface.
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ACS

Card-FI Door-Open Timeout fAlarm:

Terminal Auth: <

Sub Reader Auth: 4 Card-FP Auth Times Exceeded Alarm:

Door Magnetic:

<Remain Closed >

fnti-passback:

Lock Action Time: 5

[OK1 Confirm [ESC]1 Back [DK]1 Confirm [ESC]1 Back

Figure 4. 36 Access Control System Parameters Interface
2. Edit the parameters.

Terminal

Authentication:

Sub Reader

Authentication:

Door Magnetic:

Lock Action
Time:

Door-Open

Timeout Alarm:

Auth Times
Exceeded
Alarm

Anti-passback:

Configure the terminal authentication mode, including
“Card/FP (Fingerprint)”, “Card”, “Fingerprint”, “Card and PW
(Password)”, “Card and FP (Fingerprint)”, “FP (Fingerprint) and
PW (Password)”, “Card and FP (Fingerprint) and PW
(Password)”, and “Card/PW (Password) (The password here
refers to the card ID No. and the user password)”.

Configure the sub reader authentication mode, including
“Card/FP (Fingerprint)”, “Card”, “Fingerprint”, “Card and PW
(Password)”, “Card and FP (Fingerprint)”, “FP (Fingerprint) and
PW (Password)”, “Card and FP (Fingerprint) and PW
(Password)”, and “Card/PW (Password) (The password here
refers to the card ID No. and the user password)”.

Configure the door magnetic status, including Remain Closed
and Remain Open.

Note: By default, the magnetic status is Remain Closed.
Configure the action time after the door opening. After the
action time, the door will be locked.

Note: Available lock action time duration is from 1 to 255s.
Configure the maximum time duration for door opening. If the
door-open time has exceeded the configured value, it will
trigger an alarm.

Configure the maximum times for authentication.

Enable the Anti-passback function and configure the anti-
passing back path via the client software. Follow the
configured path to open/close the door.

Note: The Wiegand direction should be Receive.

3. Press the ESC key and select Yes to save the settings and exit the interface.

4.5.2 Configuring Holiday Group

Purpose:

Configure the access control system holiday schedule. The door can be open during the holiday.

4.5.2.1 Adding Holiday Group

Steps:
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1. Select Holiday and press the OK key to enter the Holiday Group list interface.
Holiday New

Enter the holiday name,pres=s OK.

LEAGAL_HOLIDAY

[OK]1 Confirm [ESC]1 Back

Figure 4. 37 Holiday Group List Interface

2. Pressthe D key to enter the Holiday Group interface.

Holiday Group

Name : 123

New ACS Holiday

[OK]1 Confirm [ESC] Back

Figure 4. 38 Holiday Group Interface
3. Edit the holiday group name.
4. Select New ACS Holiday to enter the New (New Holiday) interface.

Holiday Holiday

No.: Period 1: Bl : oo

Name : Period Z2: oo : 00

Start: Z016 Y 1 H 1 D Period 3: 00 : 00

End: Z016 Y 1 M 3 D Period 4: oo : 00

[OK]1 Confirm [ESC]1 Back [DK]1 Confirm [ESC]1 Back

Figure 4. 39 Add New Holiday Interface
5. Configure the holiday parameters, including the holiday No. the holiday name, the holiday start
time and the end time and the holiday period for the access control devices.
Notes:
e Up to 8 periods can be configured.
e Press the ESC key and select Yes to save the parameters and exit the interface.
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6. Press the ESC key and select Yes to save the parameters and exit the interface. The configured
holiday group will be displayed in the holiday group list.
4.5.2.2 Searching Holiday Group
Purpose:
Search the target holiday group by entering the holiday group name.
Steps:
1. Enter the target holiday group name in the searching bar.
2. Press the OK key to search.
4.5.2.3 Editing and Deleting Holiday Group
Steps:
1. Select a holiday group and select Edit in the Holiday Group Manage configuration interface.
Or select a holiday group and select Delete in the Holiday Group Manage configuration interface.

Holiday Group Manage

Edit

Delete

[OK]1 Conf irm [ESC1 Back

Figure 4. 40 Holiday Group Manage Interface
2. Edit the holiday group name.
Or select New ACS Holiday to add new holiday schedules.

Holiday Group
Nanc:  LEAGAL_HOLIDAY

New ACS Holiday

NATIONAL_DAY

[OK]1 Confirm [ESC]1 Back

Figure 4. 41 Holiday Group Interface
3. Press the ESC key and select Yes to save the settings and exit the interface.
Or
1) Select a holiday in the holiday list and select Edit in the Holiday Settings interface.
Or select Delete to delete the select holiday.
2) Edit the select holiday according to Section 4.5.2.1 Adding Holiday Group.
3) Press the ESC key and select Yes to save the settings and exit the interface.
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4.5.3 Configuring Week Plan

4.5.3.1 Adding Week Plan
Steps:
1. Select Week Plan and press the OK key to enter the Week Plan list interface.
Note: By default, the system contains one week plan, named Week Plan 1.

WK. Plan New

Enter the plan name, press OK.

Wk.Planl

[OK]1 Confirm [ESC]1 Back

Figure 4. 42 Week Plan List Interface

2. Pressthe D key to enter the New (New Week Plan) interface.
Edit WK. Plan WK. Flan Neu

No.: 1 Period 2: 3 012}

Mane : Wk.Flani Period 3: : (07}

Tine: < Sun. > Period 4: : 00

Period 1: o @ 00 - 23 @ 59 Period 5: : 00

[0K]1 Confirn [ESC] Back [0OK]1 Confirmn [ESC]1 Back

Figure 4. 43 Week Plan Configuration Interface
3. Configure the week plan parameters, including the week plan No., the week plan name, the week
plan time and its corresponding periods.
Note: Up to 8 periods can be configured each day.
4. Press the ESC key and select Yes to save the settings and exit the interface.
4.5.3.2 Searching Week Plan
Purpose:
Search the target week plan by entering the week plan name.
Steps:
1. Enter the week plan name in the WK. Plan (Week Plan) list interface.
2. Press the OK key to search.
4.5.3.3 Editing and Deleting Week Plan
Steps:
1. Select a week plan and select Edit in the WK. Plan configuration interface.
Or select a week plan and select Delete in the WK. Plan configuration interface.
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Edit

Delete

[OK]1 Confirm [ESC]1 Back

Figure 4. 44 WK. Plan Configuration Interface
2. Edit the select week plan according to Section 4.5.3.1 Adding Week Plan.
3. Press the ESC key and select Yes to save the settings and exit the interface.
4.5.4 Configuring Schedule Template
4.5.4.1 Adding Schedule Template
Steps:
1. Select Template (Schedule Template) and press the OK key to enter the Template (Schedule
Template) list interface.
Note: By default, the system contains one template, named Template 1.

Template Neu

Enter the Template name, press 0OK.

Templatel

[0K]1 Conf irm [ESC]1 Back

Figure 4. 45 Template List Interface

2. Pressthe D key to enter the New (New Schedule Template) interface.
Template

No.: g

Name : TemplateZ

Period: Select WK. Plan

Holiday: Select Holiday

[OK]1 Confirm [ESC] Back

Figure 4. 46 New Schedule Template Interface
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3. Configure the schedule template parameters, including the template No., the template name, the
week plan and the holiday group.
For details about configuring the week plan and the holiday, see Section 4.5.2 Configuring
Holiday Group and Section 4.5.3 Configuring Week Plan.
4. Press the ESC key and select Yes to save the settings and exit the interface. The configured
schedule template will be displayed in the template list interface.
4.5.4.2 Searching Schedule Template
Purpose:
Search the target schedule template by entering the schedule template name.
Steps:
1. Enter the schedule template name in the Template (Schedule Template) list interface.
2. Press the OK key to search.
4.5.4.3 Editing and Deleting Schedule Template
Steps:
1. Select a schedule template and select Edit in the Template configuration interface.
Or select a schedule template and select Delete in the Template configuration interface.

Template

[OK]1 Confirm [ESC] Back

Figure 4. 47 Template Configuration Interface
2. Edit the select week plan according to Section 4.5.4 Configuring Schedule Template.
3. Press the ESC key and select Yes to save the settings and exit the interface.

4.6 Attendance Configuration

The suggested configuration flow is as follows:

~

Configure

Configure

_ ) Configure
Configure Shift Shift Schedule

Department Holiday

Figure 4. 48 Attendance Configuration Flow

4.6.1 Configuring Department
Purpose:
Editing, searching and resetting the department are available.
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o B -

Dept . shift Holiday Schedule

Figure 4. 49 Attendance Menu

4.6.1.1 Editing and Resetting Department

Steps:
1. Select a target department to edit.

Dept.
Enter the Dept. name, press OK.

Company

Department

Customl
CustonZ

[OK]1 Confirm [ESC]1 Back

Figure 4. 50 Department List Interface
2. Press the OK key to enter the configuration interface.

Customl

[OK]1 Confirm [ESC]1 Back

Figure 4. 51 Configuration Interface

3. Select Edit and press the OK key.
Edit the department name, the shift type and the shift name.
5. Press the ESC key and select Yes to save the settings and exit the interface.

Notes:
e The department name supports numbers, uppercase letters, lowercase letters, Chinese

characters and symbols.

B
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e The department name supports up to 32 characters.
e You can configure the shift in the Configuring Shift. For detailed information, see Section
4.6.1 Configuring Department.
e By default, the system contains 32 departments.
You can also select Reset to reset the settings.
4.6.1.2 Searching Department
Purpose:
Search the target department by entering the department name.
Steps:
1. Enter the target department name in the searching bar of the department list interface.
2. Press the OK key to search.

HUMAN_RESOURCE

HUMAN_RESOURCE

[OK] Confirm [ESC1 Back

Figure 4. 52 Department List Interface

4.6.2 Configuring Shift

Purpose:

The normal shift and the man-hour shift are available to be configured. You can set the attendance rule and
the attendance checking times in the normal shift. You can also set the working hours per day in the man-
hour shift.

The normal shift can be applied to the normal attendance situation, while the man-hour shift can be applied
to the situation with flexible working hours.

Note: Support up to 32 normal shifts and 32 man-hour shifts.

4.6.2.1 Normal Shift
Setting the Attendance Rule
Steps:
1. Inthe Normal (Normal Shift) interface, select Rule.
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Hormal Man-Hour

Z-Day

4.-Day
Custonl

CustonZ

[OK]1 Confirm [ESC] Back

Figure 4. 53 Normal Shift List

2. Configure the attendance rule.
On-work Advanced Time: The allowable early duration to go to work.
Latest On-Work Check Time: The allowable late duration to go to work.
Absence Time (Late): The late arrival threshold duration.
Off-Work Early Time: The allowable early duration to get off work.
Latest Off-Work Check Time: The allowable late duration to get off work.
Absence Time (Early Leave): The early leave threshold duration.

Rule Rule

Latest Off-Work Check Time:

( Time Range: 0 to 1440 m. )

Absence Time (Early Leave):

On—Work Advanced Time:
Latest On—lWork Check Time:

Absence Time (Late):

Off -Uork Early Time:

[ESC] Back [ESC]1 Back

Figure 4. 54 Attendance Rule Interface
3. Press the ESC key and select Yes to save the settings and exit the interface.
Notes:
e The unit is minute.
e The available time range is from 0 to 1440 minutes.
Setting Normal Shift Attendance
Steps:
1. Select an attendance type in the Normal (Normal Shift) interface.
Notes:
e By default, the normal shift type includes 2/Day (2 times per day), 4/Day (4 times per day),
and 30 custom types.
e The following steps will take Custom 1 as an example.
2. Select Edit and press the OK key to enter the Edit Shift interface.
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Normal Shift

[OK]1 Confirm [ESC] Back

Figure 4. 55 Normal Shift Configuration Interface
3. Edit the shift name, and the period in order.
Notes:

e The shift No. cannot be edited.

e The shift name supports numbers, uppercase letters, lowercase letters, Chinese characters
and symbols.

e The shift name supports up to 32 characters.
e Upto 4 time periods can be edited.
You can also select Reset to reset the settings.
4. Press the ESC key and select Yes to save the settings and exit the interface.
4.6.2.2 Man-hour Shift
Steps:

1. Pressthe D key to enter the Man-Hour interface.

Normal Man-Hour

6H-Day
8H-Day
Customl
CustomnZ
Customn3

[OK]1 Confirm [ESC] Back

Figure 4. 56 Man-hour Shift List Interface
2. Select a man-hour shift type in the list.
Notes:
e By default, the man-hour shift type includes 6H/Day (6 hours per day), 4H/Day (4 hours per
day), and 30 custom types.
e The following steps will take Custom 1 as an example.
3. Press the OK key to enter the Man-Hour Shift configuration interface.
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Man—-Hour Shift

[OK]1 Conf irm [ESC]1 Back

Figure 4. 57 Man-hour Shift Configuration Interface

4. Select Edit to enter the Edit Shift interface.
You can edit the shift name, the shift duration, the latest time on-work and the break time.

Edit Shift

Edit Shift

shift No.

Name : 6H-Day

Duration: 6 : 0 (H:H2

Break 1: B : 30 - 13

Break 2:
Break 3:

Latest Time: 10 : 30 ( On—UWork )

[ESC] Back [ESC]1 Back

Figure 4. 58 Edit Shift Interface

Notes:
e The shift No. cannot be edited.
e The break time will not be counted into the working hour.
e |[f set the Latest Time (On-Work) to 0, the function is disabled by default.
You can also select Reset and press the OK key to reset the settings.
5. Press the ESC key and select Yes to save the settings and exit the interface.

4.6.3 Configuring Holiday

Purpose:
Configure the attendance holiday. The device will not take attendance during the holiday.

4.6.3.1 Adding Holiday
Steps:

1. Inthe Holiday interface, press the D key to enter the New (New Holiday) interface.
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Holiday

No.:
Name:
Start: 2016 Y 1

End : 016 ¥ 1

[ESC]1 Back

Figure 4. 59 New Holiday Interface
2. Enter the holiday No., the holiday name, the holiday start time and the end time.
3. Press the ESC key and select Yes to save the settings and exit the interface. The added holiday will be
displayed in the Holiday list.

Holiday Neuw

Enter the holiday name, press 0K .

Hational_Day

[OK]1 Confirm [ESC]1 Back

Figure 4. 60 Holiday List

4.6.3.2 Searching Holiday

Steps:
1. Inthe Holiday List interface, enter the target holiday name.
2. Press the OK key to search.

4.6.3.3 Editing and Deleting Holiday
Steps:
1. Select atarget holiday in the Holiday List interface to enter the Holiday Settings interface.

Holiday Settings

Edit

Delete

[OK]1 Confirm [ESC]1 Back

Figure 4. 61 Holiday Settings Interface
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2. Select Edit and follow the steps in Section 4.6.3.1 Adding Holiday to edit the holiday information.
Or select Delete and press the OK key to delete the holiday.
3. Press the ESC key and select Yes to save the settings and exit the interface.

4.6.4 Configuring Shift Schedule

Purpose:
Configure the shift schedule by department or by individual.
4.6.4.1 Scheduling Shift by Department
Before you start:
1. Edit the department. For detailed information, see Section 4.6.1 Configuring Department.
2. Configure the normal shift or the man-hour shift. For detailed information, see Section 4.6.2
Configuring Shift.
Steps:
1. Select a target department in the By Dept. (Schedule by Department) interface.

By Dept. By Indiv.

Company
Department
Customl
Custon2

Custon3

[OK]1 Conf irm [ESC]1 Back

Figure 4. 62 Schedule Shift by Department
2. Press the OK key to enter the Schedule Shift by Dept. interface.

Schedule Shift by Dept. Schedule 3hift by Dept.

Add Holiday: Select Holiday

Dept. Hame: Company

hift
Start: 00 ¥ 1 H 1 D

End: 2037 Y 12 M 31 D

[OK]1 Confirm [ESC1 Back [OK]1 Conf irm [ESC]1 Back

Figure 4. 63 Schedule Shift by Dept. Interface
3. Move the cursor to Set Shift and press the OK key to enter the Set Shift interface.
1) Select the shift type and the shift times.
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set Shift set Shift

Normal Sat.: ¢ Mormal

Normal Sun.: ¢ Normal

Normal

Normal

Normal

[0K]1 Confirm [ESC1 Back [OK]1 Conf irm [ESC]1 Back

Figure 4. 64 Set Shift Interface
Notes:
e You can set the shift from Monday to Sunday.
e The shift types include None, Normal, and Man-Hour.
2) Press the ESC key and select Yes to save the settings and exit the interface.
4. Set the schedule start time and the end time.
5. Move the cursor to Select Holiday and press the OK key.

Select Holiday

National_Day
CHRISTHAS

[OK]1 Conf irm

Figure 4. 65 Select Holiday Interface
1) Select a target holiday.
2) Press the ESC key and select Yes to save the settings and exit the interface.
Notes: The attendance will not be recorded during the holiday.
6. Pressthe ESC key and select Yes to save the settings and exit the interface.
Note: The department name cannot be edited.
4.6.4.2 Scheduling Shift by Individual
Adding New Individual Shift
Before you start:
1. Add the user. For detailed information, see Section 4.4 User Management.
2. Configure the normal shift or the man-hour shift. For detailed information, see Section 4.6.2
Configuring Shift.
Steps:

1. Pressthe D key to enter the By Individual (Schedule by Individual) interface.
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By Dept. By Indiw.

New Individual Shift

[OK]1 Conf irm [ESC]1 Back

Figure 4. 66 Schedule Shift by Individual
2. Select New Individual Shift and press the OK key to enter New Individual Shift interface.

New Individual Shift

Enter the ID or name, press OK.

[OK]1 Confirm [ESC]1 Back

Figure 4. 67 New Individual Shift Interface
3. Select an individual in the list and press the OK key to enter the Individual Shift Settings interface.

Individual Shift Settings

fAdd Holiday: Select Holiday

Individual Shift Settings

ID: 1

Set Shift: Set Shift

Start: 2000 ¥ 1 M 1 D

End: 2037 Y 12 M 31 D

[OK] Confirm [ESC]1 Back

[OK1 Confirm [ESC1 Back

Figure 4. 68 Individual Shift Settings Interface
4. Move the cursor to Set Shift and press the OK key to enter the Set Shift interface.
1) Select the shift types and the shift times.
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5.
6.

7.

set Shift set Shift

Normal Sat.: ¢ Mormal

Normal Sun.: ¢ Normal

Normal

Normal

Normal

[0K]1 Confirm [ESC1 Back [OK]1 Conf irm [ESC]1 Back

Figure 4. 69 Set Shift Interface

Notes:
e You can set the shift from Monday to Sunday.
e The shift types include None, Normal, and Man-Hour.
2) Press the ESC key and select Yes to save the settings and exit the interface.
Set the start time and the end time in the Individual Shift Settings interface.
Select Select Holiday and press the OK key to enter the Select Holiday interface.

select Holiday

National Day
CHRISTHAS

[OK]1 Confirm

Figure 4. 70 Select Holiday Interface
1) Select a target holiday.
2) Press the ESC key and select Yes to save the settings and exit the interface.
Note: The attendance will not be recorded during the holiday.
Press the ESC key and press the OK key to save the settings and exit the interface.

Editing and Deleting Individual Schedule

Steps:
1.
2.

Select an individual shift in the By Individual (Schedule by Individual) interface.

Select Edit and press the OK key to enter the Individual Shift Settings interface. Follow Section 4.6.4.2
Scheduling Shift by Individual to edit the shift.

Or select Delete to delete the selected individual shift.
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Schedule Shift by People

[OK]1 Confirm [ESC]1 Back

Figure 4. 71 Schedule Shift by Individual Configuration Interface
4.6.5 Report Management

Purpose:
You are able to export the attendance report, the attendance report, the abnormal attendance record and
the attendance management schedule.
Steps:
1. Insert a USB disk to the USB interface.
Note: The device will detect the USB disk memory before exporting the report. If the memory is not
enough, the device will pop up a prompt to remind you.
2. Select Attendance Record/Attendance Report/Abnormal Attendance Record in the Report interface.

Report

Attendance Record

Attendence Report

Abnornal Attendence Record

fAttendence Management Schedule

[OK]1 Conf irm [ESC1 Back

Figure 4. 72 Report Management Interface
3. Edit the device No., the start time and the end time in the Export Report interface.
Note: You should customize the device No. The device No. is for differentiating the reports of

different devices.
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Export Report

Device No. JJ

Start: 2016 ¥ 6 H 1 D

End: 2016 ¥ 6 M 30 D

[OK]1 Confirm [ESC] Back

Figure 4. 73 Export Report Interface
Or select Attendance Management Schedule in the Report Management interface to export the Shift
Settings Table, the Normal Shift Schedule table and the Man-Hour Shift Schedule table directly.
4. Pressthe OK key to export. The exported file will be saved in the USB disk in Excel format.
Notes:
e Support the USB disk of FAT32 format.
e The USB disk memory should be from 1G to 32G. Make sure the USB disk free space is up to
512M.
For details about the exported tables descriptions, see Section 6.4 Attendance Report Table.

4.7 Other Management
4.7.1 Transferring Data

Purpose:
You can export the ACS parameters and the attendance data. You can also import the ACS parameters from
the USB disk.
4.7.1.1 Exporting Data
Steps:
1. Insert the USB disk to the USB interface.
Note: The device will detect the USB disk memory before exporting the report. If the memory is not
enough, the device will pop up a prompt to remind you.
2. Inthe Export interface, select Export ACS Para (Export Access Control System Parameters)or Export
Attendance Data.

Export Import

Export ACS Para

Export Attendance Data

[OK]1 Conf irm [ESC]1 Back

Figure 4. 74 Export Interface
3. Press the OK key, the ACS parameters or the attendance data will be saved in the USB disk.
Notes:

38



Fingerprint Access Control Terminal

e Support the USB disk of FAT32 format.
e The USB disk memory should be from 1G to 32G. Make sure the USB disk free space is up to

512M.
4.7.1.2 Importing Data
Steps:
1. Insert the USB disk to the USB interface.
2. Pressthe D key to enter the Import interface and select Import ACS Para (Import Access Control
System Parameters).

Export Import

Import ACS Para

[OK]1 Conf irm [ESC1 Back

Figure 4. 75 Import Interface

3. Press the OK key to import.

Notes:
e Support the USB disk of FAT32 format.

e The file for importing should be in the root directory.

4.7.2 Searching Log

Purpose:
You are able to search the event log in the target time duration of the target ID No.

Steps:
1. Enterthe ID No. in the Log (Log Search) interface.
2. Move the cursor the Name, the corresponding name will be displayed automatically.
Or enter the name and move the cursor to the ID No., the corresponding ID No. will be displayed

automatically.

ID:

Name :

Start: 2000 Y 1 H 1 D

End: 2037 Y 1Z2 H 31 D

[OK]1 Confirm [ESC] Back

Figure 4. 76 Log Search Interface

3. Enter the target log start time and the end time.
4. Press the OK key to search. The interface will display the log search result.
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Note: A user authentication will create an event record.

Time: Reader ID:

2016-07-18-16-11 1

[ESC]1 Back

Figure 4. 77 Search Result

4.7.3 Testing

You are able to perform the voice test, the keypad test and the RTC test.
Select Test to enter the Test interface.

Unoice Test

Keypad Test

RTC Test

Figure 4. 78 Test Interface
Voice Test: If the device voice is working properly, you are able to hear Voice Test
Success.
Keypad Test: If the keypad test succeeds, the screen will display the corresponding
numbers or functions of the pressed key.

RTC Test: If the test succeeds,, the screen will display the synchronization time.
4.7.4 System Information
Purpose:

You are able to check the device capacity and the device information.

4.7.4.1 Checking Capacity

Check the user capacity and the fingerprint capacity in the device.
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Capacity Device

User: 3000 FP: 3000
3 0

Figure 4. 79 Capacity Interface
User Capacity: The maximum user amount that can be configured.
Note: The default maximum user amount is 3,000.
Fingerprint Capacity: The maximum fingerprint amount.
Note: The default maximum fingerprint amount is 3,000.
4.7.4.2 Checking Device Information
In the Device interface, you are able to check the device name, the device serial No., the MAC address, the
firmware, the hardware and the production data.

Capacity Device

Device Mame: T&A Access Controller
Serial No.:

MAC Address:

Firmware: U1.0.0 build

Hardware:

Froduction Date:

Figure 4. 80 Device Information Interface
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Chapter 5 Client Operation

5.1 Overview of Access Control System

Click Switch System-> Access Control System on the menu bar to enter the Access Control System.

Switch System iVM5-4200 Access Control System admin @ 8 BN 155927 @ - B x

== Control Panel

Access Control

i status, access control

function.

) ontrol
a Y event history information.

Access Control Permission Configuration

nent Card Management - || Template
eleting and i1=h The management of card
ess control “ Y ed

roup.

Advanced Function te onfiguration
anced Parameters 1 &, Evel
nti-passing back, © interaction configuration.

multi-door interlocking

C ur
analysis result

Access Control Hardware Configuration System Maintenance

itroller Management [l Access = arch
ing and e figuration and
es5 control g and 18] & \
an er department dispatcher.

5.1.1 Description

The Access Control System is a client of configuring permission of door access. It provides multiple
functionalities, including access controller management, person/card management, permission
configuration, door status management, attendance management, event search, etc.

This user manual describes the function, configuration and operation steps of Access Control Client. To
ensure the properness of usage and stability of the client, please refer to the contents below and read
the manual carefully before installation and operation.

5.1.2 Configuration Flow

Refer to the following flow chart for the configuration order.
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( N
Add the Access Controller

N\ * J

( N

Configure Access Control Point
and Card Reader

v

Configure Department,
Person and Card

v

Configure Schedule Template

v

Configure and Apply Permission

g ¢ J
4 N\
View Status
N\ J

5.2 Device Management

5.2.1 Controller Management

icon to enter the controller management interface.

Device Managed (1)

Add Device Edit Delete Bulk Time Adj. Status Remote Config. Refresh Filter

Name Type Connection Mode IP =« | Port | Baud Rate | Dial-up | Connection Status Refresh
123 Access Controller_DS-K1T200E... TCPAP 10.17.138.232 80 1 Online =]
Online Devices (0} @Y Refresh

Filter
Name | Type IP Port Activated Added

The interface is divided into 2 parts: device management and online device detection.
Device Management:
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Manage the access control devices, including adding, editing, deleting, and batch time synchronizing

functions.
Online Device Detection:

Automatically detect online devices in the same subnet with the access control server, and the detected
devices can be added to the server in an easy way.
Note: The control client can manage 16 access controllers at most.

Device Management
Adding Controller
Steps:

1. Click the button AddDevice {5 enter the add access controller interface.

add the access controller x

Mame:

Type:
Connection Me_..
Address:

Puort:

Baud Rate:
Dial-up:

Account:

User Mame:

Password:

Access Controller_DS-K1AS01MF v

TCPRIP v

a00o

Add Cancel

2. Input the device name.

w

Select the access controller type in the dropdown list.

4. Select the connection mode in the dropdown list: TCP/IP, or COM port.
TCP/IP: Connect the device via the network.

5. Set the parameters of connecting the device.
If you choose to connect the device via network, you should input the IP address and port No. of the
device, and set the Dial-up value to 1.

6. Clickthe! 499  |button to finish adding.
You can click Status to check the detailed status of the controller, and click Remote Configuration to

configure the settings of the controller.

Editing Device (Basic Information)
Purpose:

After adding the device, some advanced parameters can be configured in the editing device interface,
e.g. downloading hardware parameters, reading hardware parameters, time synchronizing, configuring

access point, etc.
Steps:

1. Inthe device list, click Edit button to edit the information of the selected added device.
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Edit Access Controller x

Hardware Par. Reading Hard. Time Settings Metwork Settings | Linked Captur. ‘Wiegand Setti.
= Basic Information Door_1
g HITEES
g ohilERES 2 Name: 44-10-hB-1F-17-90
Connection Method: TCPIP v
Address: 10.16.6.222
Port: aoo0
Baud Rate:
Dial-up: 1

Account

User Name admin

Password:

+/ Enable Holiday

Edit Cancel

2. Edit the basic parameters of the device on your demand, which are the same as the ones when
adding the device.

3. (Optional) Check the checkbox of Enable Holiday to enable the holiday parameters when
downloading permissions.

4. Click the Edit button to finish editing.

5. Click the Hardware Parameters Downloading button to download the updated parameters to the
local memory of the device.
Note: Capture function is not supported.

Editing Device (Door Information)

45



Fingerprint Access Control Terminal

Steps:

Edit Access Controller x

Hardware Par. Reading Hard_ Time Settings MNetwork Settings | Linked Captur ‘Wiegand Setti_
PR
RIS Items Options Value
H EiliEFSE 2
Door Magnetic Remain Closed 0
Exit Button Type Remain Open >

Door Locked Time (s) B

Door Open for Disabled Person 15

Door Open Timeout (s) 30

Enable Lock Door when Door Close Yes >

Duress Code

Super Password

Dismiss Code (Max. 8 digits )

Restore De.

Edit Cancel

1. Inthe editing interface, click the Door_1 button to edit the information of the selected door.

1)
2)
3)
4)
5)
6)

7)

8)

Door Magnetic: The Door Magnetic is in the status of Remain Closed (excluding special
conditions).

Exit Button Type: The Exit Button Type is in the status of Remain Open (excluding special
conditions).

Door Locked Time(s): After swiping the normal card and relay action, the timer for locking the
door starts working.

Door Open for Disabled Person: The door magnetic can be enabled with appropriate delay after
disabled person swipes the card.

Door Open Timeout(s): The alarm can be triggered if the door has not been close

Enable Lock Door when Door Close: This function has not been supported yet.

Duress Code: The door can open by inputting the duress code when there is a duress. At the
same time, the access system can report the duress event.

Super Password: The specific person can open the door by inputting the super password.

2. Click the Restore Default Value to restore all parameters into default settings.

3. Click the Edit button to save parameters.

4. Click the Hardware Parameters Downloading button to download the updated parameters to the
local memory of the device.

Note: The attendance device does not support the function.

Editing Device (Card Reader Information)
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Steps:

Edit Access Controller x

Hardware Par. Reading Hard.

- 4 44-19-b6-F1-17-00

@ hilEES 2

Time Settings Metwork Settings

Basic Information

Name:

Dial-up: 1

Account

User Name:

Password:

Linked Captur.

Wiegand Setti

Expansion Information

BTEFE

Edit Cancel

1. In the device list, select a card reader name to enter into the card reader information editing
interface.

2. Click the Basic Information button to edit the basic information about the card reader.

3. Click the Expansion Information button to edit the expansion information about the card reader.

Edit Access Controller x

Hardware Par... Reading Hard. ..

- | 44-19-b6-f1-17-90

H ETliEFESE 2

Time Settings Metwork Settings

Basic Information
Items

Card Reader Type

Enable or Mot

OK LED Polarity

Error LED Polarity

Buzzer Polarity

Intervals between card swiping

Interval (Seconds)

Enable Atternpts Limit of Card Reading F_

Max. Times for Card Swiping Failed

Anti-Tamper Detection

Detection Time for Card Reader Offline

Mode switch

Linked Captur..

Expansion Information

Wiegand Setti
Options Value
DS-K1101M v
Yes v
Anode v
Anode v
Anode -
0
10
No ~
5
MNo v
0
Normal mode v

Restore De...

Edit Cancel

4. Click the Edit button to save parameters.
5. Click the Hardware Parameters Downloading button to download the

local memory of the device.

Deleting Device
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Steps:
1. In the device list, select a device by clicking it, or select multiple devices by pressing Ctrl button on
your keyboard and clicking them one by one.

2. Click the Delels button to delete the selected device(s).
3. Click OK button in the popup confirmation dialog to finish deleting.

Information x

Delete the selected items?

OK Cancel

Bulk Time synchronization

Steps:

1. In the device list, select a device by clicking it, or select multiple devices by pressing Ctrl button on
your keyboard and clicking them one by one.

2. Click the Bulk Time Adjustment button to start time synchronization.
A message box will pop up on the lower-right corner of the screen when the time synchronization is
compeleted.

Status

In the device list, you can click Status button to enter view the status.

1) Door Status: The status of the connected door.

2) Host Status: The status of the host, including Storage Battery Power Voltage, Device Power Supply
Status, Multi-door Interlocking Status, Anti-passing Back Status, Host Anti-Tamper Status.

3) Card Reader Status: The status of card reader.

4) Alarm Input Status: The alarm input status of each port.

5) Alarm Output Status: The alarm output status of each port.

6) Event Sensor Status: The event status of each port.

Remote Configuration

In the device list, you can click Remote Configuration button to enter the remote configuration
interface. You are able to configure the voice prompt function.
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Remote Configuration *
- @ System Configuring the Access Control
5 Device Information
Display card
t5¢ General
Display user information
Gt Time

Enable voice prompts =4
&5 Systern Maintenance

Whether to allow key input card number
a7 User

Save
G5 Security
* 6 Metwork
* 6 Alarm
= @ Other
o e Cortrl et |
&3¢ Picture Upload
5 Face Detection

+ @ Operation

Attendance Configuration
Purpose:
You are able to remotely configure the device shift, holiday and shift schedule.
e Shift Management
You are able to add, delete and edit the shift.
1) Editing Normal Shift
Steps:
1. Click the Shift Group tab to enter the following page.
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Afttendance Configuration -

Shift Management Holiday Management  Shift Schedule Manag..

Shift Man. Edit Search o
il Normal Shift Serial Mo Rule Mame Remark
Attendance Rule 1 1

Attendance Shift

Man-Hour Shift

Apply

Click Attendance Rule in the Shift Management List, and click the attendance rule on the
right of the interface.
Note: There is one default attendance rule.

Click el button to pop up the Attendance Rule window.

Attendance Rule x

The items with asterisk are required.

*Rule Mame 1

Rem...
Detailed Parameters
On-Work Attendance Check Advanced... 0
On-Work Late Time Minutes 0
Absence Threshold (Late, Unit: Minutes) 0
Off-Work Attendance Check Delay Time... 0
Off-Work Early Time Minutes 0

Absence Threshold (Early-Leave, Unit... 0

OK Cancel

Configure the parameters and click the 3.1 button to confirm editing.

Click Attendance Shift in the Shift Management list and select a shift on the right side of the
interface.

Click el to enter the Attendance Shift editing window.
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Attendance Shift

The items with asterisk are reguired.
*Shift Name:  2iDay Shift Mo.: 1
Rem...

OffiCn-Work Period Clear
On-Work Ti... On-work Time Off-wark time Attendance Rule

«  On-Work Ti... 09:30 17:30 1 v
On-Work Ti... 00:00 oo 0o 1 v
On-Work Ti... 00:00 oo 0o 1 v
On-Work Ti... 00:00 oo 0o 1 v

Ok Cancel

Ok

7. Configure the parameters in the window and click to confirm editing.

8. Click APRlY |4 apply the parameters to the device.
2) Editing Man-Hour Shift

Steps:
1. Click “Man-Hour Shift” in the Shift Management List and click a shift on the right of the
interface.
Shift Management Holiday Management Shift Schedule Manag.
Shift Man. Edit Search el
= Normal Shift Serial No. Shift Name Shift No Daily working duration Remark

Aftendance Rule 1 6HDay 1 06:00

Attendance Shift 2 8HDay 2 08:00

3 Custom1 3 00:00

4 Custom2 4 00:00

= Custom3 5 00:00

[} Customd 6 00:00

7 Custom5 7 00:00

8 Customé 8 00:00

=) Custom?7 B 00:00

10 Customa 10 00:00

11 Custom8 " 00:00

12 Custom10 12 00:00

13 Custom11 13 00:00

14 Custom12 14 00:00

15 Custom13 15 00:00

16 Custom14 16 00:00

17 Custom15 17 00:00

Apply

2. Click  Edt
3. Configure the man-hour shift parameters in the pop-up window.
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Man-Hour Shift

The items with asterisk are required.

*Shift Name: BHIDay *ShiftNo.: 1

*Daily working... 06 :00 + Latest On-Work...  10:30

Rem...

Disregard Man-Hour Period Clear
Time Period Start Time End Time

~ Time Period1 12:30 13:30
Time Period2 00:00 00:00

Time Period3 00 :00 oo-oon

oK Cancel

Click 2.1

to confirm editing.

Holiday Management

Steps:

1. Click Holiday Management to enter the Holiday Management tab.

Attendance Configuration x

Shift Management Holiday Management | Shift Schedule Manag.
Add Edit Delete Search o]
Serial No. Holiday Name Start Date End Date Remark
Apply
. Add . .
2. Click to enter the Holiday management window.

3. Edit the holiday name, the holiday start time and the end time.
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The items with asterisk are required.

*Holiday M ...
Rem...

*Start Date 2016-08-24 = *End Date 2016-08-24 [

OK Cancel

4. Click. “% | toadd the holiday.

5. Click “PP¥ 5 apply the parameters to the device.

Edit

Or select a holiday in the holiday list and click to edit the holiday.

Or select a holiday and click . D®®te

to delete the holiday.

Shift Schedule Management

Schedule by Department

Before you start:

Add department before manage the shift schedule. For details, see Section 5.3.1 Person

Management.
Steps:
1. Click Shift Schedule Management to enter the Shift Schedule Management tab and click
Department
Shift Management Holiday Management | Shift Schedule Manag..
Department Staff Edit
._:__-, Default Serial No Start Date End Date
&5 Department 1 1 2000-01-01 2037-12-31

Apply
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2. Select a department in the department list and click the default shift on the right of the
interface.

3. Click Edit and configure the shift schedule parameters in the pop-up window.

4. Click 3.1 to confirm editing.

Add Shift Schedule

The items with asterisk are required
*Start Date 2000-01-01 B *End Date:  2037-12-31 i
Shift Type: Shift Mame
Monday: Mormal Shift = 2iDay >
Tuesday Normal Shift & 2/Day .4
Wednesday: Mormal Shift ~ 2/iDay ~
Thursday: MNormal Shift = 2iDay -
Friday: Maormal Shift hd 2Day -
Saturday: Mone bl Mone =
Sunday Mone - Mone ~
Add Holiday
Serial Mo. Holiday Name Start Date End Date
oK Cancel

5. Click.__“PP¥ | and apply permissions in the permission management to apply
configurations to the device. For details, see Section 5.3 Permission Management.

Schedule by Person

Before you start:

Add persons in the Person Management before you scheduling by person.
Steps:

1. Inthe Shift Schedule Management tab, click =il
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Shift Management Holiday Management |Shift Schedule Manag..
Department Staff Edit
Add Delete Serial No Start Date End Date

Apply

. f Add . . .
2. Click and select the person in the pop-up window and click 4.1
Search =]
Query Result
= &= Department 1
& Mary
& Peter
oK Cancel

You can also select the person in the person list and click Delete | ¢4 delete the

person.

3. Select the person in the person list and select the default schedule on the right of the
interface.

4. Click Edl and configure the parameters in the pop-up window.
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Add Shift Schedule

*Start Date:

Monday:

Tuesday:

Wednesday:

Thursday:

Friday:

Saturday:

Sunday:

Add Holiday

Serial No

The items with asterisk are required.

2000-01-01

Shift Type:

Mormal Shift

MNormal Shift

MNormal Shift

MNormal Shift

MNormal Shift

Mormal Shift

MNormal Shift

Holiday Name

*End Date:  2037-12-31

Shift Name:

2/Day

2/Day

2iDay

2/Day

2iDay

2iDay

2/Day

Start Date

OK

End Date

i

Cancel

5. Click 4.1

6. Click  “PPI¥ | and apply permissions in the permission management to apply
configurations to the device. For details, see Section 5.3 Permission Management.

Setting Wiegand
Purpose:

to confirm editing.

You can set the Wiegand channel and the communication mode.

Steps:

1. In the Edit Access Controller interface, click the Wiegand Settings button to enter the Wiegand

Settings interface.

2. Select the Wiegand channel and the communication mode in the dropdown list.

3. Click OK to save the settings.
Notes:

e After changing the communication direction, the device will be rebooted. A prompt will be

pop-up after changing the communication direction.
e The attendance device does not support the function.
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Wiegand Settings x

‘Wiegandcha... 1 ke

Communicalio... Receive ~

oK

5.2.2 Access Control Point Management

Access Control Point
The adding, deleting and

editing of person and

Click the bl icon on the control panel to enter the door management interface.
Add Group Delete Gro Access Control Point under Group Test_1
Searct P Import Edit Delete Filter
B . —— —— —
: ::: 123_Doort 123 1
[ Tes:;

Group Management

The doors can be added to different groups to realize the centralized management.
Door Management

Manage the specific door under the door group, including importing, editing and deleting door.
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Group Management
Adding Group
Steps:

1. Click the Add Group | hytton to pop up the Add Group dialog.

Mame:

aroup 1

DK

Cancel

2. Input the group name in the text field and click the

Note: Multi-level groups are not supported yet.

Editing Group
Steps:

CK

button to finish adding.

Double-click the group or right-click the group and select Edit in the right-click menu.

Deleting Group

To delete a group, three ways are supported.
Delete Group button.

® Click to select a group and click the
® Right-click a group and select Delete in the popup menu.

® Move the mouse onto the group and click

icon of it.

And then click the OK button in the popup window.
Access Control Point Management

Access control points under the group can also be edited, refer to the following instructions.

Importing Access Control Point
Steps:

1. Click the Import | hutton to pop up the access control point importing interface.

2. Select a access control point to import by clicking it.
3. Click to select a group in the right side bar to import to.
4

Click Import

Notes:

button to import the selected access control points or click
import all the available access control points.

Import All

e You can click button on the upper-right corner of the window to create a new group.
e The control client can manage 16 access control points at most.

Editing Access Control Point
Steps:

1. Click to select a access control point in the list and click the

control point.
2. Edit the Door Name and Position.

3. Click 2. button to finish editing.

Edit

Note: you can also enter the Edit interface by double clicking the door from the list.

Deleting Access Control Point
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Several ways are supported to delete the access control point, as shown below.
€ Click to select a group in the group list, select door(s) under it, and click Delcls button.

€ Click to select a group in the group list, and click Dolsk button to delete all access control
points under the group.

€ Move the mouse onto a group in the group list, and click “* button to delete all access control points
under the group.

Note: you can also edit/delete a door on the Import Access Control Point panel.

Search 2] Search... jol

x

10.7.52.106_Doort

Import

Import All

Steps:
1. Select a control point on the Group panel.
2. Click the /ﬂicon to enter the Edit Access Control Point panel or to delete the control point.

5.3 Permission Management

5.3.1 Person Management
A Person Management

Click the icon on the control panel of the software.
Adding, editing, deleting and filtering of the department and person are supported in this interface.
Add Depart... Delete Dep. Person List
Search P > Add Person| Edit Delete E  impor Filter

Jack Male D

Gender ID Type ID No. Contact Phone No.

Department Management
Steps:

1. Inthe department list, click = ™ AddDepart. hytton to pop up the adding department interface.
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Add Department x

Upper Depart... | Default

Department Na. .. ||

Ok Cancel

Notes:
® Multi-level department system can be created. Click a department as the upper-level deparment

and click | AddDepart.. | hytton, and then the added department will be the sub-department of it.
® Up to 10 levels can be created.
You can double-click an added department to edit its name.

You can click to select a department, and click the |~ Delete Depa... hytton to delete it.

Notes:

® The lower-level departments will be deleted as well if you delete a department.

® Make sure there is no person added under the department, or the department cannot be
deleted.

Person Management
Note: In the person management interface, double-click the person name or click the Edit button to edit

the person informationt

In the person management interface, click the Delete button to delete the person.
Up to 2000 persons ban be added.

® Inputting General Information

Steps:

1. Select a department in the list and click the "~ AddFerson i the person infoarmation list to pop up the
adding person interface.

2. Input the Person Name (required), Gender, ID Card, etc., upload the photo of the person and click
the %3¢ ljcon to finish adding.
Note: The format of the photo should be .jpg, or .jpeg.

3. You can double-click an added person to edit its information.

You can click to select a person, and click the Delce button to delete it.

Information x

Confirm deleting selected person

R Cancel
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If a card is associated with the current person, the association will be invalid after the person is
deleted.

® Inputting Fingerprint

Steps:

1. Inthe personal information interface, click the Fingerprint button.

Person Information x

General Fingerprint

# Start Re.. % Delete Fi_.. M Delete All

Tips: Lift and rest your finger on the fingerprint scanner twice to compl.

Save Cancel

2. Click the Start Register button, and select the fingerprint to be input.
3. Click the Save button to save the parameter.
Note: Click the Delete Fingerprint button to delete the fingerprint.

Click the Delete All button to clear all fingerprints input.

5.3.2 Card Management

Card Management

L=\

The management of card
Click — on the control panel of the software to enter the card management
interface.
Empty Card Mormal Card Card Reported Loss
Empty Card List
Add Card Issue Card Delete Filter
Card No. Status
0001 Empty Card ‘
0002 Empty Card
0003 Empty Card
0004 Empty Card
0005 Empty Card

The cards are divided into 3 types: Blank Card, Normal Card, and Lost Card.
Blank Card: A card has not been issued with a person.

Normal Card: A card is issued with a person and is under normal using.
Lost Card: A card is issued with a person and is reported as lost.
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Blank Card
® Adding Card
Before you start:
Make sure a card dispenser is connected to the PC and is configured already. Refer to the section of Card
Dispenser Configuration5.6.2 System Configuration for details.
Steps:
1. Click the AddCard | hytton to add cards.
2. Two modes of adding cards are supported.
Adding Single Card
Choose the Single Add as the adding mode by clicking the - to '®' and input the Start Date, Expiring
Date and Card No. in the text field.

Add Card X

Adding Meth__. L Add COne Bulk Adding
Activation Da...  2016-07-25 00:00:00 [5L
Expiry Date: 2036-12-31 00:00:00 ﬂ

Enter card Mo.: ||

QK Cancel

Batch Adding Cards

Choose the Bulking Adding as the adding mode by clicking the ' to '® and input the activation
date, expiry date, start card No. and last card No. in the corresponding text fields.

Note: The start card No. and the last card No. should be the with same length. E.g., the last card No.
is 234, then the start card No. should be like 028.

3. Click the OK | button to finish adding.

Click an added blank card in the list and click 54 Card  pytton to issue the card with a person.
Note: you can double click the blank card in the card list to enter the Issue Card Page.
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Issue Card % |

Card No 22232222
Please choose responding person for card
Search P
& Jack ‘ ‘
- &= Department 1

& Rose

Tip: For DS-K1T803 and DS-K1A801, the card and user are mapped in one-to-one relationship.

Please choose responding fingerprint for card

Tip: Please collect fingerprint data on device

OK Cancel

5. Click to choose a person on your demand in the popup dialog box, select a fingerprint, and click
Ok Ito finish.
Notes:

e The issued card will disappear from the Blank Card list, you can check the card information in
the Normal Card list.

e Upto 2000 cards can be added.
e Forthe DS-K1A801 device and the DS-K1T803 device, the card and the user are mapped in one-
to-one relationship.

® Deleting Card
You can click an added blank card in the list and click Delete button to delete the selected card.
Normal Card

Click the Normal tab in the card managemet interface to show the Normal Card list. You can view all the
issued card information, including card No., card holder, and the department of the card holder.

Empty Card Mormal Card Card Reported Loss

Mormal Card List

Card Change Return Card Report Card L...  Password Sett... Filter
Card No. Status Card Holder Name Department
0001 Mormal Card Lela Market Department
0002 Mormal Card Olivia Market Department
0003 Normal Card Shanna Market Department
0004 Mormal Card Sam Market Department
0005 Normal Card Lemon Market Department

Click to select a card and click the Card Change button to change the associated card for card holder.
Select another card in the popup window to replace the current card.

Click to select an issued card and click the Return Card button to cancel the assotiation of the card,
then the card will disappear from the Normal Card list, which you can find it in the Blank Card list.
Click to select an issued card and click the Report Card Loss button to set the card as the Lost Card,
that is, an invalid card.
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@ Click to select an issued card and click the Password Settings button to set the password for the
card, set the password in the text filed and click the OK button to finish setting.

Card Mo.: 12345

Card Password: '123495

K Cancel

Note: The password will be required when the card holder swiping the card to get enter to or exit
from the door if you enable the card&password authentication on the advanced configuration page.
Lost Card
Click the Card Reported Loss tab in the card managemet interface to show the Lost Card list. You can
view all the lost card information, including card No., card holder, and the department of the card holder.

Empty Card MNormal Card Card Reported Loss

Card Loss List
Cancel CardL... | CardReplace.. Filter

Card No Status Replace card? Card Holder Name Department

12345 Card Reported Loss No Jack Default

Click the Cancel Card Loss button to resume the card to the normal card.

Click the Card Replacement button to issue a new card to the card holder replacing for the lost card.
Select another card in the popup window as the new card and the predefined permissions of the
lost card will be copied to the new one automatically.

L R 4

5.3.3 Schedule Template

| B

on the control panel of the software to enter the schedule template interface.
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[ Week Plan =] Holiday Group L= Template

F Add Week... 53 Delete Wee... || Property H sae
Search o]
|| Disable Week Plan by Def_..

@ Bl Remark Enabling week plan will take effect of all the card usage in one
week, and cannot be edited and deleted.

E] Copy to... A Delete Du M ClearDur...

o
=
=1
(=]
o
=
o
&
o
@
=
ra
-
=
@

20 2z

ra
=

Monday

Tuesday

Wednesday

Thursday

Friday

Saturday

Sunday

There are 3 settings in this interface: Week Plan, Holiday Plan, and Template.

Setting Week Plan

® Adding Week Plan

System defines 2 kinds of week plan by default, Enable Week Plan by Default and Disable Week Plan by
Default. You can define custom plans on your demand.

Steps:

1. Click the Add Week Plan button to pop up the adding plan interface.

Add Week Plan 4

Week Flan Ma_.. |

Ok Cancel

2. Input the name of week plan and click the OK button to add the week plan.

Select a week plan in the plan list on the left-side of the window to edit.

4. Click and drag your mouse on a day to draw a blue bar on the schedule, which means in that period of
time, the cofigured permission is activated.

5. Repeat the above step to configure other time periods.
Or you can select a configured day and click the Copy to Week button to copy the same settings to
the whole week.

® Deleting Week Plan
@ Click to select a configured duration and click the Delete Duration button to delete it.
@ Click the Clear Duration button to clear all the configured durations, while the week plan still

exists.

@ Click the Delete Week Plan button to delete the week plan directly.

w
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Setting Holiday Group

® Adding Holiday Group

Steps:

1. Click the Add Holiday Group button to pop up the adding holiday group interface.

Add Holiday Group

Holiday Group... ||

Ok Cancel

2. Input the name of holiday group in the text filed and click the 94 button to add the holiday
group.

3. Click the  AddH0lday ;0 45 add a holiday in the holiday list and configure the duration of the
holiday.
Note:At most 16 holiday periods can be added.

Haliday list - Add holiday 4 Previous P Mext

Seria... Startt Time End Time Duration Opera...
oo 0z 04 0B 03 10 12 14 16 18 20 22 24

1 2014-10-28 [0 | 2014-10-29 L I *®
oo 0z 04 06 03 10 12 14 16 18 20 22 24

2 2014-10-30 L | 2014-11-01 D [ 5
oo 0z 04 06 03 10 12 14 16 18 20 22 24

3 amennos B 20t0s B | o

oo 02 o4 08 05 10 12 14 16 18 20 22 24

4 2014-11-10 [0 | 2014-11-12 L . ”®

1) Click and drag your mouse on a day to draw a blue bar on the schedule, which means in that
duration, the cofigured permission is activated.

2) Click to select a configured duration and click “* to delete it.

3) Click the LI to clear all the configured durations, while the holiday still exists.

4) Click the * to delete the holiday directly.
4. Clickthe B sav  pytton to save the settings.
Note: The holidays cannot be overlapped with each other.
Setting Schedule Template
The schedule consists of week plan and holiday group; you can only choose which plan and group to
enable in the schedule template configuration interface. Configure the week plan and holiday group
before configuring the schedule template.
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Note: The priority of holiday group schedule is higher than the week plan.
Steps:

' Add Template

1. Click to pop up the adding schedule interface.

Add Template

Template Mame: | |

K Cancel

2. Input the name of schedule in the text filed and click the 9 4 button to add the schedule.

3. Select a week plan you want to apply to the schedule.
Click the Week Plan tab and select a plan in the dropdown list.

(@ Week Plan =] Holiday Group = Template
7 Add Template Delete Tem. Property H Save
Search jel
7| Default Enable Schedule T.. Template Name: | Templats_1
| DefaultDisable Schedule.
[m weekPlan -] Holiday Group
Week P... Enable Week Plan by Default | v

o

0 0z 04 08 03 10 1z 14 16 18 20 22

3

4

Monday

Tuesday

Wednesday

Thursday

Friday

Saturday

Sunday

4. Select holiday groups you want to apply to the schedule.
Note:At most 4 holiday groups can be added.
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[l weekPlan =] Holiday Group
Holiday Group to be Selected The selected holiday group
Search P Serial Mo. Holiday Group Ma... | Remark
Holiday_1 1 Holiday_1
Add
Delete
Clear
€ Click to select a holiday group in the left-side list and click Add o add it.
@ Click to select an added holiday group in the right-side list and click Delete | to delete the it.
€ Click Clear  to delete all the added holiday groups.

5. Click H Sae  t5 save the settings.
Note: The attendance device does not support schedule template..

5.3.4 Door Status Management

Purpose:
The function of Door Status Management allows you to schedule weekly time periods for a door to
remain open or closed.

Click the r‘ o

icon on the control panel to enter the interface.
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0
Access Contr. E Access control...

Gearch o

Door Status Configuration Copy to H save
Remain Open B Remain Closed E] Copy to Whole. ¥ Delete Du_ ﬁl Clear
oo 0z 04 06 08 10 12 14 16 18 2n 22 24
Monday
Tuesday
Wednesday |
Thursday

Friday

Saturday

Sunday

Steps:

1. Enter the Door Status Management page.
2. Click and select a door from the door list on the left side of the page.

3. Draw a schedule map.

Remain Cpen B Remain Closed .
1) Select a door status brush P / on the upper-left side of the
Door Status Settings panel.
Remain open: the door will keep open during the configured time period. The brush is marked
as yellow.
Remain Closed: the door will keep closed during the configured duration. The brush is marked
as blue.
2) Click and drag the mouse to draw a color bar on the schedule map to set the duration.
Door Status Configuration Copy to H Save
Remain Open B Remain Closed E] Copy to Whole... ¥ Delete Du... m Clear
00 02 04 06 08 10 1z 14 16 12 20 22 24
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Notes

® The min. segment of the schedule is 30min.

® You can copy the configured time periods of a day to the whole week.
Steps:

1.
2.

Select a day which has already been configured.

L{j Copy to Whole_..

Click on to copy the time periods to the whole week.

4. Edit the schedule map.

5. Clickon & save

Edit Duration:

Click and drag the color bar on the schedule map and you can move the bar on the time track.
Click and drag the mouse on the ends of the color bar and you can adjust the length of the bar.
Delete a Duration:

Click and select a color bar and click % Deiete Du... to delete the time period.

Clear All Durations:

Clear

Click to clear all configured durations on the schedule map.

to save the settings.

6. You can copy the schedule to other doors by clicking on Copyto and select the required
doors.
Flease selectthe access control point to copy.
Search il
O
OK Cancel
7. Click B, Access Control.. to enter the Download Door State page.
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s Control Status Downloading

Flease choose access control point to download duration.

Search p

_

44-19-b6-c5-cb-a6_i 11

OK Cancel

8. Select a control point and click OK to download the settings to the system.
Note: The attendance device does not support the function.

5.3.5 Interact Configuration

Interact Configuration
1. Case, eventicard
~ interaction configuration.

Click : on the control panel of the software to enter the interact configuration
interface.
Case Trigger Event Card Interact Client Interact
Case List E Apply Property H sae
Search o]

Reader Buzzer:

Name Property
Alarm Output: “TegTE Property
Door(Open / Close)  name Remain Open Remain Closed

In this interface, you can set alarm linkage modes of the access host, including case trigger, event card
interact, and client interact.

Case Trigger
Purpose:
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The case (refer to the triggers of the controller) can be linked to some actions (e.g., alarm output, host
buzzer) when it is triggered.
Steps:
1. Click the Case Trigger tab to enter the case trigger interface, and select a case.
2. Check the checkbox of the corresponding linkage actions and set the property as Trigger to enable
this function.
Host Buzzer: The audible warning of controller will be triggered.
Reader Buzzer: The audible warning of card reader will be triggered.
Alarm Output: The alarm output will be triggered for notification.
Door (Open/Close): The door will be open or closed when the case is triggered.
3. Click the Save button.
4. Click the Apply button to take effect of the new settings.
Note: The Door cannot be configured as open or closed at the same time.
Event Card Interact
In the Interact Configuration interface, click the Event Card Interact button to enter the settings
interface.
® Event Linkage
In the Event Interact interface, the linkage alarm action, after triggering alarm event, can be set. The
alarm event can be divided into four types: event device, event input alarm, door event, and card reader
event.
Steps:
1. Click the Event Card Interact tab to enter the event card interface
2. Select the host to be set from the host list.

3. Click the button to start setting the event linkage.
Case Trigger Event Card Interact Client Interact
Host List E Apply Event card linkage detailed information Add Delete H save
Search e ® Event Li... Eventdevice ~ Device Tampering Al.. ~ Card Li..
Controller... Mot Trigger v Snapshot Mot Trigger z
el oL I Alarm out
Name Name Name Name

HiliEFSR Not Trigger | ~
HITEFSE_2  NotTrigger | v

Door

Name Open Close Normally Open | Mormally Close

44-19-b6-c5-cb-ab_j 1 Mot Trigger | ¥ | NotTrigger | » MNotTrigger | ~ Mot Trigger | ~

4. Click the radio button of the event linkage, and select the event type from the dropdown list.
5. Set the linkage target, and set the property as Trigger to enable this function.

Host Buzzer: The audible warning of controller will be triggered.

Snapshot: The real-time capture will be triggered.

Reader Buzzer: The audible warning of card reader will be triggered.
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Alarm Output: The alarm output will be triggered for notification.
Door: The door status of open, close, normally open, and normally close will be triggered.

6. Clickthe ® 52 | pitton to save parameters.
7. Click the Apply button to download the updated parameters to the local memory of the device.
Notes:
e The door status of open, close, normally open, and normally close cannot be triggered at the
same time.
e The attendance device does not support opening door, closing door and capturing.
® Card Linkage
In the Event Interact interface, the linkage alarm action, after triggering the card number, can be set.
Steps:
1. Click the Card Event Interact tab to enter the event card interface
2. Select the host to be set from the host list.

. Add . .
3. Click the button to start setting the event linkage.
Case Trigger Event Card Interact Client Interact
Host List E Apply Event card linkage detailed information Add Delete E save
Search P Event Li... Eventdevice Device Tampering A % CardLi.

- ...

Card Reader

Serial No Name
0 #ITRFEHE_1
L HilEFE 2
Linkage target
Controller... Not Trigger v Snapshot Mot Trigger v
a1 Alarm out
Name Name Name Name

HITEFSR_1 NotTrigger | ~
HiTEFE_2  NotTrigger | v

Door

Name Open Close Normally Open | Normally Close

44-19-b6-c5-cb-ab_j 1 Mot Trigger | ¥ | NotTrigger | » MNotTrigger | ~ Mot Trigger | ~

4. Click the radio button of card linkage, and input the card number.
Select the event source, and check the checkbox of the card reader’s serial number.
6. Set the linkage target, and set the property as Trigger to enable this function.
Controller Buzzer: The audible warning of controller will be triggered.
Snapshot: The real-time capture will be triggered.
Reader Buzzer: The audible warning of card reader will be triggered.
Alarm Output: The alarm output will be triggered for notification.
Door: The door status of open, close, normally open, and normally close will be triggered.

b

7. Click the & save button to save parameters.

8. Click the Apply button to download the updated parameters to the local memory of the device.
Note: The door status of open, close, normally open, and normally close cannot be triggered at the same
time.
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5.3.6 Access Permission Configuration

Access Control Permis...
Tl Thea

downloading o
Click the control permission. icon on the control panel to enter the interface.
Add Perm. Delete Permis Start Downloading
Major Type: By Staff A Minor Type: Access Control Point hd Keyword: Search Reset
Name Department Access Control Point Template

Access Permission Settings
Purpose:

You can allocate permission for people/department to enter/exist the control points (doors) in this

section.
Steps:
1. Enter the Permission page.

2. Click on " AddFemi... jcon on the upper-left side of the page to enter the Add Permission page.

MNew Access Control Permission

@ Choose Type
By Person

Mote: Configure access control point for person

By Department

Mote: Configure access control point for department.

By Access Control Point

Note: Configure access control point to person and department.

By Door Group

MNote: Configure person and department permission for door group.

Do@En

Previous Next Cancel

3. Select an adding type in the Select Type interface.

74




Fingerprint Access Control Terminal

By Person: you can select people from the list to enter/exit the door.
By Department: You can select departments from the list to enter/exit the door. Once the
permission is allocated, all the people in this department will have the permission to access the
door.

€@ By Access Control Point: You can select doors from the door list for people to enter/exit.

€@ By Door Group: You can select groups from the door list for people to enter/exit. The permission

will take effect on the door in this group.

4. Click Next to enter the Permission Settings interface.

L R 2

MNew Access Control Permission

Template: Default Enable Schedule Template w2
(3) Pemmission
= Settlngs Flease choose person. Please choose the access control point and the_..
Search o Search il
- _ Access Control Point Door Group
L I
= | &% Department 1 44-19-b6-c5-cb-a6_[ 11
& Rose
Previous Done Cancel

5. Click on the dropdown menu to select a schedule template for the permission.

Template: Default Enable Schedule Template hd

Note: The schedule template must be configured before any permission settings. Refer to Section 5.3.3
Schedule Template for detailed configuration guide.
6. Select people/department and corresponding doors/door groups from the appropriate lists.
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Flease choose person. Please choose the access control point and the...

Search o Search o

£ I

= | &% Department 1 44-19-bE-c5-ch-a6_| 11

& Rose

Note: The lower-level of department will also be selected if the highest-level of department is selected,
7. Click the Done button to complete the permission adding.

8. Click Start Downloading to enter the Download Permission page.

Download Permission

Downloading.... 9 Download All

Flease choose controller to download.

Search o]

- ()4 All Devices
A 44-19-b6-c5-ch-ab

oK Cancel

9. Select a control point and click the OK button, to enter the download result interface, to download
the permission to the device.
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Download Result x

Permission Download P Downloaded (100%)
Filter
Device Progress Result Remark
44-19-bié-c5-cb-ab 100% All Failed Device offline or DAG 0..

Close

Access Permission Searching

Purpose:

After the permission settings being completed, you can search and view permission assigning condition
on the searching interface.

Steps:

1. Enter the Permission page.

Add Perm...  Delete Permis... Start Downloading
Major Type: By Staff () Minor Type: Access Control Point hd Keyword: Search Reset
Name Department Access Control Point Template

2. Enter the search criteria (main type/minor type/Keyword).
3. Click Search to get the search results.

Add Perm. Delete Permis Start Downloading
Major Type: By Staff v Minar Type: Access Control Point v Keyword: Search Reset

Name Department Access Control Point Template

Lela Market Department 123_Door1 Template_1
Olivia Market Department 123_Door1 Template_1
Shanna Market Department 123_Door1 Template_1
Sam Market Department 123_Door1 Template_1
Lemon Market Department 123_Door1 Template_1

Note: You can click Reset on the search criteria panel to clear all the displayed search results.
Permission Deleting
Steps:
1. Follow steps 1-3 in the Permission Searching section to search for the permission needs to be
deleted.

2. Select the permission from the results list.
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Add Perm._ Delete Permis

Major Type: By Staff

Name
Lela
Olivia
Shanna
Sam

Lemon

Start Downloading

v Minar Type:

Access Control Point

v Keyword:

Department Access Control Point
Market Department 123_Door1
Market Department 123_Door1
Market Department 123_Door1
Market Department 123_Door1
Market Department 123_Door1

Template

Template_1
Template_1
Template_1
Template_1

Template_1

Search Reset

Note: you can press the Ctrl or Shift key on the keyboard to select multiple items.
3. Click the Delete Permission button to delete the permission.

4. Click

5. Select a control point and click the OK button to download the deletion operation to the device.

Information

Delete the selected access control
permission?

0K Cancel

Start Downloading

to enter the Download Permission page.

Download Permission x

Download Met... 2 Download All
Please choose controller to download.:
Search... ol
4 10.7.52.108
oK Cancel

5.3.7 Advanced Functions

Purpose:

The advanced functions of the access control system can be configured.

ed Function
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Access Control Type | Card Reader Aute_.. Multiple Authentic. First Card Anti-passing Back  Multi-door Interloc._ ‘White List Password Authenti.

controlier ... [B Apply Card List

Search 2] Add Delete Filter
Card No Status Activation Date: Expiry Date:

MNormal Card

Card for Disabled Person

Card in Blacklist

Patrol Card

Duress Card

Super Card

Bt B B B3 Bt EOE BN

Visitor Card

Access Control Type
Purpose:
The added cards can be assigned with different card type for the corresponding usage.
Steps:
1. Click Access Control Type tab and select a card type.
Normal Card: By default, the card is set as normal card.
Card for Disabled Person: The door will remain open for the configured time period for the
cardholder.
Card in Blacklist: The card swiping action will be uploaded and the door cannot be opened.
Patrol Card: The card swiping action can used for checking the working status of the inspection staff.
The access permission of the inspection staff is configurable.
Duress Card: The card swiping action will be uploaded.
Super Card: The card is valid for all the doors of the controller during the configured schedule.
Visitor Card: The card is assigned for visitors.
2. Click Add and select the available card.
Click OK to confirm assigning the card(s) to the selected card type.
4. Click the Apply button to take effect of the new settings.
Notes:
e You can click Delete to remove the card from the card type and the card can be available for
being re-assigned.
e The attendance device only supports the normal card.
Card Reader Authentication
Purpose:
You can only open the door by both swiping card and entering the password during the set time periods.
Notes:
e  For this authentication mode, the card swiping operation cannot be replaced by entering the card

w

No.
e For password settings, please refer to Section 5.3.2 Card Management.
Steps:
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1. Click Card Reader Authentication tab and select a card reader.
2. Select a card reader authentication type from the dropdown list.
Fingerprint: The door can open by only inputting the fingerprint.
Swipe Card: The door can open by only swiping the card.
Fingerprint/Swipe Card: The door can open by inputting the fingerprint or swiping the card.
Swipe Card/Password: The door can open by inputting the ID No. and password, or swiping the
card.
Fingerprint Password: The door can open by both inputting the password and inputting the
fingerprint.
Swipe Card Password: The door can open by both inputting the password and swiping the card.
Fingerprint Swipe Card: The door can open by both inputting the fingerprint and swiping the card.
Fingerprint Swipe Card Password: The door can open by both inputting the fingerprint, inputting
the password, and swiping the card.
3. Click and drag your mouse on a day to draw a blue bar on the schedule, which means in that period
of time, the password authentication is valid.
Access Control Type | Card Reader Aute... | Multiple Authentic... First Card Anti-passing Back  Multi-door Interloc.. ‘White List Password Authenti.
cadRea.. [ Apply Property ] copyto H sawe
Search ol
- & 44-19-bE-c5-co-ab Card Reade... i TEFaE_1
o EDEREL | .
‘.ﬂ TR EE 2 Card Reader Aut. Swipe Card & Password
\Weekly Schedule Seftings [Z] Copy to. Delete Clear
Tuesday |
Friday
Saturday
Sunday
4. Repeat the above step to set other time periods.
Or you can select a configured day and click the Copy to Week button to copy the same settings to
the whole week.
You can click the Delete button to delete the selected time period or click the Clear button to delete
all the configured time periods.
5. (Optional) Click the Copy to button to copy the settings to other card readers.
6. Click the Save button to save parameters.
7. Click the Apply button to take effect of the new settings.
First Card
Purpose:
The door remains open for the configured time duration after the first card swiping.
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Access Control Type Card Reader Aute_.. Multiple Authentic. First Card Anti-passing Back  Multi-door Interloc._ ‘White List Password Authenti.
Controller... [ Apply Access Control Point First Card Parameters H save
Search 2 | Access Control Point Enable First Card Rem... | Remain Open Duration..

441908 5 a0 1T C
FirstCard List
Add Delete Filter
Card Mo. Status Activation Date Expiry Date:

22222222 Empty Card 2016-07-21 2036-12-21

Steps:

1. Click First Card and select an access control point.

2. Check the checkbox of Enable First Card Remain Open to enable this function.

3. In the Remain Open Duration (min), input the time duration for remaining open the door.
4

Click L Add 4.9
button.
5. Click & Save

and select the cards to add as first card for the door and click the

and then click B Apply

Note: The attendance device does not support the function.

to take effect of the new settings.

Anti-Passing Back
Purpose:
In this mode, you can only pass the access control system according to the specified path.

Note: Either the anti-passing back or multi-door interlocking can be configured for an access controller
at the same time.

Setting the Path of Swiping Card (Card Reader Order)

Steps:
1. Click Anti-passing Back and select an access control point.
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Access Control Type Card Reader Aute...  Multiple Authentic.. First Card Anti-passing Back | Multi-door Interloc.. ‘White List Password Authenti...

Controller... B Apply Property H sawe
Search o
Controller Name:  44-18-bE-c5-ch-a6

First Card Reader: Disable v
Seria... | Card Reader Card Reader Afterward Enable Anti-p. ..
1 HiTEFE 1
2 dilEFE 2

2. You can set the name for the controller and select the card reader as the beginning of the path.

3. Inthelist, click the text filed of Card Reader Afterward and select the linked card readers.
Example: If you select Reader In_01 as the beginning, and select Reader In_02, Reader Out_04 as
the linked card readers. Then you can only get through the access control system by swiping the card
in the order as Reader In_01, Reader In_02 and Reader Out_04.

4. Checkthe checkbox of Enable Anti-Passing back.

5. Click i save and then click = Apnly

Note: The attendance device does not support the function.

to take effect of the new settings.

5.4 Attendance Management

Purpose:

After adding the device and person, you can set the person shift, set the holiday, manage the person
attendance and view the card swiping log.

v

Click

icon on the control panel to enter the Attendance Configuration interface.

5.4.1 Shift Group Management

Purpose:

On the shift group management interface, you can add, edit, and delete shift groups for attendance
management.

Steps:

1. Click the Shift Group tab to enter the following page.

Shift Group Ma... ShiftManagem... HolidayManag... Shift Schedule... Attendance Ch... AdjustmentMa... Card Swiping L... Statistic Analysis Parameters Co... Data Manage...
Add Edit Delete Filter
Serial Mo. Shift Group Mame Shift Group No People Coun... Remark
1 PESEA 0001 1
2. Click button to pop up the adding shift group window.
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Shift Group x

The items with asterisk are required.
*Shift Gro... Shift Gro... 0002
Rem...
Person List Add Delete
Serial Mo. Person Name Gender Department Mame
oK Cancel

3. Enter the shift group name, and add Add

adding window.

Search o)

button on the person list area to pop up the person

Query Result
-/ &= Default
= | &= Department 1
& Rose
& Jack

OK Cancel

4. Check the checkbox to select the person and click oK

interface.

and return to the shift group settings

Delete

To delete the added person, check the person from the person list, and click button.

5. Click OK button to complete the operation.

6. You can edit or delete the added shift groups by clicking Edit or  Delete

Notes:

® After deleting the shift group, the shift schedule of the shift group will be deleted as well. For details
about shift schedule, refer to Section 5.4.4 Shift Schedule Management.

® |f the person has been added to one shift group, he/she cannot be added to other shift groups.
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5.4.2 Shift Management

Click Shift tab to enter the shift management interface.

Shift Group Ma_. |ShiftManagem. .. |HolidayManag... Shift Schedule . Aftendance Ch.. AdjustmentMa_.. Card SwipingL .. Statistic Analysis Parameters Co... Data Manage.

Shift Man. Add Edit Delete Search o}
ll Mormal Shift Serial Mo. Rule Name Remark

Attendance Rule
Aftendance Shift

Man-Hour Shift

There are two kinds of shifts in this interface: Normal Shift, and Man-Hour Shift.

Normal Shift
<> Setting Attendance Rule

Steps:
1. Click Attendance Rule to set the rule for the attendance management.
2. Click e to pop up the following dialog box.
Attendance Rule x
The items with asterisk are required.
*Rule Mame
Rem...
Detailed Parameters
On-Work Attendance Check Advanced... 0
On-Work Late Time Minutes 0
Absence Threshold (Late, Unit: Minutes) O
Break Time Minutes 0
Off-Work Attendance Check Delay Time... 0
Off-Work Early Time Minutes 0
Absence Threshold (Early-Leave, Unit:... 0
oK Cancel
3. Setarule name.
4. Set detailed parameters for the attendance rule according to actual needs.
5. Click OK to save the rule.
6. (Optional) You can edit or delete the rule by clicking Edit or Delete
Notes:
® After deleting the rule, the normal attendance shift which has enabled the rule will be deleted as
well.
® |If the shift which has enabled the rule has already set the shift schedule, the shift will not be
deleted.
<> Setting Attendance Shift
Steps:

1. Click Attendance Shift to set the normal attendance shift.
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2. Click e to pop up the attendance shift setting window.
Attendance Shift
The items with asterisk are required.
*Shift Mame: Shift Mo.: oom
Rem...
Off/On-Work Period Clear
On-Work Ti... On-work Time Off-work time Aftendance Rule
On-Work Ti... Day ~ 00:00 Day =~ 0o:0o0 -
On-Work Ti_.. Day ~ | oo:on Day ~ oo:oo v
On-Work Ti... Day ~ 0000 Day ~ 0000 v
OK Cancel
3. Set a shift name.
4. Set on-work duration for the shift, and select the attendance rule from the dropdown list.
. Ok .
5. Click to complete the operation.
Edit Delete
6. (Optional) You can edit or delete the shift by clicking or

Note: After deleting the shift, its shift schedule will be deleted as well. For detalls about shift
schedule, refer to Section 5.4.4 Shift Schedule Management.

Man-Hour Shift

Steps:
1. Click Man-Hour Shift to set the man-hour shift details.
2. Click A 4o pop up the man-hour shift setting window.
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Man-Hour Shift x

The items with asterisk are required.

*Shift Mame: *ShiftMo.. 0001
*Dailyworking... 00:00 Latest On-Work... 00:00

Rem...

Disregard Man-Hour Period Clear
Time Period Start Time End Time
Time Period1 00:00 ao:no
Time Period2 00:00 ao:no
Time Period3 00 :00 ao:no

Time Period4 00 :00 ao:oo

0K Cancel

Set a shift name, and daily work duration.
(Optional) Check the checkbox of latest on-work time, and set the latest on-work time.
(Optional) Set the durations excluded from man-hour duration.

oK

Click to complete the operation.

N o ubkw

(Optional) You can edit or delete the shift by clicking Edit or Delete ), Note: After

deleting the shift, its shift schedule will be deleted as well. For details about shift schedule, refer to
Shift Schedule Management.

5.4.3 Holiday Management

Steps:
1. Click Holiday tab to enter the holiday management interface.

Shift Group Ma... ShiftManagem... Holiday Manag... Shift Schedule... Aftendance Ch... AdjustmentMa... Card Swiping L... Statistic Analysis Parameters Co... Data Manage..
s Add Edit Delete Search P
Serial Mo Holiday Mame Holiday Days Remark

2. Click button to pop up the holiday setting window.
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Holiday x

The items with asterisk are required.

*HolidayN...

Rem...

Date List Add Delete

Serial No. Date Week

OK Cancel

. Add . . .
3. Click button to pop-up holiday adding window.
Add Holiday x
The items with asterisk are required.
*Start Date  2016-07-25 B *End Date  2016-07-25 e
Select by Week Sel..
Monday Tues... Wed... Thur... Friday Satur... Sunday
oK Cancel
oK

4. Set the start date and end date, select the date of week, and click

OK

5. Click to save the settings.

5.4.4 Shift Schedule Management

Purpose:

After setting the shift group and the corresponding shift and shift rule, you can set the shift schedule for
the shifts.

Steps:

1. Click the Shift Schedule tab to enter the shift schedule management interface.
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Shift Group Ma... ShiftManagem... HolidayManag... | Shift Schedule... | Atendance Ch... AdjustmentMa... Card SwipingL... Statistic Analysis Parameters Co... Data Manage..

Shift Grou.... Add Delete Filter

Search o] Serial No. Working Date Shift Name Shift No

1

2. Select the shift group from the list on the left.

3. Click Gl

to pop up the shift schedule settings window.

Add Shift Schedule

Remark
Shift Grou...  HE4R1 Shift Name: ¥
*Start Date:  2016-07-25 ﬂ *End Date: 2016-07-25 ﬂ
Add Holiday
Serial Mo. Holiday Name Haoliday Days Remark
OK Cancel

4. Select the shift name from the drop-down list and set the start data and end data.
(Optional) You can check the checkbox of holiday to add the holiday shift.

oK

Click button to complete the operation.

OK

5. Click to save the settings.

5.4.5 Attendance Check Point Management

Steps:
1. Click the Attendance Check Point tab to enter the attendance check point management interface.

Shift Group Ma... ShiftManagem... HolidayManag... Shift Schedule... Attendance Ch... Adjustment Ma... Card Swiping L... Statistic Analysis Parameters Co... Data Manage...
Add Edit Delete Search ol
Serial No. | Attendance Checking Point Mame |Attendance Checki. Start Date Validity Door Position | ReaderName | Attendance Checking Poi...
2. Click to pop up the adding attendance check point interface as follows.
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Mark Attendance Check Point

Search o
- 44-19-b6-c5-ch-a6_[ 11
W OHITRFESE A
O hilEFESE 2
*Activating... 2016-07-25 00:0_.. ﬂ *Expiring... 2016-07-25235... ﬂ
Aftendance . @ Off/On-Work ... Oon-Work ... Off-Work..
oK Cancel

Check the select the card reader of the access control point and set the start date and the end date.
Select the check point type.

Click OK to save the adding.

The added check points will be displayed in the attendance check point list.

3. You can check the checkbox of a check point, and click Edit

point editing window.
You can edit the attendance check point name, start date, end date, and check point type, controller
name, door position, and card reader name.

OK

to pop up the attendance check

Click to complete the operation.

Delete

4. You can check the checkbox of a check point and click to delete the added check point.

5.4.6 Adjustment Management

Click the Adjustment tab to enter the adjustment management interface.

In this module, Reason Management and List Management can be realized.
Reason Management

< Leave

You can add, edit, and delete reasons for leave on the leave interface.
Steps:

1. Click Leave tab to enter the leave interface.
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2. Click

3. Enter the adjustment reason, and click

Notes:

Add Edit Delete Search o}
Serial Mo. Reason Management

1 Fersonal Leave

2 Sick Leave

3 Marriage Leave

4 Bereavement Leave

5 Family Reunion Leave

6 Annual Leave

7 Maternity Leave

8 Faternity Leave

Add

stment Reason

The items with asterisk are reguired.

Adjustmen_. Leave

*Adjustmen. .. |

to pop up the adjustment reason adding dialog box.

oK

Cancel

OK

to save the adding.

® The default adjustment reasons include leave for personal affairs, sick leave, marriage leave, funeral
leave, home leave, annual leave, maternity leave, and paternity leave.

® You can check the checkbox of a reason and click
Delete

to delete the reason.

<> Leave in Lieu

Steps:

1. Click Leave in Lieu tab to enter the leave-in-lieu interface.

2. Click

= to edit the reason, and click

Add Edit Delete

Serial Mo. Reason Management
1 Overtime Exchange Holiday

2 Business Trip Exchange Holiday

Search o

Add
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Adjustment Reason

The items with asterisk are required.

Adjustmen... Leave in Lieu

*Adjustmen... ||

oK Cancel
. . 0K
3. Enter the adjustment reason, and click
Notes:
® The default adjustment reasons for leave in lieu include overtime, and business trip.
Edit

® You can check the checkbox of a reason and click to edit the reason, and click

Balele to delete the reason.

<> Overtime
Steps:
1. Click the Overtime tab to enter the overtime interface.

Add Edit Delete Search P
Serial Mo. Reason Management

1 Work Demand

2 Workday Overtime

3 Off Day Overtime

4 Holiday Overtime

Add

2. Click to pop up the adjustment reason adding dialog box.

3. Enter the adjustment reason, and click 2

Notes:
® The default adjustment reasons for overtime include work requirement, working day overtime, rest
day overtime, and holiday overtime.

Edit

® You can check the checkbox of a reason and click to edit the reason, and click

Dol to delete the reason.

<> Card Replacement

Steps:
1. Click the Card Replacement tab to enter the following interface.

91



Fingerprint Access Control Terminal

Add Edit Delete Search o
Serial Mo. Reason Management

1 Forget to Swipe Card

2 Card Loss

3 Device Fault

4 Shift Rearrangement

5 Business Trip

Add

2. Click to pop up the adjustment reason adding dialog box.

3. Enter the adjustment reason, and click OK

Notes:
® The default adjustment reasons for card replacing include forget to swipe card, attendance card lost,
device fault, shift adjustment, and business trip.

® You can check the checkbox of a reason and click Edl to edit the reason, and click
Delete to delete the reason.
List Management
<> Enabled List
Steps:
1. Click Enabled List tab to enter the enabled list interface.
Add Disable Delete Filter
Serial Ma. Farm Ma. Person Mame Department Mame Start Time End Time
. Add
2. Click button to add an attendance management form.
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Adjustment Form x

Adjustme... @ Laaye Lea... Ove. Rep..
Adjustme...  Personal Leave ¥
Staff: Add Delete
Serial Mo. FPerson Mame Gender Depar
Time Period:  2016-07-25 00:00:00 ﬂ — |2016-07-25 23:59:59 E‘_ﬂ
OK Cancel

3. Select the adjustment type: leave, leave in lieu, overtime, and card replacement.
Leave, Leave in Lieu, and Overtime

1) Select the adjustment reason from the drop-down list.

. Add . .
2) Click to pop up the person adding window.
Add Person x
Adding Method: '®) By Dep... By Shif...
Search o]
= | | &= Department 1
& Rose
8 Jack
OK Cancel

3) Select the adding type as by department or by shift group. Select the person and click
OK

4) Set the time duration.

<~ Disabled List
Steps:
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Disable

1. In the Enabled List interface, check the checkbox of a piece of enabled list and click to

disable the list.
2. Click Disabled tab and the disabled list will be listed on the disabled interface.

Add Disable Delete Filter

Serial Mo. Form Mo. Person Name Department Name Start Time End Time

Delete

3. You can check the checkbox and click to delete the disabled list.

5.4.7 Card Swiping Log Query

Click Swiping Log tab to enter the card swiping log searching and viewing interface.

Shift Group Ma... ShiftManagem... HolidayManag... Shift Schedule... Aftendance Ch... Adjustment Ma... Card Swiping L .. | Statistic Analysis Parameters Co... Data Manage.

Query Ty... By Department v Department:  Default v Name Search
Query Sc... Al o Start Date: 2016-07-25 00:00:00 ﬂ End Date: 2016-07-25 23:59:59 ﬂ Reset

Search Result

Serial. Person Name Card No Swiping Time Department Card Reader Reader Name Door Name Controller Name

card swiping log by two query types: By Shift Group, and By Department.

Input other search conditions and click - 2"

5.4.8 Statistic Analysis

Press the Statistic Analysis tab to enter the statistic analysis interface.

You can search the

to start query the card swiping log.

Shift Group Ma... ShiftManagem... HolidayManag... Shift Schedule... Attendance Ch... AdjustmentMa... Card Swiping L... Statistic Analysis Parameters Co... Data Manage

Static Type

Shift Type: Normal Shift v, Department. Default v Search
|Attendance Analysis Table
Aliendance ResultStatistic Table StartDate:  2015-11-12 00:00:00 &t EndDate:  2015-11-12 23:59:59 Gt Reset
Attendance Rate Statistic Table =

|s Export
Attendance Analysis Table
Attendance Statistic Period
Name Department Date Shift Name Time Period On-Work Attendanc... On-Work Status | O

On the statistic analysis interface, you can search the attendance analysis table, attendance result

statistic table, and attendance rate statistic table.

Attendance Analysis Table
Press the Attendance Analysis Table tab to enter the attendance analysis interface.
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Shift Group Ma... ShiftManagem... HolidayManag... Shift Schedule... Attendance Ch.. AdjustmentMa_.. Card Swiping L .. | Statistic Analysis Parameters Co... Data Manage

Static Type
Shift Type: Normal Shift Y, Department. Default v Search
|Attendance Analysis Table
Attendance Result Statistic Table StartDate:  2015-11-12 00:00:00 B2 EndDate:  2015-11-1223:59:59 v Reset

Altendance Rate Statistic Table =
% Export

Attendance Analysis Table
Attendance Statistic Period 2015-11-12 00:00:00 - 2015-11-12 23:59:59
Name Department Date Shift Name Time Period  On-Work Attendance Checking Time O

P1 Default 20151112 Normal Shift1 1 2015-11-12 08:30:48 Noi

Notes:

* You can search the attendance statistics by different shift type: Normal Shift, or Man-Hour
Shift.

*  You can search the attendance statistics by department.
*  You can search the attendance statistics by start date and end date.

Attendance Result Statistic Table
Press the Attendance Result Statistic Table tab to enter the attendance result analysis interface.

Shift Group Ma.. ShiftManagem .. HolidayManag... Shift Schedule. . Attendance Ch... AdjustmentMa... Card SwipingL .. Statistic Analysis Parameters Co.. Data Manage

Static Type

Shift Type Normal Shift v Department  Default v Search
Aftendance Analysis Table

Attendance Result Statistic Table StatDate:  2015-11-12 00:00:00 m EndDate:  2015-11-12 23:59.50 a2 Reset

Aftendance Rate Statistic Table
# Export

Attendance Result Statistic Table
Attendance Statistic Period 2015-11-12 00:00:00 - 2015-11-12 23:59:59
Name Department Required Aftend . Actual Attendanc Aftendance Rate Late Times Early-Leave Tt

P1 Defaut 1 1 100.00% 0 0

Notes:

* You can search the attendance result statistics by different shift type: Normal Shift, or Man-
Hour Shift.

* You can search the attendance result statistics by department.
* You can search the attendance result statistics by start date and end date.

Attendance Rate Statistic Table
Press the Attendance Rate Statistic Table tab to enter the attendance rate analysis interface.

Shift Group Ma_. ShiftManagem... HolidayManag. . Shift Schedule . Aftendance Ch.. AdjustmentMa. Card Swiping L. Stabstic Analysis Parameters Co = Data Manage

Static Type
Shift Type. Normal Shift v. Department. Default v Search
Altendance Analysis Table
Aftendance Result Statistic Table StatDate.  2015-11-12 00:00:00 = EndDate.  2015-11-1223:50:59 o Resel
Attendance Rate Statistic Table —
# Export

Attendance Rate Statistic Table
Attendance Statistic Period 2015-11-12 00:00:00 - 2015-11-12 23:59:59
Name Department Date Shift Name Day Required At Day Actual Alten = Day Attendance

P1 Default 2015-11-12 Normal Shift1 1 1 100.00%

Notes:
*  You can search the attendance rate statistics by different shift type: Normal Shift, or Man-
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Hour Shift.

*  You can search the attendance rate statistics by department.
*  You can search the attendance rate statistics by start date and end date.

5.4.9 Parameters Configuration
Steps:

1. Click the Parameters Configuration tab to enter the parameters configuration interface.

Attendance Effecting Tyvpe: All Card Record b
Data Saving Time: 2 Months b
Data Expiring Frompt: Disable d
Attendance Checking Lo... oo:on

Save

2. Select the attendance effecting type, data saving time, data expiring prompt.
3. Set the attendance checking log clearing time.

Save

4. Click to save the parameters.

5.4.10 Data Management

Steps:
1. Click the Data Management tab to enter the data management interface.

Calculate Atten_ .. 2016-07-25 00:00:00 [ — 2016-07-2523:59:59 B [ calculate Atten ..
ImportExport... 2016-07-25 00:00:00 (Y - 2016-07-2523:59:59 A

Export Data: Wiew

Import Data: View

2. Select the date and time period for calculation and click Calculate Attendance Data to start
calculating the attendance data.
3. After calculation, you can also export and import the attendance data.

5.5 Checking Status and Event

Purpose:
In this section, you are able to anti-control the status of the door and to check the event report of the
control point.

5.5.1 Status Monitor

Purpose:
You can anti-control the door status and check the real-time access event information for the control
point.
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state, and

al g closing . .
Click the Lz G icon on the control panel to enter the interface.
Access Control Group Status Information Open Door Close Door Remain O Femain Cl = Capture
Search o]
44-19-b6-c5-..
Live Event More
Event Source
Card No.:
Event Type:
Time

Access Anti-control

Purpose:

You can control the status for a single control point (a door) in this section.
Steps:

1. Enter the status monitor page.

2. Click on the icon on the Status Information panel to select a door.
3. Click on the button listed on the upper-left side of the Status Information panel to select a door
status for the door.

M oven . Click on the button to open the door once.

close : Click on the button to close the door once.

Baways oven + Click on the button to keep the door open.

@ivavs ciose . Click on the button to keep the door closed.
Note: Do not support the Capture function.

and to select a status for the door.

|

123 M Open
Close
E Always COpen
Always Close
E#1 Snapshot

4. You can also right click the icon
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5. (Optional) Right click on a group in the Group list and to select a door status for the group.

Access Control Group

Search o

“ |: Cipen -
Tes Il close

Tes E Always Open

Tes . Always Close
E#1 Snapshot

Notes:
e If the status is selected as Remain Open/Remain Closed, the door will keep open/ closed until a
new anti-control command being made.
e The function of picture capturing cannot be realized until the storage server is installed.
e Do not support the Capture function.
Access Status
The door status will be represented instantly by the change of icon on the Access Information panel if
the access event is triggered or an anti-control command is made.

test001_Doorl test001_Door

Note: The attendance device does not support the function.
Real-Time Event

You can check the Real-time information of the access event on this panel. Click More to enter the
Access Event page to view more event information.

Live Event More

Event Source::

Card No.:

Event Type.

Time:

5.5.2 Access Control Event

Purpose:
You can view real-time access event (such as swiping to open the door, unrecognized card number,
duration group error, etc.) information in this section.

I ] Access Control Event

\ | Display access control

Click the SEILANGEEIEEL eon on the control panel to enter the interface.
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Access Control Event Information [3 Export Card Holder Information

Seri... | Event Type Card Holder Card Type Card No Event Time Event Source Direc

Ferson No

IC Card No.:
Belongto...
Contact No

Contact Ad...

Steps:
1. Enter the access event page.
2. View the event information in the event list.

3. Click on an event to view the information of the card holder on the Person Information panel on the
left side of the page.

5.5.3 Event Search

Purpose:

You can search historical access event according to the search criteria (such as event type, name of the
person, card No. or start/end time) in this section.

Click the B icon on the control panel to enter the interface.
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Event Type All v Device Name All v Card Holder:
Start Time: 2016-07-25 00:00:00 ﬂ Card Type: All hd Card No.: Search
End Time: 2016-07-25 23:59:59 B Direction: All 2
Search Result @ Export Card Holder Information
Seri... | Event Type Card Holder Card Type Card No Event Time Event Source Direc
Person No.:
IC Card No.:
Belong to...
Contact No.:
Contact Ad.

Steps:
1. Enter the event search page.
2. Enter the search criteria (event type/ person name/ card No/ start &end time).

Search

3. Click to get the search results.

View the event information in the event list.

5. Click on an event to view the information of the card holder on the Person Information panel on the
left side of the page.

B

5.6 System Maintenance

5.6.1 Log Management

Purpose:
The log files of the Access Control System and the devices that connected to the Access Control System
can be searched for checking.

Click the s icon on the control panel to open the Log Search page.
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Search Condition Search Result @ Export

Serial No Operation Type Occurrence Time Content
Log Type

@ Configuraf... Control Lag

Operation Type:

All

Start Time:

2015-07-31 00:00:00

2]

End Time

2015-07-31 23:59'59

2]

Total'0 Page11 Goto

Configuration Logs Searching

Purpose:

The Configuration Log files of the Access Control System can be searched by time ,including One-card
Configuration, Access Control Configuration, Downloading Permission and System Configuration.
Steps:

Open the Log Search page.

Select the radio button of Configuration Logs.

Select the Operation Type of log files.

Click the icon £ to specify the start time and end time.

Click Search. The matched log files will display on the list.

You can check the operation time, log type and other information of the logs.

Note: Please narrow the search condition if there are too many log files.

vk wnN e

Control Logs Searching

Purpose:

The Control Log files of the Access Control System can be searched by time ,including Access Control and
Log Search.

Steps:

Open the Log Search page.

Select the radio button of Control Logs.

Select the Operation Type of log files.

Click the icon £ to specify the start time and end time.

Click Search. The matched log files will display on the list.

You can check the operation time, log type and other information of the logs.

Note: Please narrow the search condition if there are too many log files.

Searching Configuration Log

Searching One-card Configuration Logs

Purpose:

The One-card Configuration Log files include departments, persons and cards log files. One-card
Configuration of the Access Control System can be operated as adding ,modifying and deleting logs.
Steps:

ukhwnN e
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Open the Log Search page.

Select the radio button of Configuration Logs.

Select the operation type as One-card Configuration.

Click the icon [ to specify the start time and end time.

Click Search. The matched log files will display on the list.

You can check the operation time, log type and other information of the logs.
Note: Please narrow the search condition if there are too many log files.

vk wnN e

Searching Access Control Configuration Logs

Purpose:

The Access Control Configuration Log files include Access Control devices log files. Access Control
Configuration of the Access Control System can be operated as adding, modifying and deleting door
groups or doors and access control device permission operations.

Steps:

1. Open the Log Search page.

Select the radio button of Configuration Logs.

Select the operation type as Access Control Configuration.

Click the icon £ to specify the start time and end time.

Click Search. The matched log files will display on the list.

You can check the operation time, log type and other information of the logs.

Note: Please narrow the search condition if there are too many log files.

vk wn

Searching Downloading Permission Logs

Purpose:

The Downloading Permission Log files include downloading permission log files, and no record for
downloading permission failure log files.

Steps:

Open the Log Search page.

Select the radio button of Configuration Logs.

Select the operation type as Downloading Permission.

Click the icon £ to specify the start time and end time.

Click Search. The matched log files will display on the list.

You can check the operation time, log type and other information of the logs.
Note: Please narrow the search condition if there are too many log files.

ukhwnN e

Searching System Configuration Logs

Purpose:

The System Configuration Log files of the Access Control System can be searched as system configuration
interface log files.

Steps:

Open the Log Search page.

Select the radio button of Configuration Logs.

Select the operation type as System Configuration Logs.

Click the icon £ to specify the start time and end time.

Click Search. The matched log files will display on the list.

You can check the operation time, log type and other information of the logs.
Note: Please narrow the search condition if there are too many log files.

vk wnN e
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Searching Control Log

Searching Access Control Logs

Purpose:

The Access Control Log files of the Access Control System include door groups and doors access control
logs and door on/off control log files.

Steps:

Open the Log Search page.

Select the radio button of Control Logs.

Select the operation type as Access Control Logs.

Click the icon [ to specify the start time and end time.

Click Search. The matched log files will display on the list.

You can check the operation time, log type and other information of the logs.
Note: Please narrow the search condition if there are too many log files.

vk wnN e

Log Search

Purpose:

The Log Search of the Access Control System include informations for configuration log files and control
log files.

Steps:

Open the Log Search page.

Select the radio button of Control Logs.

Select the operation type as Log Search.

Click the icon [ to specify the start time and end time.

Click Search. The matched log files will display on the list.

You can check the operation time, log type and other information of the logs.
Note: Please narrow the search condition if there are too many log files.

vk wnN e

5.6.2 System Configuration

Purpose:
The general parameters, Auto Time Adjustment and Card Reader of the Access Control System can be
configured.

icon on the control panel to open the System Configuration page.
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System Configuration x
EEFEEE ETEE  ooooscoosos 0oooo00000500 000000000050 000500000050

., Card Dispatcher

« Auto Time Synchroniza. Everyday = o0 :oo
@Fmgerprintl\ﬂachine

2 Manual Capture
W

Restore De.. Save

Auto Time Synchronization

The Auto Time Synchronization of the Access Control System can operate auto time adjustment to all
access control devices of the Access Control System according to specified period and time.

Card Reader Configuration

The Card Reader Configuration is for Access Control System to read the card by setting Card Reader
parameters. For now D8E-U-A-IIl and DS-K1F100-M card reader types are supported.

Fingerprint Machine

The Fingerprint Machine is for Access Control system to collect fingerprints.

Manual Capture Configuration

The Manual Capture Configuration is for Access Control system to take photos remotely.

Auto Time Synchronization

Steps:

1. Open the System Configuration page.

2. Click the Common tab to enter the Common Settings interface.

System Configuration b
Basic Parameters = -----—----- c-- oo oo

Card Dispatcher
—— 2 + Auto Time Synchroniza... Everyday @ 0000

@ Fingerprint Machine

¥ Manual Capture

3. Tick the checkbox to enable Auto Time Synchronization.
4. Select the matched day and input the time to operate the time adjustment.

5. Click Saie to save the settings.

Note: You can click Beshele...

configurations.

Card Dispenser Configuration

Purpose:

The Card Reader Configuration of the Access Control System can configure device type, connection
mode, serial port, baud rate and other parameters of the Card Reader Configuration.

(Restore Default Value) to restore the defaults of all the local
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Steps:
. . Card Dispatcher . . . . .
1. Click the == icon on the System Configuration interface to open the Card Dispatcher
Configuration page.
_rECnmmnn
¥ Fingerprint Machine Serial Port Type USB -

£
Manual Capture
e Serial Port No..

Baud Rate
Overtime: 200 0=
Buzzing: @ Yes No

Card Mo. Type: General =

Restore De... Save

2. Select the device type, serial port type, serial port, baud rate, and other parameters of the Card

Dispatcher.
3. Click the save button to save the settings.
Note:

e Configuration Instruction
DS-K1F100-M: select Serial Port Mode as accessing mode (currently only support serial port mode),
the serial port NO. is the COM port NO. of the computer. Set other parameters as default.
D8E-U-A-III: select USB Mode as accessing mode (currently only support USB mode). Set other
parameters as default.

e |tis supported using card type as regular and Wiegand.

e When the BEEP is selected as “YES”, the audio will be off when you click the “SAVE” if the Card

Save

Reader Configuration is set wrong; the audio will be on when you click the and when

you insert the card reader if the configuration is set correct.

® You can click B lie.

configuration.
Fingerprint Machine Configuration
Steps:

(Restore Default Value) to restore the defaults of all the local

s . )
1. Click the "aFngermmntMacine 0,0 on the System Configuration interface to open the Fingerprint
Machine Configuration page.

105



Fingerprint Access Control Terminal

System Configuration x

' common

. Device type DS-K1F810-F >
. Card Dispatcher

@._3 Manual Capture Baud Rate: 19200
Device Code: 1]
Cvertime: 5000 ms

Restore De._.. Save

2. Select the device type, serial port number, baud rate, device code, and overtime parameters of the
fingerprint machine.

3. Click. >®® | to save the settings.

Note:

e |tis supported using device type as Optical Fingerprint Collecting.

e The serial port number should correspond to the serial port number of PC.

e The baud rate should be called according to the external fingerprint card dispatcher. The default
value is 19200.

e Overtime refers to the valid fingerprint collecting time. If the user does not input a fingerprint or
inputs a fingerprint unsuccessfully, the device will indicate that the fingerprint collecting is over.

e You can click Restore De... (Restore Default Value) to restore the defaults of all local settings.
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Chapter 6 Appendix

6.1 Tips for Scanning Fingerprint
Recommended Finger

Forefinger, middle finger or the third finger.

Correct Scanning

The figure displayed below is the correct way to scan your finger:

You should press your finger on the scanner horizontally. The center of your scanned finger should align
with the scanner center.

Incorrect Scanning

The figures of scanning fingerprint displayed below are wrong:

Vertical Edge |

Environment

The scanner should avoid direct high light, high temperature, humid conditions and rain.

When it is dry, the scanner may not recognize your fingerprint successfully. You can blow your finger and
scan again after drying the finger.

Others

If your fingerprint is shallow, or it is hard to scan your fingerprint, we recommend you to use other
authentication methods.

If you have injuries on the scanned finger, the scanner may not recognize. You can change another finger
and try again.
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6.2 Attendance Record Delete Rule

6.2.1 Enabling Record Delete

You are able to configure the percentage of the attendance record over threshold prompt.

1)

2)

3)

When the record reaches the threshold, an alarm of the attendance record over limit value will
be displayed on device screen. The alarm information is: Log will be full, export the report. Card
authentication is available. The interface will be back to the alarm interface after authenticating.
When the record is full, an alarm of the attendance record over limit value will be displayed on
the device screen. The alarm information is: Log is full, export the report. Card authentication is
available. And the first 3000 attendance records will be deleted automatically. The interface will
be back to the alarm interface after authenticating.

Deleting by time and deleting all are available when deleting the attendance records.

6.2.2 Disabling Record Delete

You are able to configure the percentage of the attendance record over threshold prompt.

1)

2)

3)

When the record reaches the threshold, an alarm of the attendance record over limit value will
be displayed on device screen. The alarm information is: Log will be full, export the report. Card
authentication is available. The interface will be back to the alarm interface after authenticating.
When the record is full, an alarm of the attendance record over limit value will be displayed on
the device screen. The alarm information is: Log is full, export the report. Card authentication is
available. And there will be no new attendance records added. The interface will be back to the
alarm interface after authenticating.

Deleting by time and deleting all are available when deleting the attendance records.
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6.3 Device Performance

6.3.1 Access Control

Content Configurable Parameters
Door Lock Time 1to 255s
Door Open Timeout 0 to 255s
l\/lammum A’Ftempts of 1t0 10
Authentication Alarm
Access Control Terminal
. . 15s
Tampering Alarm Duration
External Card Reader 15s
Tampering Alarm Duration
Linkage Alarm 15s

Card Permission
Week Plan

Up to 32 are supported. Each day supports
up to 8 periods in each week plan.

Card Permission
Holiday Template

Up to 128 are supported. Each holiday
schedule supports up to 8 time periods.
Each holiday schedule can be in multiple
holiday groups.

Card Permission
Holiday Group

Up to 64 are supported. Each holiday group
supports up to 16 holiday schedules.

Card Permission
Schedule Template

Up to 64 are supported. Each schedule
template supports up to one week plan and
4 holiday groups.

6.3.2 Attendance

Content Maximum Configurable Parameters
Department 32
Normal Shift 32
Man-Hour Shift 32
Holiday 32
Holiday Group 64
Schedule by Department 32
Schedule by Individual 32
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6.4 Attendance Report Table

6.4.1 Description of Attendance Report File Name

File Name Rule
att_Report Type_dev_Device No._Date_Time.xls

Report Type

abnormal: The Abnormal Attendance Record table.

abnormal2: When the row of the Abnormal Attendance Record table is more than 65000, the record will
be export in two tables. Here abnormal?2 refers to the second table.

summary: The Attendance Report table.

record: The Attendance Record table.

schedule_cfg: The shift schedule configuration table.

ord_class: The normal shift configuration table.

work_class: The man-hour shift configuration table.

Device No.
A serial of numbers from 0 to 8.

Date
YYYYMMDD

Time
HHMMSS

Example
B att_abnormal_dev_1_20160808_142127.xls:
l”—_ﬂ att_abnormal2_dev_1_20160808_142127.xls
li—ﬂ att_ord_class_cfg_dev_ 20160808_142301.xs
& att_record_dev_1_20160808_142952.xls
&) att_schedule_cfg_dev_ 20160808_142300.xls
B att_summary_dev_1_20160808_141346.xls
l”—_ﬂ att_work_class_cfg_dev_ 20160808 _142301.xls
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6.4.2 Attendance Report Table Description

Shift Settings Table
Special Shift: 1-1 Normal Shiftl  2-1 Man-Hour Shiftl 0 No Shift  3Holiday

Date 2016/4/10

Employee ID Name Department 1121345678

Shift Settings Table: All users shift schedule information for a period will be displayed
in this table. You are able to set the shift information and the holiday (No attendance
recorded during the holiday) in shift schedule configuration.

1. 1D No.: The user's ID No.

2. Name: The user's name.

3. Department: The department of the user.

4. Header: The number from 1 to 31 refers to the shift schedule days. For example: If
entering 2016.8.26 to 2016.9.15, header 1 refers to the shift schedule information in

2016.8.26.

Normal Shift Schedule

Period 1 Period 2
On Work Off Work On Work Off Work

Shift No. Shift Name

Normal Shift Table: Up to 4 periods can be configured in normal shift
configuration. You are able to take attendance according to the configured
period.

For example: If set Period 1 to 9:00 (On Work) and 17:00 (Off Work), it is effective
for the user to take attendance between 9:00 and 17:00.

Combining with the attendance rule, you are able to set multiple attendance

types.

Man-Hour Shift Schedule

Break Period 1

Shift No. Shift Name Duration Latest On-Work Time
Start End

Man-Hour Shift Table: Set the Man-Hour Shift working duration. If set the Latest On-Work
Time to O, all users are attendant. If set the Latest On-Work Time to more than 0, the user
will be absent by taking attendance after the configured time. The Break Period will not be
configured in the man-hour shift.

For example: If set the working duration to 6 hours, the on-work time to 09:00, the off-
work time to 17:00 and the break period 1 to 12:00 to 13:00, the user actual working hour
is 17:00 - 09:00 - (13:00 - 12:00).
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Abnormal Attendance Record

Date: 2016/04/01 ~2016/04/30

Period 1 Period 2

Employee ID Name Department Date
ploy P On Work | Off Work On Work

Abnormal Attendance Record Table: Calculate the abnormal attendance according to the
attendance records and the shift schedule configuration.

1. Employee ID: The user's ID No.

2. Name: The user's name.

3. Department: The department of the user.

4. Date: the date of the data generated.

5. Period 1 to Period 4: Up to 4 periods can be configured. It records the attendance time
of each user every day.

6. Late (Minute): The on-work attendance time is later than the normal on-work time.

7. Early Leaving (Minute): The off-work attendance time is earlier than the normal off-
work time.

8. Absence (Minute): No normal working hour.

9. Total: The normal working hour of the day.

Attendance Record

Attendance Checking Time: 2016/04/01~2016/04/30 Tabulation Time: 2016/04/30

1] 2] 3] 4| s| 6] 7] 8| 9] 10| #
Employee ID: 1 Name: 111 Department: aaa
Employee ID: 2 Name: 222 Department:
bbb

Attendance Record Table: Input the start time and the end time to export the effective
attendance data during the configured duration.

1. Hearder: The number from 1 to 31 refers to the shift schedule days.

For example: If entering 2016.8.26 to 2016.9.15, header 1 refers to the shift schedule
information in 2016.8.26.

2. Employee ID: The user's ID No.

3. Name: The user's name.

4. Department: The user's department.

Attendance Report

Counting Date: 2016/04/01 ~2016/04/30

Duration
Employee ID | Name | Department (Hour:Munite) Late
Standard | Actual | Frequency | Minute
111 aaa 12:00 11:00 1 20
222 bbb 12:00 11:00 1 30
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Attendance Report Table: Enter the start time and the end time to calculate the user

attendance information via the shift information and the holiday information according

to the shift schedule configuration.
1. Emplayee ID: The user's ID No.
2. The user's name.
3. Department: The user's department.
4. Duration:
Standard: Total standard working hours in the duration.
Actual: Total actural working hours in the duration.
Actural Hours = Standard Value - Late Hours - Early Leaving Hours
5. Late: The on-work attendance time is later than the normal on-work time.
Frequency: Late arriving for no more than once every day.
Minute: All late arriving minutes in the duration.

6. Early Leaving: The off-work attendance time is earlier than the normal off-work time.

Frequency: Early leaving for no more than once every day.

Minute: All early leaving minutes in the duration.
7. Over Time: No records.
8. Attendance Days:

Standard: Standard attendance days in a duration, exculding the holidays and the
days without shift schedule.

Actual: Actual attendance days in a duration. Actural Days = Standard Days - Absent

Days

9. Business: No records.

10. Absence: Do not take attendance in the normal working days.
11. Leave: No records.
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