Verizon

FiOS Quantum Gateway

User Guide

Model Fi0OS-G1100



Contents

Chapter 1 Introduction.......cccceiieiiieiiiniiiiiiiiiiiiieiiiiiiisrasreesssassrsesseassnes 1
Package CONtENt......ciuiiuiiiiiii ittt st s e e s e s e s e sansansassassassasansanss 1
SYStEM ReQUITEMENTS «.ueiiieieiiiiiiiiiiieeeteteteeetetetneasasasneasasasnsssnsnsnsnsnsnsnsnsnsnsssssnsnnnns 1
LT T T =N 1
Getting to KNOW YOUTr GateWay....cciieieieieieieieieieieretetntetetetesecesesasncesasnsnsasasnsnsnsnsnsasssnsnnnes 3

Mount Gateway t0 Wall OPpLioN .......eeecviieiiie e e e rtre s e are e e e e e s aa e e e nees 5

Chapter 2 Connecting your GateWay .......ccceeereecrerencrnrencrencencrencencrnncencsnscenees 7

Setting UP YOUIr GateWaAY .cicieieieieieiiieieieieiiietetetetecetetneecatesasnsesasasssssasssnsnsasnsssnsnsssssssnsnnnns 7
Step 1: CoNNECT YOUT GAtEWAY .iiiiiiiiiiiiiiiiie ettt e e e e e e e e e e e e s s s e s s s s saae b baaereeeaeeeeaeens 7
Step 2: Connect Your Device tO YOUIr GAtEWAY .......ueeevieriiiiiieeeiiiiiieeeeeiiireeeesssireeeesseireeee e e e 8
Step 3: CoNTIGUIE YOUN GAtEWAY ....cccuvieiiieieeiieeeciieeeseieeeestteeesreeeestaeeesteeessteessnsaeesanteeessseennns 8
Computer Network Configuration......cc.cevuiiiiiiiiiiiiiiciiiii e 12
Configuring DyNamic IP AdAreSSING ...ccccuieeciiieeiiee et e ereeescee e s ste e e e sae e e saae e e saeae s snreeesnsneeenns 12
Connecting Other Computers and Network DEVICES .........ceeeeccivieieeicciieee e 13
1Y T 4T ol =T - o U 15
1YL= o LU PP PP PPPPPPPPPTOPPPPPPRE 16
£ LU LT PP PP PP PPPRINN 17
Chapter 3 Wireless Settings......ccccivuiiieiiieiiiniiieireiirierriereerenerneesensensennnnns 18
OVEIVIBW 1iuieiinieiiiiiieieiiinieietasiiecasietssestesssestsssssssssassssssssssssssssssssssssssssssassssssassssnsassne 18
Connecting @ Wireless CHENt c.cccceevvieeeeeeeeireeeeenneneieeeesseeeeeeeeenennns S [}LH\ d&_%?}?%? °
Wireless StatUs..ccciiuiiieiiiiiiiiiiieieiiiiiiirtrrerisestastesrastassesessessassassossosesssssassassassassans 19
Basic SeCUrity SEtHINGS ..cuiiniiiiiiiiiiiiiiir e e s e s s e ens 21
Advanced Security SEttings ...cccvvieiiiiiiii it e rerrc st e rereeerarnerraseessasnsnsanensasannnnan 23
Level 1: SECUNING YOUT NETWOIK......ccoiiiiriieeeeeiiireee e e eecireee e e e eeettreeeeeeetrraeeeeesenrseeeeeeesssaeeeesannnns 24
LeVel 2: SSID BrO@dCast ...ueieiiccuireeeeieiiiieee e e eectieee e e e eeteeee e s s srte e e e e esnbaaeeessesnseaeeesesnnssnaeaseennnens 26
3V =Y I T T V1 Yo o cF1 USSP 27
Wireless MAC Authentication......cccoiieiiiiiiiiiiiiciirr s s s sa e sesnsnnns 29
20y I 1V o T = 30
Other Advanced Wireless OPtionsS ....ccciciiiiiiieiiiiieiiiiciieeniiereeresresesesesessessassnssnssnsensnns 31
R AT A\ Y Y= ] = PRSP 34
Chapter 4 Configuring My Network Settings........cccceeerreeiiiieniiiiniiiencniennnnnen. 35
Accessing My Network Settings ..cccceieiiiiiiiieiieiiiiiiieiectietireeseernerestnsensesassnesnssnssnsensenss 35
UsSing MY NetWork SettinNgs ..cceiieieiiiriiiiiiiiirreiereeenrarecenrareerssaseesssasessssassnsssansnsasensnsans 36

Pagei



Chapter 5 Using Network Connections ........cccceeveieecreciencrecencrencencrencenceencenes 37

Accessing NetWork CONNECLIONS ....c.veveieiiieiiiiiieeiriiiirreteerareeeraseeesaseesssasnnsssasensasansnnes 37
Network (Home/Office) CONNECLION ..c.cveuiieieiiieiieiiieiieieeiieeireieeeresreeessenseassnnsenssnnees 38
Ethernet/CoaX CONNECHION .....icu ittt ieicte et ree e eeaseneraneeneransensnseennsnnsennsnnnens 45
Wireless Access POINt CONNECHION......ccuiiuiiieiiiiiiiieiicrceierireereernereetasensensnssnesassnssnsensenss 48
Broadband Ethernet/Coax CoONNECLION......cccieuiieiiiiieiiiiiiiec e eeereeeeeneenernneennsennens 51

Chapter 6 Configuring Security Settings......cccccceirieiiieiiiiiiieiiieiiiecineciensenneess 57

[T =N T - | | PO PP 57
Setting Firewall Configuration..........oovii i e e e e e 58
Specifying General Settings fOr IPVA OF IPVG ..........uvvveeeeiiiieiee ettt eerreee e e eareeee s 59

Vol ol L o T 1 4 o o 1 PP 60
AlIOW OF RESTIICE SEIVICES .oiiivieiieiiieeiieeeectiee e eiteeeste e s s sae e e sbee e e staee e ssraeeesaeeessssaeessteeessanesnnsens 60
Disable ACCESS CONLION ...oiiiii et e st e e e e st e e e e e sare e e e e s eentanaeeeeennnens 61

POrt FOrWarding ..ccccieieiiiiiiieiiiiieirreeteriteerereteeresaeensasaesnraseesssassssasassssasassnsasansnsasensnnans 62
Advanced Port FOrwarding RUIES ..........eiiiiieriiiie et cee ettt e e tae e s snaee e e snaee e ennees 62

(oY o I A T= 2= =] 1 ¥ - S 64

Remote Administration.......cciiiiiiiiiiiieiiiiciiiiiiiiie e s rsrseesesessessassesensessassassassesansnns 65

StAtiC N AT Lottt ittt ettt resreseetessassassassssnsssssassassessesesssssassassessassssassassassassans 67

S CUNIEY LOg.uiuiiieieiiiiieiiiieieteinreretetatatatesasasasesasasasesasasasasasasasasasasasasasasesssasasasasnsasasasnsane 68
AL oY A IV o =T PP P PP P PRI 69

Chapter 7 Setting Parental Controls........cccccueiieeiiieniiiniiiniiieciiecienneneciecnnene. 74

Activating Parental Controls......ccccveiireiiiiieiiiiieerirreeereeeerereeensaseeensaseesssaseesssasensssanenses 74
RUIE SUMIMAIY ..eiiiiiie ettt e e st e e e e e e ae e e e e e eenbee e e e e seastaeeeaeseanseeseeeeennsanaeesannnnens 77

Chapter 8 Configuring Advanced Settings.......ccccieciireiieiiiniiieiiieierecieeiennees. 78

USiNg AdVanced Settings .cccvuieiiieieiiiiiiiriieieirareienrerenraseeensaseesssasessssasensssassnsssansnsasensnsans 78
LU ] 11 TPt 79
(DT T q g Yo 1) d (ol USSR UPPPPPNE 80
RESTOIE DETAUILS ..ceiiiiieeee et e e e e e e e et ta e e e e e s nbteeeeesenntanaeesennnens 80
REDOOT GATEWAY ..eeiiiiiiieiiiee ettt et e st e e sbte e s sabae e s sataeessteeessbneesnsbaeesanes 81
IMIAC ClONING . tttteeeeeeceiiteee e e ettt et e e e et e e e e e esttae e e e e eeabbaeeeeeeasbaeeeeesessbaeeeeseessseaeesesnssasaeessnnnens 82
F AN S - 1 o LRSS 83
L8 L= OO P PP PP PPPPPPPTOPPOPPPPPRE 83
(oY or=] I AXe [ o110 1 = 1 4 o o VU UURUNt 85
=Yg o A=l ANe [ o 1T o 15 = 14 (o o USSRt 86
DINS SettiNgS . uiuiiinieiiiiiiiiiiiiieiiitiieiiteiieraietiesasessesasestessssssasessesassssesassssesassssosassssassssnsnss 86
(DN Y= oYL= PP PP PO PPPPPPPPPRt 86
NeEtWOrK SEtEINGS ccuuieiiiiiiiiiiiii it ir s s s st ss e sesnesaasassesensensansnssnssnssnsnns 87
N =Y ATV T o 1O o] =T ot £ SERRNt 87
UNIVEISal PIUZ QNG PIAY ceeeiiiiciiieiee ettt ettt e e ee et e e e e e tbaaee e e eesabaaeeeesenbsaaeeeeennnnes 89
IGIMIP PrOXY cutiitiiiiiiiiiiit i ie s s ee ettt et e et e e e e e e e e e aeesse s e s bbb btbbeaeeaeaaaeaaaeaaaessessssnssanssnnsrsnnes 90
POIrt FOrWarding RUIES .....cocooecirieieeeeeciteeee ettt e eettee e e e e e etre e e e e estbaaeeeeeesaabeaeeeesenrsaneeeeennnens 92




3o 11 ) 4T - Pt 94

IPVE CoNfiguration CONTIOl........ciiiiiiiiiiiiiiiie ettt st e s be e e s sabe e e sabae s saes 94

ROUTING SETTINGS eeviiiiiiieiee et ee e e e e e e e e e e ettt e e e e e e eeeeeeasaaaaaaaaeeseeeaeeennnes 95

IP Adress DistribULION .......coceeiiiee e et e e et e e s et raae e e e enees 97

FIrmware UPBrade .....cccieiiiiiiiiiiiiiiiiiiiiiiiiieiaieiiesaseiiosssssrassstossssssssssssesassssossssssassnssesas 102
FIrMWare UPBrade........uuiiiii e ettt ee ettt e s ettt e e e s et e e e e e s e ntaaee e e eenntaaeeeeennnsaneeessnnnns 102

FIrMWAre RESTOME c.ccoiiiiiiieiieee et e e e e e eaeeeaeeeeeessanaan 104

Date ANd TimMe ccuiiieiiiiiiiiiiiiieiire i rteeeraeetesatesasassrasasssrassssssassssesassssasassssasssserassnsnnns 106

Date and TimME SETEINGS ..vvvieiiiiiiiiee ettt ettt eeerr e e e e s ebr e e e e esetbreeeeeeesabaaeeeesensrseseeeennnns 106

Yol =T LU 11Tl {011 SRR 107
Configuration SettiNgs ..ccccveiiiiiiiiiiiicri i rcri i reee e reeeereree s rasesasasensnsasensasassnsasnnsnsanans 110
CONFIGUIALION FIl@ wuveeeeeeiiiieie ettt e et e e e e eebr e e e e e eabaeeeeeeeaasbaeeesesnannraeeeeas 110

SYSTEM SEEEINES ittt e et e e e e e e e e e e e s s s s s s s bbbae b b eeeraeeaeeeaaaens 111

Ethernet Port CONfiGUIatioN .........eiiieiiiiieeee ettt eetrre e e e e eaaree e e e e e eaaraeeeeeeas 114

Chapter 9 Monitoring your Gateway ......ccccceereeiiieiiiniieeiiieiieiieeireeaees 116
GateWay StatUsS .ieuiiiiiiiiiiiii e s s s s s saens 116
AdVaNCed StatUS...ciuiiiieiieiiiiiiiiiiitiiiii s reresetesassessesrasrassesessassassassessesssssssassassassasses 117
SYStEM LOGEING . uieiiiieiiiiiiiiiiiiieiiiiiieiiiicetiitesetitesesteraststesassssasessssasessesassssasassssasassnsasans 118

Full Status/System wide Monitoring of CONNECtiONS.....ccuuvverrrireiieeiieiienireiieeceeieneeennens 119
Traffic MONITOIING cuiiuieieiii et rsreere s e s s e esesseesnssassassnssnsessnssnssansnns 120

S FTaYe AUVATe Lo o T 1Y oY 4 1 o1 o [ Y- 2N 121
Chapter 10 Troubleshooting .....c.cccciieiiiiiiieiiiiiiiccrccrerrrecreee e s s eneerenes 122
TroublesShooting TIPS iccieiiiiiiiiieiiiiiiiiiieiriicettereereereereeraesesessenseesnssassasenssnsessnssnssnnsnns 122
Frequently Asked QUESHIONS.....cccieiiiiiiiiii it i s reree s s rese s sesanensasanserasensanas 126
Chapter 11  Specifications ....c.ccceeiiieiiiiiiiiiiiiricrrccrcrecree e senesnsesensenenes 129
[T 1 T=T - | [P PTRPTPPN 129

LED INAICAtOrS cuivuieiieiieiiniiiiiiiieiieiiaiiesetestestasrassesessessassassossesessssssssassossasssssssassassassasse 130
ENnvironmental Parameters.....ccicciuiiuiiiieiieiieiiiiieiieiiternereereesesensnsesassessnsensensensassnssnnss 130
Chapter 12  NOTICES...cicciiiuiiiniiiniiiiitniiieiiieiieeiieeiirasieessrssssesssesssrassssnssranns 132
Regulatory Compliance NOtIiCeS ..cceuruiiiiireiiiiiriiiirereieirreeeerareererareessansnsesasenrasansnrasensasas 132

Class B EQUIPIMENT ..eeeeeeiciiiieieeeeciiteeeeeeeeiteeeeeeestbaeeeeeeeetbaeeeessenntsaeeeseaassaeseesennssaeeesesnssrneeeens 132

Y oo N1 Tor= 1 o o TSRS 132

NEBS REQUITEMENTS..cciiiiiiieii ettt e e s e s e e e e e e e eeeeeeeaeseeeessannnn 133

GENEIAl PUDIC LICEBNSE ... . eiieeee ettt e e rrte e e e et e e e s e ta e e e e e s ntae e e e e enannraneeaas 134

Page iii



Chapter1 Introduction

The Verizon FiOS® Quantum Gateway lets you transmit and distribute digital entertainment
and information to multiple devices in your home/office. Your Gateway supports
networking using coaxial cables, Ethernet, or Wi-Fi, making it one of the most versatile and
powerful gateways available.

Package Content

Your package contains:
e The FiOS Quantum Gateway
e Power adapter
e WAN Ethernet cable (white)
e LAN Ethernet cable (yellow)
e Quick Start Guide

e |[nstallation Guide

System Requirements

System and software requirements are:
e A computer or other network device supporting Wi-Fi or wired Ethernet

e A web browser, such as Chrome, Firefox, Internet Explorer 8 or higher, or Safari 5.1
or higher

Features

Your Gateway features include:
e Support for multiple networking standards, including
=  WAN - Gigabit Ethernet and MoCA 2.0 interfaces
= LAN-802.11 b/g/n/ac, Gigabit Ethernet and MoCA 2.0 interfaces
e Integrated wired networking with 4-port Ethernet switch and MoCA
= Ethernet supports speeds up to 1000 Mbps

= MoCA 2.0 and 1.1 enabled to support speeds up to 700 Mbps over coaxial
cable
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e Integrated wireless networking with 802.11b/g/n/ac access point featuring:
= 802.11b enabled to support speeds up to 11 Mbps wirelessly
= 802.11g enabled to support speeds up to 54 Mbps wirelessly
= 802.11n enabled to support speeds up to 450 Mbps wirelessly
= 802.11ac enabled to support speeds up to 1300 Mbps wirelessly
e Enterprise-level security, including:
=  Fully customizable firewall with Stateful Packet Inspection (SPI)

= Content filtering with URL-keyword based filtering, parental control, and
customizable filtering policies per computer

= |ntrusion detection with Denial of Service protection against IP spoofing
attacks, scanning attacks, IP fragment overlap exploit, ping of death, and
fragmentation attacks

= Event logging

= Intrusion detection

= MAC address filtering
= Static NAT

=  Port forwarding

=  Port triggering

= Access control

= Advanced wireless protection featuring WPA2/-WPA2 Mixed Mode, WEP
64/128 bit encryption, and MAC address filtering

= |CSA certification
e Options, including:
= DHCP server
=  WAN interface auto-detection
= DNSserver
= LAN IP and WAN IP address selection
= MAC address cloning

= QoS support (end to end layer 2/3) featuring: Differentiated Services
(Diffserv), 802.1p/q prioritization, and pass-through of WAN-side DSCPs, Per
Hop Behaviors (PHBs), and queuing to LAN-side devices

= Remote management and secured remote management using HTTPS
=  Static routing

= Time zone support
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= VPN (VPN pass through only)

=  Port forwarding rules

= |GMP proxy

= Security logging of multiple event types

= Daylight savings time support

Getting to Know your Gateway

Front Panel
The front panel has two lighted indicators and a WPS (Wi-Fi Protected Setup) button.

The Power/Internet light will be on and solid when your Gateway is turned on, connected to
the Internet, and functioning normally.

The Wireless light will be on when your Gateway Wi-Fi is
turned on.

For additional information on the front lights and error
indications, refer the Troubleshooting section in this Guide.

The WPS button is used to initiate Wi-Fi Protected Setup. This
is an easy way to add WPS capable devices to your wireless
network.

When WPS is initiated from your Gateway, the wireless light
slowly flashes white for up to two minutes, allowing time to
complete the WPS pairing process on your wireless client
device.

When a device begins connecting to your Gateway using WPS, the wireless light rapidly
flashes white for a few seconds, then turns solid white as the connection completes.

If there is an error during the WPS pairing process, the wireless light flashes red rapidly for
two minutes after the error occurs.

The WPS button can also be used to reboot the router. To perform a soft reboot, press and
hold the WPS button for at least 10 seconds.
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Side Panel

The side panel of your Gateway has a label that contains important information about your
device, including the default settings for the Gateway’s wireless network name (ESSID),

wireless password (WPA2 - -
@ Default login credentials

key), local URL for accessing
the Gateway’s administrative Please note: password letters are all lower-case

pages, and Gateway

Wireless network name (ESSID) [0S
administrator password. :

Wireless password (WPA2) |
Administration URL
Administrator password

To reboot, press and hold the WPS button for 10 seconds.
Onling tutorials : www . verizon.com/quickguides

Rear Panel

The rear panel of your Gateway has 8 ports; MoCA (COAX), Ethernet LAN [4], Ethernet WAN,
and USB [2]. The rear panel also includes a DC power jack and a reset button.

<«— USB [2 ports]

<+— Reset button

<+ Ethernet LAN [4 ports]

<+— Ethernet WAN

<+— MoCA (Coax) WAN & LAN

<+— Power
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e USB —provides up to 500 mA at 5 VDC for attached devices. For example, you could
charge a cell phone. In the future, with a firmware upgrade, the USB host
functionality may be available for other devices, such as external storage and
cameras.

e Reset button — allows you to reset your Gateway to the factory default settings. To
reset the Gateway, press and hold the Reset button for at least three seconds.

e Ethernet LAN — connects devices to your Gateway using Ethernet cables to join the
local area network (LAN). The four Ethernet LAN ports are 10/100/1000 Mbps auto-
sensing and can be used with either straight-through or crossover Ethernet cables.

e Ethernet WAN — connects your Gateway to the Internet using an Ethernet cable.

e MoCA (COAX) WAN and LAN — connects your Gateway to the Internet and/or to
other MoCA devices using a coaxial cable.

Warning! The WAN Coax Port is intended for connection to Verizon FiOS only. It
must not be connected to any exterior or interior coaxial wires not designated for
Verizon FiOS.

e Power - connects your Gateway to an electrical wall outlet using the supplied power
adapter.

For optimum performance, the FiOS Quantum Gateway is designed to stand in a vertical
upright position. Verizon does not recommend wall mounting the FiOS Quantum Gateway.
However, if you wish to mount your Gateway, you can purchase a wall mount bracket from
the Verizon FiOS Accessories Store at verizon.com/fiosaccessories.

If you are replacing an existing Verizon wall mounted router, you do not need to remove the
mounting screws from the wall. The mounting screws will fit the existing bracket.

To mount your Gateway to a wall:

1. Remove the foot by turning the Gateway upside down and removing the single
screw that holds the foot to the Gateway.

2. Slide the foot toward the front of the Gateway and pull the foot from the holes.
You may need to wiggle the foot slightly.

You may use the wall mount bracket as a template for positioning the Gateway.
Mark the mounting holes, then remove the wall mount bracket from the wall.

Drill holes for the screw anchors.

a bW

Insert the screws in the screw anchors, then insert the screw anchors in the
holes. Leave screws extended about 0.2 inches from the wall.

7. Verify the screws are positioned correctly by placing the wall bracket on the
screws. Remove the wall bracket from the wall.
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8. Place the Gateway on the wall bracket and slide the Gateway forward until it
locks in place.

9. To secure the Gateway, attach the bracket to the Gateway using the single screw
you removed from the foot.

10. Slide the wall mount bracket with the attached Gateway on the screws, then
slide the bracket down until it locks in place.
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Chapter 2 Connecting your Gateway

Connecting your Gateway and accessing its web-based Graphical User Interface (GUI) are
both simple procedures. Accessing the GUI may vary slightly, depending on your device’s
operating system and web browser.

Setting Up your Gateway

There are three basic steps to setting up your Gateway:
Step 1: Connect your Gateway to the Internet
Step 2: Connect your network device to your Gateway
Step 3: Configure your Gateway

Before you begin, if you are replacing an existing Gateway, disconnect it. Remove all old
Gateway components, including the power supply. They will not work with your new
Gateway.

1. Remove your Gateway, Ethernet cables, and power adapter from the box.

2. Locate your high-speed Internet (WAN) outlet. This would be the wall jack
installed previously by Verizon. Note the type of jack may be either Ethernet or
coaxial.

3. Connect your Gateway to the Internet (WAN). ri
I

a. If connecting the WAN using Ethernet, use the supplied white
Ethernet cable and plug one end into the white Ethernet WAN
port on the back of your Gateway. Plug the other end of the
cable into the high-speed Ethernet wall jack.

b. If connecting the WAN using coaxial cable, locate a coaxial cable
and connect one end to the coax port on the back of your
Gateway. Connect the other end of the coaxial cable to a coax
wall jack.

Tighten the coaxial cables by hand until snug. The cables should
not require a wrench.

4. Plugthe power cord into the power port on the back of your Gateway and then
into a power outlet. The Gateway automatically turns on as soon as power is
plugged in.
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IMPORTANT: Wait until the Power/Internet light on the front of the Gateway
stops flashing and is solid white. If after several minutes it is still not solidly lit,
check the troubleshooting steps in the Troubleshooting section of the user guide.

If connecting a device using wired Ethernet (preferred for initial setup):

e Plug one end of the supplied yellow Ethernet cable into one of the four yellow
Ethernet ports in the back of your Gateway.

e Plug the other end of the yellow Ethernet cable into the Ethernet port of your
network device.

If connecting a wireless device using the wireless network:

e Access the Wi-Fi setting on your wireless device, then select your new Gateway
using the wireless network name (ESSID) shown on the sticker located on the side of
your Gateway.

e Enter the wireless password (WPA2 key) also shown on the sticker.

@ Default login credentials
Please note: password letters are all lower-case

Wireless network name (ESSID)
Wireless password (WPA2) |3

Administration URL

Administrator password

To reboot, press and hold the WPS button for 10 seconds.
Online tutorials : www . verizon.com/quickguides

1. Open a web browser on the device connected to your Gateway network.

2. Inthe browser address field (URL), enter: myfiosgateway.com, then press the
Enter key on your keyboard.

Alternately, you can enter: http://192.168.1.1

'F?I SNs) Mew Tahb

C [ myfiosgateway.com

Page 8



The first time you access your Gateway, an Easy Setup Wizard displays to help
step you through the setup process.

Verizon Welcome to your Verizon FiOS Quantum Gateway!

Configure your Gateway in 3 easy steps
o Log in to your Gateway

9 Personalize your Wi-Fi Network Name & Password

9 Save & Print your New Settings

v| Don't show this again

Later Get Started

3. Click the Get Started button. The Gateway Login screen displays.

Welcome to your Verizon FiOS Quantum Gateway!

The password is located on the side

o Please log in to your Gateway of:your Gateway

Enter the Admin Password located on the side of your Gateway.

Fia%
compass2l9

ToeN

Admin Password:

¥| Show Password

4. Inthe Admin Password field, enter the password that is printed next to the
Administrator Password on the label on the side of your Gateway.
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@ Default login credentials
Please note: password letters are all lower-case

Wireless network name (ESSID) N0 a=———
Wireless password (WPA2) |8 —

Administration URL
Administrator passworc

To reboot, press and hold the WPS button for 10 seconds.
Online tutorials : www . verizon.com/quickguides

5. Click Next. The Personalize your Gateway screen displays.

Welcome to your Verizon FiOS Quantum Gateway!

9 Personalize your Gateway
) ) ) ) o @ Security Settings
Your Gateway is pre-configured with the below Admin and Wi-Fi
settings. Personalize your network by customizing the following: Your wireless network is

automatically set to WPAZ2,
the strongest type of security.

Admin Password
Change

Wi-fi Name (EESID)
Wi-Fi Password (WPA2 Key):

Wi-Fi Password must be at least 8 characters

Revert to defaults

For your protection, your Gateway is pre-set at the factory to use WPA2 (Wi-Fi
Protected Access) encryption for your wireless network. This is the best setting
for most users and provides maximum security.

If you have an old wireless device that does not support WPA2, click the Change
button below the Lock icon. This allows you to change the security type to the
backwards-compatible the-oldertesssecure-WPA2/WPA mixed mode or WEP
encryption, or you can disable wireless security entirely by toggling the WEP
option on, then off.

WARNING: WEP provides a low level of security and is not recommended. The
WEP security setting will drop your Gateway’s wireless speed performance from
a maximum data rate of 450 Mbps to a maximum data rate of 54 Mbps.
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verizon

6. Click Next to continue and save the Admin and Wi-Fi changes to your Gateway.

IMPORTANT: If you are on a Wi-Fi device when setting up your Gateway, you
will be disconnected from the Wi-Fi network when you change the Wi-Fi name
or Wi-Fi password. When this occurs, your Gateway will detect this situation and

prompt you to reconnect using the new settings.

7. Save your settings. Once you have personalized your Gateway settings, you will
be prompted to save a record of these settings in case you forget them. You
have the option to print or save them to a file and save the file on your device.

Welcome to your Verizon FiOS Quantum Gateway!

9 Save your settings

You have successfully configured your Gateway! Please print or save your new settings

Admin Password: eSS
Wi-fi Name (EESID):
WI-Fi Password (WPA2 Key): s

s PRINT B saverie

3! copy To cLIPEOARD

8. Click Next to continue. Your Gateway verifies the final settings and displays that

it is successfully connected to the Internet and is ready for use.

Upon the successful completion of setup, the Main screen of the Gateway displays. Your
Gateway is now configured. You can change any of the Gateway settings after this initial log

in.

If your Gateway is subsequently reset to the factory default settings, the settings printed on
the label will again be in effect.

If your Gateway fails to connect, follow the troubleshooting steps in the Troubleshooting

section

of this guide.
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Computer Network Configuration

Each network interface on your computer should either automatically obtain an IP address
from the upstream Network DHCP server (default configuration) or be manually configured
with a statically defined IP address and DNS address. We recommend leaving this setting as

is.

» To configure a computer to use dynamic IP addressing:

Windows 7

1. In the Control Panel, locate Network and Internet, then select View Network
Status and Tasks.

2. Inthe View your active networks — Connect or disconnect section, click Local
Area Connection in the Connections field. The Local Area Connection Status
window displays.

3. Click Properties. The Local Area Connection Properties window displays.

4. Select Internet Protocol Version 4 (TCP/IPv4), then click Properties. The
Internet Protocol Version 4 (TCP/IPv4) Properties window displays.

5. Click the Obtain an IP address automatically radio button.

6. Click the Obtain DNS server address automatically radio button, then click OK.

7. Inthe Local Area Connection Properties window, click OK to save the settings.

8. To configure Internet Protocol Version 6 (TCP/IPv6) to use dynamic IP addressing,

repeat step 1 to 7. However for step 3, select Internet Protocol Version 6
(TCP/IPv6) in the Properties option.

Macintosh OS X

1.

2
3.
4

w

Click the Apple icon in the top left corner of the desktop. A menu displays.
Select System Preferences. The System Preferences window displays.
Click Network.

Verify that Ethernet, located in the list on the left, is highlighted and displays
Connected.

Click Assist Me.

Follow the instructions in the Network Diagnostics Assistant.
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You can connect your Gateway to other computers or set top boxes using an Ethernet cable,
wireless connection (Wi-Fi), or coaxial cable.

Ethernet

1. Plug one end of an Ethernet cable into one of the open yellow Ethernet ports on
the back of your Gateway.

2. Plug the other end of the Ethernet cable into an Ethernet port on the computer.

3. Repeat these steps for each computer to be connected to your Gateway using
Ethernet. You can connect up to four.

Wireless using WPS

Wi-Fi Protected Setup (WPS) is an easier way for many devices to set up a secure

wireless network connection. Instead of manually entering passwords or multiple
keys on each wireless client, such as a laptop, printer, or external hard drive, your
Gateway creates a secure wireless network.

In most cases, this only requires the pressing of a few buttons — one on your
Gateway and one on the wireless client. This could be either a built-in button or one
on a compatible wireless adapter/card, or a virtual button in software. Once
completed, this allows wireless clients to join your wireless network.

To initialize the WPS process, you can either press and release the WPS button o
located on the front of your Gateway or use the GUI and press the on-screen button.

If you press the WPS button on your Gateway and change your mind, you can cancel
the WPS process by pressing the button a second time.

You can easily add wireless devices to your wireless network using the WPS option if
your wireless device supports the WPS feature.

To access WPS using the user interface:

1. From the Main menu, select Wireless Settings, then select Wi-Fi Protected
Setup (WPS).

Page 13



e — [ ] £ [ C _i
(g ] = e e 4 = i als
) WIRELESS SETTINGS W WETWORK FIREWALL FAREMNTAL COMTROLS ADWANCED SYETEM MOMITORING

"1‘ Wi-Fi Protected Setup (WPS)

Wi-Fi Protected Setup is an easy way t0 add wireless devices to your network. To use this feature, your
wireless client device needs to support WPS.

Wi-Fi Protected Setup:  OFF @ ON

d Setup You have two alternate methods to add a wireless device to your netwark using WPS:

Push button configuration (preferred):
Ifyour client device has a WPS button, press it and then click the button below to start WPS registration.

£ wrs

OR

© FIN enroliment:
IFyour client device has a WPS PIN, enter that number belaw (usually found on a sticker on the back of the
device) and click "Register":

Client WPS PIN:( Register

2. Enable the protected setup by moving the selector to On.
3. Use one of the following methods:

= |f your wireless client device has a WPS button, press the WPS button on
your Gateway, then click the WPS button on your wireless client to start the
WPS registration process.

= If your client device has a WPS PIN, locate the PIN printed on the client’s
label or in the client documentation.

Enter the PIN number in the Client WPS PIN field. The Client WPS PIN field is
located in the section B PIN Enrollment on the user interface.

Click Register.

4. After initializing WPS on your Gateway, you have two minutes to press the WPS
button on the client device before the WPS session times out.

When the WPS button on your Gateway is pressed, the Wireless light on the
front of your Gateway begins flashing white. The flashing continues until WPS
pairing to the client device completes successfully. At this time, the Wireless
light turns solid white.

If WPS fails to establish a connection to a wireless client device within two
minutes, the Wireless light on your Gateway flashes red for two minutes to
indicate the WPS pairing process was unsuccessful. After flashing red, the light
returns to solid white to indicate that Wi-Fi is on.
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Wireless using Manual Configuration

1. Verify each device that you are connecting wirelessly (using Wi-Fi) has a built-in
wireless or external wireless adapter.

2. Open the device’s wireless settings application.

3. Select your Gateway’s wireless network name (SSID) from the device’s list of
discovered wireless networks.

4. Enter your Gateway’s wireless password (WPA2 key) into the device’s wireless
settings. Your Gateway’s default wireless network name and wireless password
are located are on the sticker on the side of your Gateway.

5. Verify the changes were implemented by using the device’s web browser to
access a site on the Internet.

6. Repeat these steps for every device that you are wirelessly connecting to your
Gateway.

Coaxial
1. Verify all coax devices are turned off.

2. Disconnect any adapter currently connected to the coaxial wall jack in the room
where your Gateway is located.

3. Connect one end of the coaxial cable to the coaxial wall jack and the other end
to the Coax port on your network device.

4. Power up the network device.
Main Screen
When you log into your Gateway, the page displays showing the Main navigation menu at

the top of the page and your Gateway’s Status, including Quick Links, My Network, and
Verizon Zone display in the body of the page.
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The Main menu contains links to the following configuration options and chapters:
e Wireless Settings — Chapter 3
e My Network — Chapter 5
e Firewall Settings — Chapter 6
e Parental Controls — Chapter 7
e Advanced — Chapter 8

e System Monitoring — Chapter 9
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This section displays the status of your Gateway’s local network (LAN) and Internet
connection (WAN).

Broadband Connection

Broadband Connection displays the state of the broadband connection:
e Broadband interface: Ethernet or Coax
e Connected status: Connected or No Connection
e Connection type: DHCP or Static

e WAN IP address: Address of the broadband connection

Quick Links

Quick Links contain links to frequently accessed documentation, such as User Guide, Quick
Setup Wizard, and Verizon Help, and links to settings, such as Change Wireless Settings,
Change Admin Password, and Port Forwarding, as well as Logout to logout of your
Gateway’s GUI.

My Network

My Network displays the connection type, IP address, and status of all devices that have
accessed or are currently connected to the network.

The icon associated with the device displays to signify the device is active or shaded gray to
indicate the device has not been active for several minutes. You can view the individual
settings of each device by clicking its icon.

Verizon Zone

The Verizon Zone contains links to various Verizon web sites and other informational links.
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Chapter 3 Wireless Settings

Wireless networking enables you to free yourself from wires and plugs, making your devices
more accessible and easier to use. You can create a wireless network, including accessing
and configuring wireless security options.

Overview

Your Gateway provides you with wireless connectivity using the 802.11b, g, n, or ac
standards. These are the most common wireless standards.

802.11b has a maximum data rate of 11 Mbps, 802.11g has a maximum data rate of 54
Mbps, 802.11n has a maximum data rate of 450 Mbps, and 802.11ac has a maximum data
rate of 1300 Mbps.

802.11b and g standards operate in the 2.4 GHz range. 802.11n operates in both the 2.4 GHz
and 5 GHz ranges. 802.11ac operates in the 5 GHz range.

Note: 802.11 b is a legacy mode and is not recommended. Even one 802.11b device
connected to the network will slow your entire wireless network.

The wireless service and wireless security are activated by default. The level of security is
preset to WPA2 encryption using a unique default WPA2 key (also referred to as a
passphrase or password) pre-configured at the factory. This information is displayed on a
sticker located on the side of your Gateway.

Default login credentials

Please note; password letters are all lower-case

Wirgless network name (ESSID) SR8 lgemmms——"

myfiosgateway.com

To reboot, press and hold the WPS button for 10 seconds.
Online tutorials : www . verizon.com/quickguides

Your Gateway integrates multiple layers of security. These include Wired Equivalent Privacy
(WEP), Wi-Fi Protected Access (WPA and WPAZ2), and firewall.
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Wireless Status

Use the Wireless Status feature to view the status of your Gateway’s wireless network.

» To view the status:

1. Access the Main page. You can quickly view your Gateway’s wireless status in
the My Network column. This includes all devices that have recently accessed or
are currently connected to the network.
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Quick Links
STB_192
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Staty nacive FiOS Triple Play

15/S Mbps INTERNET « PRIMEHD TV « F
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2. Select the Wireless Settings icon. The Wireless Status page displays additional
wireless details.

Page 19



e

WA WIRELESS SETTINGS MY NETWORK FIREWALL PARENTAL CONTROLS ADVANCED SYSTEM MONITORING
2.4 GHz Wireless Status
i Radio Enabled: WES
Cl SSID: FIOS-AAACA
Channel: Automatic
Security Enabled: YES
WER B4-bit: [
WYPAZ LABSEHR4FIOS0052

SSID Broadcast:

MAC Authentication:

Wireless Mode:

WMM:

Received Packets:

Sent Packets:

information displays:

Enabled

Disabled

Compatibility Mode(B802 11b/gdn)
Disabled

1

0

On the Wireless Status page for either 2.4 GHz or 5 GHz, the following

= Radio Enabled — displays whether the wireless radio is active.

= SSID - displays the SSID (Service Set Identifier) shared among all devices on a
wireless network. The SSID is the network name. All devices must use the

same SSID.

= Channel —displays the channel the wireless connection is currently using.

= Security Enabled — displays the type of security active on the wireless
connection as well as the security encryption key.

= SSID Broadcast — displays whether your Gateway is broadcasting its SSID. If

activated, the SSID of your Gateway wireless network is broadcast wirelessly.
If not activated, the SSID is hidden and the wireless clients must be manually
configured to use the SSID.

= MAC Authentication — displays whether your Gateway is using MAC (Media
Access Control) address authentication to allow wireless devices to join the
network.

=  Wireless Mode — displays the types of wireless device that can join the
network.
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=  WMM - displays whether WMM is enabled on your Gateway.

= Packets Received/Sent — displays the number of packets received and sent
since the wireless capability was activated.

Basic Security Settings

You can configure the basic security settings for your Gateway’s wireless network.

Note: Your Gateway’s recommended wireless security encryption is set to WPA2. This is the
factory default.

This section explains how to activate WEP (Wired Equivalent Privacy) wireless security. WEP
is a significantly less robust security compared to WPA or WPA2 and is not recommended.
To set up WPA2 wireless security, refer to the WPA2 section.

» To configure basic security to WEP:
1. On the Wireless Settings page, select Basic Security Settings.

N, — L — [a} ‘f I

(3) = SR Y, [ [ ] [

[ WIRELESS SETTIMGS My METWWORK FIREWALL FAREWTAL CONTROLS ADVARCED SYSTEM MONITORIMG
Main Basic Security Settings

Wireless Status ) . . . .
Instructions for setting up a wireless network using basic WEP wireless security are set out below. However, we

. ’ ’ recommend that you establish stronger security using the Advanced Security Settings. To establish stronger security,
Basic Security Settings select "OFF"in Step 4, click on APPLY and then go to Advanced Security Settings to setup security

Advanced Security Settings
1. Turn Wireless On
Wi-Fi Protected Setup

PS) 2.4 GHz Wireless: @ 0On O ot 5 GHz Wireless: @ On O ot
Logout

2. Change the SSID setting to any hame or code you want
[S5ID is the same thing as the name of your Wireless Metwork.)

2.4 GHz ssID: [FIOS—AM\CA 5 GHz ssiD: [FIOS—AM\CA

3. Channel
To change the channel of the frequency band at which the Router cornmunicates, please enter it below. Then click apply
to save your settings:

2.4 GHz - 5 GHz -
e ¥ [Autnmatn: 3 | Channel: [ Automatic .
Keep my channel selection during power cycle.
4. Click on the button next to WEP
M prevents uninteptional connections to your wirelegahome n Far greatepgrotection agaj i d
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To activate the wireless radio, click the On radio button.

If desired, enter a new name for the wireless network in the SSID field or leave
the default name that displays automatically.

Select the channel you want the wireless radio to use to communicate or accept
the default channel, then select the Keep my channel selection during power
cycle check box to save your channel selection when your Gateway is rebooted.

4. Click on the button next to WEP
WEP prevents unintentional connections to your wireless home network. For greater protection against hacking and
security breaches, see Advanced Security Settings

2.4 GHz WEP O WEP ® Off § GHz WEP O WER ® off

5. Select a WEP Key
» Tocreate a 5440 WEP Hex Key, you need to enter a combination of 10 digits. You can choose any letter from A-F
or any number fram 0-9. Sample HEX WEP Key: OFE310FF28.
« Tocreate a 6440 WER ASCIH, you need to enter a combination of 5 ASCI characters. Sarmple ASCINWER Key:

hello.
2.4 GHz 5 GHz
Wireless Wireless
Selectawgp | o440 0T Selectawgp | G400
R HEX b HEX
Key Code: r Key Code: r
10 Digits Left 10 Digits Left

6. Write down wireless settings.
I order for every cormputer to connect to this Rooter wirelessly, you need to make sure that the wireless setup for each
computer uses the SAME settings listed below. Please make sure that you write down all of the values set on this

A U N Al Y aann s N NPRPRPINPL NV W NI SV

To active WEP (Wired Equivalent Privacy) security, click the WEP radio button.

Select a WEP security level as 64/40 bit or 128/104 bit.

Enter the key code. If using a HEX key, each character must be a letter from A to
F or a number from 0 to 9. If the key is ASCII, each character can be either any
ASCIl or alphanumeric character.

If using 64/40 bit, enter 10 HEX or 5 ASClI/alphanumeric characters. If 128/104,
enter 26 HEX or 5 ASCll/alphanumeric characters.

Be sure to write down the wireless settings for future use. Other wireless
devices that will be connected to your Gateway must be configured to use these
settings to join your Gateway’s wireless network.

Click Apply to save changes.
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Advanced Security Settings

You can change your advanced wireless security settings, such as configuring wireless
encryption to prevent unauthorized access or damage to your network devices; disable your
SSID broadcast to secure your wireless traffic; stop your Gateway from broadcasting your
SSID; set Wireless MAC Authentication to limit access to specific wireless devices; and
change the wireless mode to limit or allow access to your wireless network based on the
type of technology as well as other advanced wireless options.

> To modify the security settings for either 2.4 GHz or 5 GHz:

1. Inthe Wireless Settings page, select Advanced Security Settings.

mi;_n (y) 0 aea Y, = L1 [
hAIr WIRELESS SETTINGS MY NETWORK FIREWALL FARENTAL CONTROLS ADVANCED SYSTEM MONITORING
Ilain

Wlre

5 Status
EBasic Security Settings
Advanced Security Settings

Wi-Fi Protected Setup

WP3)

Logout

Advanced Security Settings

IMPORTAMT: For a more secure wireless network use Advanced Security Settings.

Level 1: Securing your wireless traffic as it transmits through the air, — we recommend you use WPAZ security, unless
you experience compatibility issues.

2.4 GHz Security 5.0 GHz Security
O WEP O WEP

O WPA O WPA

O WP C wPA2

Level 2: Stop your router from broadeasting your Wireless Metwork Name (SS10)
S5ID Broadeast (Allows you to prevent users who do not know your 3SID name 1o access your router wirelessly. )

2.4 GHz 5510 Broadcast 5.0 GHz 5510 Broadcast

Level 3: Limit access to certain wireless devices

Wireless MAC Authentication (Allows you to limit access to your wireless network by allowing only those devices with
specific MAC addresses.)

802 11 bfg/nfac Mode (Allows you to limit access to your wireless network based on the type of technology.)
Other Advanced Wireless Options
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In the Level 1 section, select the type of wireless security. Depending on your selection, one
of the following pages displays.

WEP
If WEP was selected, the WEP Settings page displays.
> To set the WEP security:

1. Inthe Network Authentication field, select the authentication level as Open
System Authentication, Shared Key Authentication or Both.

i — <] =
- A 7 %L 8 i £ el
verizon . TT = = =]
WAIN WIRELESS SETTINGS MY NETWORK FIREWALL  PARENTAL CONTROLS — ADVANCED  SYSTEM MOMTORING

2.4 GHz WEP Settings
WWEP Mode: WEP Onby
Settings Metwaork Authentication: [ . =
WEP Keys
Active Encryption Key Entry Method Key Length
©1 ( [ HEX v |e4m0-8i v
2 [ [ HEX ¥ |6am0-8i v
e [ [ Hex v [eama0-B v
O4 [ [ HEX v |[eam0-8i v
Back Appby

2. Inthe WEP Keys section, activate the encryption key be entering the key name
in the Encryption Key column. If HEX, the key must be hexadecimal digits. If
ASCII, any characters can be used.

3. Specify the length of key 1 by selecting 64/40 bit or 128/104 bit in the Key
Length field and HEX or ASCII in the Entry Method field.

4. Click Apply to save changes.
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WPA

If WPA (Wi-Fi Protected Access) was selected, the WPA Key page displays. You can review
the User Guidance on Password Selection section.

» To set the WPA security:

1. Enter the Pre-Shared Key as a wireless password or WPA key.

Authentication Method: Pre-Shared Key

Pre-Shared Key: [

Encryption Algorithm: ( AES v

] Group Key Update Interval [SGDD SECONCS
Back Apply

1““‘—-‘""‘*«\_\_‘,1’.1,"‘*._ P Y o F A e AP g, ‘,-.:"","mﬁﬁw..—.l\._/‘*H"-.,_"’-‘xj”

2. To activate the group key update interval, select the Group Key Update Interval
check box and set the interval time in seconds.

3. Click Apply to save the changes.

WPA2

If WPA2 (Wi-Fi Protected Access Il) was selected, the WPA2 page displays. WPA2 is the

default wireless security protocol. You can review the User Guidance on Password Selection
section.

» To set the WPA2 security:
1. Enter the Pre-Shared Key.
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Authentication Method: Pre-Shared key

Pre-Shared Key: [

Encryption Algorithm: | AES v

O Group Key Update Interval [SBDD Seconds
Back Apphy

-

N L U L NN

2. Select the encryption algorithm as TKIP and AES or AES.

3. To activate the group key update interval, select the Group Key Update Interval
check box and set the interval time in seconds.

4. Click Apply to save the changes.

You can configure your Gateway’s SSID broadcast capabilities to allow or disallow wireless
devices from automatically using a broadcast SSID name to detect your Gateway wireless
network.

> To enable or disable SSID broadcast:

1. Inthe Advanced Settings page, locate the Level 2 section.

Lewvel 2: Stop your router from broadeasting your YWireless Metwark Mame (5510)
3510 Broadcast (Allows you to prevent users who do not know your 3310 name to access your router wirelessly.)

2.4 GHz 5510 Broadcast 5.0 GHz 5510 Broadcast
Level 3: Limit access to cerain wireless devices

wYigalags MAC Authenti t'gﬂ | 1 abebipg] tghe [ Iy th 2] ' -
swiﬂlﬂ / JL,LEH Icall (&L‘?PQBWLWS\%W {i‘s.smewo ‘w_&mﬂrmg nni_n,syﬂﬂyy.e‘.‘.%m__ y

S

2. Click the 2.4 GHz SSID Broadcast or 5 GHz SSID Broadcast link for the wireless
network you wish to modify. The following example uses the 2.4 GHz network.
The display configuration looks basically the same for the 5 GHz network.
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Main 2 4 GHz SSID Broadcast

YWhen 5510 Broadcast is enabled, it means that any computer or wireless device using the 5510 of 'Any' can
see your Router. To prevent this from happening, disable the 551D broadcast so that only those Wireless
devices with your ESSID can access your Router

Advanced Security Settings @®Enzble © Disahie

i

Wi-Fi Protected Setup Back Apphy

3. To enable SSID broadcasting, click the Enable radio button. SSID broadcast is
enabled by default. The SSID of the wireless network will be broadcast to all
wireless devices.

4. To disable SSID broadcasting, click the Disable radio button. The public SSID
broadcast will be hidden from all wireless devices. You will need to manually
configure additional wireless devices to join the wireless network.

5. Click Apply to save the changes.

You can configure your Gateway to limit access to your wireless network allowing access
only to those devices with specific MAC addresses or based on the type of wireless
technology used.

» To limit access:
1. Inthe Advanced Settings page, locate the Level 3 section.

-, . [ Fo i e T e i
A G Bt Boaiiast e T e N N ASET SwlD) Brrineeasd st D

Lewvel 3: Limit access to certain wireless devices

Wireless MAC Authentication (Allows you to limit access to your wireless netwark by allowing anly those devices with
specific MAC addresses.)

80211 b/g/nsac Mode (Allows you to limit access to your wireless network based on the type of technology )
Dther Advanced Wireless Options
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2. To allow only devices with specific MAC addresses, click the Wireless MAC
Authentication link. The Wireless MAC Authentication page displays. For
additional details, refer to the Wireless MAC Authentication section.

3. To limit access based on the type of technology, click the 802.11 b/g/n/ac Mode
link. The 802.11 b/g/n/ac Mode page displays. For additional details, refer to the
802.11 b/g/n/ac Mode section.

4. To access other advanced wireless options, click the Other Advanced Wireless
Options link. The Other Advanced Wireless Options page displays. For additional
details, refer to the Other Advanced Wireless Options section.
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Wireless MAC Authentication

You can allow or deny access to your wireless network by specifying devices with specific
MAC addresses.

Za —_— = Te ‘f'

(3) = it ¥, = ols

MAIN \WIRELESS SETTINGS WY NETWORK FIREWALL  PARENTALCONTROLS ~ ADVANCED  SYSTEM MONITORING
Mein Wireless MAC Authentication

Wiireless Status . : . e .
To limit access to this Router using the MAC address of specific wireless devices, please follow the
Basic Security Settings Instructions below.
_ —_— 1. Click the box next to 'Enable Access List'
Advanced Security Settings

Wi-Fi Protected Setup If you want to limit access to a certain list of wireless devices:

WFES) 2. Click the bax next to 'Accept all devices listed below!

[P— 3. Enter the MAC Address of first Wireless device and then click Add.
i

4. Repeat the process for each Wireless device that you want to have access to the network.
5. Werify that all devices were entered properly by reviewing the list at the bottom

&. Click Apply to save your settings.

If you want to allow access to any wireless device except for a certain group:

7. Click the box next to 'Deny all devices listed below'.

8. Enter the MAC Address of first Wireless device that you want denied and then click Add.

9. Repeat the process for each Wireless device that you do NOT want to have access to the network.
10, %erify that all devices were entered properly by reviewing the list at the bottom.

11. Click Apply to save your settings.

2.4 GHz Wireless 5.0 GHz Wireless
[J Enable Access List [ Enable Access List
Accept all devices listed below Accept all devices listed below
Deny all devices listed below Demny all devices listed below
Client MAC Address: Client MAC Address:
Add Add
Sample MAC Address: 00:20:e0:00:41:00 Sample MAC Address: 00:20:e0:00:41:00
List: List:
Back Apply
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> To set Wireless MAC Authentication:

1. On the Advanced Settings page, locate the Level 3 section and click the Wireless
MAC Authentication link. The Wireless MAC Authentication page displays.

2. To enable access control, select the Enable Access List check box.
3. Select either:

=  Accept all devices listed below — allows only the listed devices to access the
wireless network.

WARNING: This will block wireless network access for all devices not in the
list. Only devices in the list will be able to connect to the wireless network.

= Deny all devices listed below — denies access to the listed devices. All other
wireless devices will be able to access the wireless network if they use the
correct wireless password.

4. Enter the MAC address of a device, then click Add.
5. Repeat step 2 to add additional devices, as needed.

6. To remove a specific device’s MAC address, click the Remove button next to the
specific MAC address.

7. When all changes are complete, click Apply to save changes.

802.11 Mode

From the 802.11 Mode page, you can limit the wireless access to your network by selecting
the 2.4 GHz and 5 GHz wireless communication standard (mode) best suited or compatible
with the devices you allow access to your wireless network.

Za P~ - i 3 a) £ =0

(g 5 fr ) Y, = < flo

AL WIRELESS SETTIMNGS MY METWOR K FIREWALL PARENTAL CONTROLS ADVARCED SYETEM MONITORING
802.11 Mode

Access to the Router's nebwork can be restricted to wireless devices using either 8021 1hfg (1 1Wbps/Sdhdbps)
or 802.11n {130 Mbps) wireless devices. Select the option that oest applies to your wireless netwark. Then click
Apply button to save your settings

NOTE:
'Compatibility Mode' to support 802.11bg & 802.11n.
'Legacy Mode' to support only 802.11bg.

2.4 GHz Wireless Mode: (Compatibility Mode(802. 110/ »
5 GHz Wireless Mode: (N and AC Mode(B02.11n/ac) '«
Back Apphy
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» To select the 802.11 Mode:

1.

On the Advanced Settings page, locate the Level 3 section and click the 802.11
Mode link. The 802.11 Mode page displays.

Select the 2.4 GHz Wireless Mode as follows:

Compatibility — This is the default mode setting, providing a good balance of
performance and compatibility with existing wireless devices. 802.11b, g,
and n devices can connect.

Legacy — For older wireless devices. Only 802.11b and g devices can connect.
802.11b (legacy mode) will cause your wireless network to slow and is not
recommended.

Performance — For newer wireless 802.11n devices only. No other devices
can be used.

Select the 5 GHz Wireless Mode as follows:

N and AC Mode — This is the default setting. Both 802.11n and 802.11ac are
available on the 5 GHz frequencies.

N Only Mode — The 5 GHz frequencies are available to 802.11n devices.
802.11ac is not enabled.

AC Only Mode — This provides maximum performance. 802.11ac devices will
have exclusive use of the 5 GHz frequencies and 802.11n devices will not be
able to connect at 5 GHz.

4. Click Apply to save the changes.

Other Advanced Wireless Options

You can view additional wireless options.

» To view the options:

1.

2.

In the Advanced Settings page, locate the Level 3 section and click Other
Advanced Wireless Options link. A warning message displays.

Click OK. The Other Advanced Wireless Options page displays.
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Mein 2.4 GHz Advanced Wireless Options
Wiireless Status
Basic Security Settings Transmission Rate: Auta
Advanced Security Settings o
Transmit Power: 100
Wi-Fi Protected Setup
(WPS) CTS Protection Mode: [ Mone v
Logout
CTS Protection Type: [ cts-only B
Frame Burst - Max Number: |3
Frame Burst - Burst Time: |2
| 100
Beacon Interval:
ms
| 1
DTIM Interval:
ms
Fragmentation Threshold: |2345
RTS Threshold: |2347
O Enable
MSDU Aggregation: ® Disable
® Enable
MPDU Aggregation: O Disatle
802.11n Guard Interval: Dynarmic
5.0 GHr Wiihd Settings
Back Apply
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3. View the following options:

Caution! These settings should only be configured by experienced network
technicians. Changing the settings could adversely affect the operation of your
Gateway and your local network.

Transmission Rate — displays status as Auto
Transmit Power — adjusts the power of the wireless signal

CTS (Clear to Send) Protection Mode — allows mixed 802.11b/g/n/ac
networks to operate at maximum efficiency

CTS Protection Type — displays cts, which is only for mixed 802.11b/g/n/ac
networks or rts-cts, which is for 802.11a/b/g networks

Frame Burst — Max Number — allows packet bursting, which increases
overall network speed

Frame Burst — Burst Time — indicates the burst time of the frame bursts
Beacon Interval — displays the time period of the beacon interval

DTIM (Delivery Traffic Indication Message) Interval — provides a countdown
mechanism, informing wireless network clients of the next window for
listening to broadcast and multicast messages

Fragmentation Threshold — increases the reliability of frame transmissions
on the wireless network

RTS Threshold — controls the size of the data packet that the low level RF
protocol issues to an RTS packet

MSDU Aggregation — enables or disables MSDU aggregation
MPDU Aggregation — enables or disables MPDU aggregation

4. To access the WMM settings, click the WMM Settings link.

5. Click Apply to save changes.
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You can prioritize the types of data transmitted over the wireless network using the
advanced WMM settings.

Wireless QoS (WMM) can improve the quality of service (QoS) for voice, video, and audio
streaming over Wi-Fi by prioritizing these data streams.

WMM Power Save can improve battery life on mobile Wi-Fi devices such as smart phones
and tablets by fine-tuning power consumption.

WMM (Wi-Fi Multimedia) QoS and Power Save require a wireless client device which also
supports WMM.

> To set the options:

~a P =] = ~ - i
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1. Inthe Advanced Wireless Options page, click WMM Settings link. A warning
message displays.

2. Click Yes. The WMM Settings page displays.
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5 GHz Wireless QoS (WMM)

Wireless QoS (WMM): Enabled

WMM Power Save: Enabled

Apply Cancel

3. To enable Wireless QoS (WMM), select the Enabled check box.

4. To enable WMM Power Save, enable Wireless QoS (WMM) first, then enable
WMM Power Save by selecting the Enabled check box.

5. Click Apply to save changes.
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Chapter 4 Configuring My Network Settings

You can configure the basic network settings for your Gateway’s network.

Caution! The settings described in this chapter should only be configured by experienced
network technicians. Changes could adversely affect the operation of your Gateway and
your local network.

Accessing My Network Settings

My Network allows you to view and manage your network connections and devices. You can
block websites and Internet services, set port forwarding, view device details, and rename
devices.

» To view your network connections:

1. On the Main page, select the My Network icon. The My Network page opens
with our current status displayed.
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My Computer

STB 182
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Address OE ADBE EF.EE B8

View Devi
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Using My Network Settings

You can access and configure common network parameters:

Website Blocking

To block specific websites, click Website Blocking. The Parental Control page
displays.

For additional information about blocking websites, refer to Chapter 7 Using
Parental Controls.

Block Internet Services

Internet services blocking prevents a device on your network from accessing specific
services, such as receiving email or downloading files from FTP sites.

Block Internet services by locating the device, then clicking Block Internet Services.
The Access Control page displays.

For additional information on blocking Internet services, refer to the Access Control
section in Chapter 6 Configuring System Settings.

Port Forwarding

Port Forwarding allows your network to be exposed to the Internet in specific
limited and controlled ways. For example, you could allow specific applications, such
as gaming, voice, and chat, to access servers in the local network.

To access the Port Forwarding page, click Port Forwarding.

For additional information, refer to the Port Forwarding section in Chapter 6
Configuring System Settings.

View Device Details

Click View Device Details to display the Device Information page and view the
selected device’s information, such as IP Address, MAC address, Network
Connection, Lease Type, Port Forwarding Services, and Windows Shared Folder as
well as the Ping Test option. You can also click the device’s icon in the Main page to
display the Device Information page.

Rename this Device

To change the name of a specific device, click Rename this Device. The Rename
Device page displays.

If desired, enter the new device name and/or select a different icon. Click Apply to
save changes. The My Network page will open with the new name and icon
displayed.
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Chapter 5 Using Network Connections

Your Gateway supports various local area network (LAN) and wide area network (WAN), or
Internet connections using Ethernet or coaxial cables. You can configure aspects of the
network and Internet connections as well as create new connections.

Caution! The settings described in this chapter should only be configured by experienced

network technicians. Changes could adversely affect the operation of your Gateway and
your local network.

Accessing Network Connections

You can access your network connections and view the connections by connection type.

» To access the network connections:

1. Select My Network, then select Network Connections.

A — o = o ,,& l
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Network Connections

Ietwork status

Name Status Action
Logout = Metwork (Home/Office) Cannected &
=@ Broadband Connection (Ethernet/C oax) Connected &>
Full Status Detect Broadband Connection Advanced ==
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2. To display all connection entries, click the Advanced button.

A - » & fal »gf’ i
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Network Connections
MNOTE: Only advanced technical users should use this feature.
[ 1 chie
Name Status Action
@w Mletwork (Home/Office) Connected &
F 5.0GHz Wireless Access Point 1 Connected &
F 24GHz Wireless Access Point 2 Connected g
3 Ethernet/Coax Connected &
== froadband Connection (Ethernet/Cogx) Connected &
Full Status Detect Broadhand Connection Basic <=

3. To select a specific network connection, click the hyperlinked name. The
following sections detail the types of network connections that you can view.

Network (Home/Office) Connection

You can view the properties of your local network. This connection is used to combine
several network devices under one virtual network. For example, you can create a
home/office network connection for Ethernet and other network devices.

Note: When a network connection is disabled, the formerly underlying devices connected to
it will not be able to obtain a new DHCP address from that Gateway network interface.

> To view the connection:

1. Onthe Network Connections page, click the Network (Home/Office) connection
link. The Network (Home/Office) Properties page displays.
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Network (Home/Office) Properties

york Status

Mote: Only advanced technical users should use this feature

twiork Connections

Logout Disable
Name: [Network (Home/Office)
Status: Connected
Network: Hetwaork (Home/Office)
5.0GHz Wireless Access Paint 1
Underlying Device: 2 4GHr Wireless Access Point 2
Ethernet/Coax
Connection Type: Bridge
MAC Address od:a9:28:00:86: 71
IP Address 192.168.1.1
Subnet Mask: 255.255.255.0
IP Address Distribution: OHCR Server
Received Packets: 12348
Sent Packets: 10454
Time Span: 19:41:32
Apply Cancel Settings

2. To disable an active network connection, click Disable.

3. Torename a network connection, enter the new network name in the Name
field.

4. Click Apply to save the changes.

Configuring the Home/Office Network

» To configure a network connection:

1. Inthe Network (Home/Office) Properties page, click Settings. The configuration
page displays.
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Fhysical Address: o328 008671
M [ Automane v 1500
IMEmet Rrptocay I Use the Following P Address (v
fFadue e fioz  hes  h fi
Subnet Mask: E255 .[255 f255 {D
by, - I" ik b b . r\‘_‘n g -/““ g
i i R ot e = R PRI e T

2. Configure the following sections, as needed.

General

In the General section, verify the following information:

Status — displays the connection status of the network

Network — displays the type of network connection

Connection Type — displays the type of connection

Physical Address — displays the physical address of the network card used

for the network

MTU - specifies the Maximum Transmission Unit (MTU) specifies the largest

packet size permitted for Internet transmissions:

— Automatic — sets the MTU at 1500

— Automatic by DHCP — sets the MTU according to the DHCP connection

— Manual — allows you to manually set the MTU
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Internet Protocol
In the Internet Protocol section, specify one of the following:

=  Obtain an IP Address Automatically — the network connection is required by
Verizon to obtain an IP address automatically (default). The DHCP server
assigning the IP address also assigns a subnet mask address. The subnet
mask address can be overridden by entering a different subnet mask address
provided by Verizon or experienced network technician.

= Use the Following IP Address — the network connection uses a permanent or
static IP address and subnet mask address, provided by Verizon or
experienced network technician.

= Use the Following IP Address - the network connection uses a permanent or
static IP address, then the IP address and subnet mask address.

Bridge

In the Bridge section of the Configure Network (Home/Office), you can configure the
various LAN interfaces. By default, the Ethernet, Coax, and Wireless Access Point
connections are activated.

Caution! Do not change these settings unless specifically instructed to by Verizon.
Changes could adversely affect the operation of your Gateway and your local
network.
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Bridge
Name

=% Metwork (Home/Office)

[ Broadband Connection (Ethernet/Cozx)

= 0.0GHT Wireless Access Point 1

= 2 AGHz Wireless Access Point 2

& Ethernet/Coay

IP Address Distribution:

start IP Address:

End IP Address:

WINS Serder

Lease Time in Minutes:

O Provide Host Marme If Mot Specified by Client

VLANs

Disabled

Disabled

Disahled

Diszhled

Disabled

Status

Connected

Connected

connected

connected

Connected

[ DHCP Server

STP Action
7 >
. 4
. 4
. 4
W

froz

les

N7

froz

les b

paa

o

|144D

ite

Fo uting‘h‘f_l'q‘de: [
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Verify the following information:
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=  Status — displays the connection status of a specific device.

= STP - enables Spanning Tree Protocol on the device. This protocol provides a
path redundancy while preventing undesirable communication loops in the

network.

= Action — contains an icon that, when clicked, generates the next lower-level
configuration page for the specific network connection or network device.

For example, when you click the Action icon, you can configure the DNS server in
the lower-level network connection properties settings for the Broadband
Connection (Ethernet/Coax) network.
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In addition, the DHCP and Routing actions listed below are examples of the actions
that can be configured for the Broadband Connection (Ethernet/Coax) and Network
(Home/Office) networks.

DNS Server

The DNS (Domain Name System) is the naming system method by which websites or
domain names are translated into IP addresses.

To configure your Gateway’s Broadband Connection (Ethernet/Coax) network to use
a specific DNS server, refer to the DNS Server section of the Properties page.

To manually configure a DNS server using the DNS addresses provided by Verizon:

1. Specify the following DNS Server addresses: the Primary and Secondary DNS
server addresses.

2. Click Apply to save the changes.

DHCP Server

The IP Address Distribution section of the Properties settings is used to configure
your Gateway’s Dynamic Host Configuration Protocol (DHCP) server parameters.

Once enabled and configure, the DHCP server automatically assigns IP addresses to
any network devices which are set to obtain their IP address dynamically.

If DHCP Server is enabled on your Gateway, configure the network devices as DHCP
Clients. There are 2 basic options in this section: Disabled and DHCP Server.

To set up the Gateway’s network bridge to function as a DHCP server:

1. In the IP Address Distribution section, select the DHCP server. Once enabled,
the DHCP server provides automatic IP assignments (also referred to as IP leases)
based on the preset IP range defined below.

a. Start IP Address — Enter the first IP address in the IP range that the Gateway
will automatically begin assigning IP addresses from. Since your Gateway’s IP
address is 192.168.1.1, the default Start IP Address is 192.168.1.2.

b. End IP Address — Enter the last IP address in the IP range that the Gateway
will automatically stop the IP address allocation at. The maximum end IP
address range that can be entered is 192.168.1.254.

2. If Windows Internet Naming Service (WINS) is being used, enter the WINS server
address.

3. Inthe Lease Time in Minutes field, enter the amount of time a network device is
allowed to connect to the Gateway with its currently issued dynamic IP address.

4. To have the Gateway automatically assign a host name to network devices,
select the Provide Host Name if Not Specified by Client check box.

5. Click Apply to save changes.
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Routing
You can configure your Gateway to use static or dynamic routing.

e Static routing — specifies a fixed routing path to neighboring destinations based on
predetermined metrics.

e Dynamic routing — automatically adjusts how packets travel on the network. The
path determination is based on network/device reachability and status of network
being traveled.

To configure routing:
1. In the Device Metric field, enter a device metric.

The device metric is a value used by your Gateway to determine whether one
route is superior to another, based on parameters, such as bandwidth and delay
time.
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Routing Mode:

Device Metric: IS

Default Route

Routing Table

Name Destination Gateway Netmask Metric Status Action

Add Mew Route

Apply Cancel

2. In the Routing Table section, click Add New Route to display and modify the
new route configuration page.

Complete Network Connection Configuration Updates

e To save your changes, click Apply.
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Ethernet/Coax Connection
An Ethernet connection connects computers to your Gateway using Ethernet cables. The
connections are either direct or use network hubs and switches.

A Coax connection connects devices, such as set-top boxes, to your Gateway using a coaxial
cable.

Note: If disabling the connection, you must reboot your Gateway for the change to take
effect.

» To view the connection:

1. Inthe Network Connections page, click the Broadband Connection
(Ethernet/Coax) link.

el A > o= X2 2 f al.
m‘l | W | —
MAIN WIRELESS SETTINGS hy METWWOR K FIREYWALL PARENTAL CONTROLS ADWANCED SYSTEM MORNTORING

Broadband Connection (Ethernet/Coax) Properties

Mote: Only advanced technical users should use this reature

MNetwork Connections

Logout

Name:

Status:

Network:
Connection Type:
MAC Address

IP Address
Subnet Mask:
Default Gateway:
DNS Servers:

IP Address Distribution:
Received Packets:
Sent Packets:
Time Span:

Coax Channel:

Apply

Disable

[Bmadband Connection (Etherme

Cannected
Broadband Connection
Bridge

o429 28:00:86:70
192.168:1.69
259.255.2550
192.168:1.254
182 166.1.254
Disabled

12349

10494

19:41:32

Cable Disconnected

Cancel Settings
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2. Torename the network connection, enter the new name in the Name field.

3. Click Apply to save changes.

Configuring the Ethernet/Coax Connection

> To configure the connection:

1. Inthe Broadband Connection (Ethernet/Coax) Properties page, click Settings.
The configuration page displays.
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hain Broadband Connection (Ethernet/Coax) Properties
Metwork Status
E ‘ MOTE: Only advanced technical users should use this feature
Metwork Connections
General
Logaout
Status: Connected
Metworie [ Broadband Connection
Connection Type: Bridge
Physical Address: d4:59:28:00:86:70
LA [ Autarmatic v [1500
Coax Link
Auto Detection O On
® off
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2. Configure the following settings, as needed.

General

Verify the following information:

Coax Link

Status — displays the connection status of the network
Network — displays the type of network connection
Connection Type — displays the type of connection

Physical Address — displays the physical address of the network card used
for the network

MTU — specifies the largest packet size permitted for Internet transmissions:
— Automatic — set the MTU (Maximum Transmission Unit) at 1500
— Automatic by DHCP — sets the MTU according to the DHCP connection

— Manual — allows you to manually set the MTU

1. To set the Channel, select the coax link channel as 1 to 3.

Coax Link
Auto Detection: O On
® off
Frivacy. Enabled
Fassword 660473883 74066
CM Ratia: fzn 3
Enable/Disable Coax Link; Dlsatie
Coax Connection Stats: Go o WWAN Coax Stats
WAl Connection Speeds
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2. Select the On or Off radio button in the Auto Detection field.

w

To set privacy, select the Enabled check box. This causes all devices connected
to the coaxial cable to use the same password. This is recommended.

To set the password, enter the Coax Link password in the Password field.
To set the CM ratio, select the CM ratio in drop down.

To enable or disable the Coax link, click Disable or Enable.

N oo u &

To view the devices connected using the coaxial cable, click the Go to WAN Coax
Stats link.

HW Switch Ports
» To generate the Port Settings page and set the HW Switch Ports:

1. Inthe HW Switch Ports section, verify the connection status of the 4 Ethernet
ports and 1 coax port.

2. To edit network traffic policies, click the Action icon.

Complete all Ethernet/Coax Connection Configuration Updates
» To save your changes:

1. Click Apply.

Wireless Access Point Connection
A Wireless Access Point network connection allows wireless devices to connect to the local
area network (LAN) using the 2.4 GHz or 5 GHz Wi-Fi network.

Note: Once disabled, all wireless devices connected to that wireless network will be
disconnected from the LAN network and Internet.

> To view the connection:

1. Inthe Network Connections page, click Advanced.
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Main Network Connections
Metwork Status _ )
NOTE: Only atvanced technical users should use this feature.
MNetwork Connections
Name Status Action
Logout
== Metwork (Home/Office) Connected 4
F 5.0GHz7 Wireless Access Point 1 Connected &
F 2AGHz Wireless Access Point 2 Connected &>
& Ethernet/Coax Connected &
== Broadband Connection (Ethermet/Coax Connected 4
Full Status Detect Broadband Connection Basic <=

2. Click 5 GHz Wireless Access Point 1 or 2.4 GHz Wireless Access Point 2.
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Main 5.0GHz Wireless Access Point 1 Properties
Metwork Status
Mote: Only advanced technical users should use this feature,
Metwork Connections
Logout Disable
Name: [5 0GHz Wireless Access Point 1
Status: Connected
Network: Metwork (Home/Office)
Connection Type: Wireless 802 .11 2 4GHz Access Point
MAC Address dd:as 28 00:86:72
IP Address Distribution: Disabled
Received Packets: i
Sent Packets: i
Time Span:
Apply Cancel Settings
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To disable the connection, click Disable.
To rename the connection, enter a name in the Name field.

Click Apply to save the changes.

o U b~ W

Reboot your Gateway.

Configuring the Wireless Access Point Properties

» To configure the connection:

1. Inthe Wireless Access Point Properties page, click Settings. The configuration
page displays.
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Main

5.0GHz Wireless Access Point 1 Properties

Metwork Status
o MOTE: Only advanced technical users should use this feature

Metwiork Connections

General
Logout
Status: Caonnected
Network: [ Metwork (Home/Office)
Connection Type: Wyireless 802.11 2 4GHz Access Point
Physical Address: o4:539:28:00:86:72
MTU: I Automatic b I1SDD

Apply Cancel
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2. Verify the following information:
=  Status — displays the connection status of the network
= Network — displays the type of network connection
= Connection Type — displays the type of connection

=  Physical Address — displays the physical address of the network card used
for the network

= MTU - specifies the largest packet size permitted for Internet transmissions:
— Automatic — set the MTU (Maximum Transmission Unit) at 1500
— Automatic by DHCP — sets the MTU according to the DHCP connection
— Manual — allows you to manually set the MTU

3. Click Apply to save changes.

Broadband Ethernet/Coax Connection
A Broadband Ethernet connection connects computers to your Gateway using Ethernet
cables. The connections are either direct or use network hubs and switches.

A Coax connection connects devices, such as set-top boxes, to your Gateway using a coaxial
cable.

Note: If disabling the connection, you must reboot your Gateway for the change to take
effect.

> To view the connection:

1. Inthe Network Connections page, click the Broadband Connection
(Ethernet/Coax) link.
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Main Broadband Connection (Ethernet/Coax) Properties
MNetwork Status :
Mote: Only advanced technical users should use this feature.
MNetwork Connections
Logout Disable
Name: IBrDadhand Connection (Etherme
Status: Connected
Network: Broadband Connection
Connection Type: Bridge
MAC Address o429 28:00:86: 70
IP Address 182.168.1.69
Subnet Mask: 255.2552550
Default Gateway: 182.168.1.254
DNS Servers: 182.168.1.254
IP Address Distribution: Disabled
Received Packets: 12348
Sent Packets: 10494
Time Span: 18:41:32
Coax Channel: Cable Disconnected
Apply Cancel Settings

2. To rename the network connection, enter the new name in the Name field.

3. Click Apply to save changes.
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Configuring the Ethernet/Coax Connection

» To configure the connection:

1. Inthe Broadband Connection (Ethernet/Coax) Properties page, click Settings.
The configuration page displays.
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Broadband Connection (Ethernet/Coax) Properties
NOTE: Only advanced technical users should use this feature
General
Status: Connected
Hetior [ Broadband Connection
Connection Type: Bridge
Physical Address: dd:a9:28:00:86:70
RS (Automatic » [1500
Coax Link
Auto Detection; O On
® Off
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2. Configure the following settings, as needed.

General
Verify the following information:
=  Status — displays the connection status of the network
= Network — displays the type of network connection
= Connection Type — displays the type of connection

= Physical Address — displays the physical address of the network card used
for the network

=  MTU - specifies the largest packet size permitted for Internet transmissions:
— Automatic — set the MTU (Maximum Transmission Unit) at 1500
— Automatic by DHCP — sets the MTU according to the DHCP connection

— Manual - allows you to manually set the MTU
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Coax Link

1. To set the Channel, select the coax link channel as 1 to 3.

Coax Link

Auto Detection:

Privacy:

Password:

CM Ratio:

Enable/Disable Coax Link:

Coax Connection Stats:

WAN Connection Speeds

e ‘.,.__.rd-‘-—"-ﬂ--. P, o e g x‘lﬂ—‘ I _'_._,.‘-"““-M—m.._m__r*-- P e __uf"“""' S—_

2. Select the On or Off radio button in the Auto Detection field.

w

N o v o~

Internet Protocol

1. Inthe Internet Protocol section, specify one of the following:

= No IP Address — the connection has no IP address. This is useful if the
connection operates under a bridge.

O On
& o

Enahled

{6694?3883?4966

[ 20

Disable

Go to WWAN Coax Stats

To set the password, enter the Coax Link password in the Password field.
To set the CM ratio, select the CM ratio in drop down.

To enable or disable the Coax link, click Disable or Enable.

To set privacy, select the Enabled check box. This causes all devices connected
to the coaxial cable to use the same password. This is recommended.

To view the devices connected using the coaxial cable, click the Go to WAN Coax
Stats link.

= Obtain an IP Address Automatically — the network connection is required by
Verizon to obtain an IP address automatically. The server assigning the IP
address also assigns a subnet mask address, which can be overridden by

entering another subnet mask address.
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= Use the Following IP Address - the network connection uses a permanent or
static IP address, then the IP address and subnet mask address.

o e e sV SIS PIASVERSE D S -SSR S

-

Fouter Rx (Mbps) 0.0

Internet Proteol [ Ohtain IP Address Automatic: v

O orverride Subinet Mask [255 [255 [255 [n

2. To override the subnet mask, select the Override Subnet Mask check box, then
enter the new subnet mask.

Routing Mode

st 1= P gt g SDEE S p i e i T T T
LHLE L. Release Rerne

Expires In: 1162 minutes

DNS Server:

| Ontain DNS Server Adcress  +

Routing Mode: [ APT 3

Device Metric:
|3

Default Route

Routing Table

Name Destination Gateway Netmask Metric Status Action

Add Mew Route
Internet Connection Firewall: Enahled

Apply Cancel
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Complete all Ethernet/Coax Connection Configuration Updates
» To save your changes:

1. Click Apply.
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Chapter 6 Configuring Security Settings

Your Gateway’s security suite includes comprehensive and robust security services, such as
stateful packet inspection, firewall security, user authentication protocols, and password
protection mechanisms. These features help protect your computers from security threats
on the Internet.

This chapter covers the following security features:
e Firewall — select the security level for the firewall
e Access Control —restrict access from the local network to the Internet

e Port Forwarding — enable access from the Internet to specific services provided by
computers on the local network

e Port Triggering — define port triggering entries to dynamically open the firewall for
specific protocols or ports

e Remote Administration — enable remote configuration of your Gateway from any
Internet-accessible computer

e Static NAT — allow multiple static NAT IP addresses to be designated to devices on
the network

e Security Log — view and configure the security log

Firewall

The firewall is the cornerstone of the security suite for your Gateway. It has been exclusively
tailored to the needs of the residential or office user and is pre-configured to provide
optimum security.

The firewall provides both the security and flexibility home and office users seek. It provides
a managed, professional level of network security while enabling the safe use of interactive
applications, such as Internet gaming and video conferencing.

Additional features, including surfing restrictions and access control, can also be configured
locally through the user interface or remotely by a service provider.

The firewall regulates the flow of data between the local network and the Internet. Both
incoming and outgoing data are inspected, then either accepted and allowed to pass
through your Gateway or rejected and barred from passing through your Gateway,
according to a flexible and configurable set of rules. These rules are designed to prevent
unwanted intrusions from the outside, while allowing local network users access to Internet
services.
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The firewall rules specify the type of services on the Internet that are accessible from the
local network and types of services in the local network that are accessible from the
Internet.

Each request for a service that the firewall receives is checked against the firewall rules to
determine whether the request should be allowed to pass through the firewall. If the
request is permitted to pass, all subsequent data associated with this request or session is
also allowed to pass, regardless of its direction.

For example, when accessing a website on the Internet, a request is sent to the Internet for
this site. When the request reaches your Gateway, the firewall identifies the request type
and origin, such as HTTP and a specific computer in the local network. Unless your Gateway
is configured to block requests of this type from this computer, the firewall allows this type
of request to pass to the Internet.

When the website is returned from the web server, the firewall associates the website with
this session and allows it to pass; regardless HTTP access from the Internet to the local
network is blocked or permitted.

It is the origin of the request, not subsequent responses to this request, which determines
whether a session can be established.

You can select a maximum, typical, or minimum security level to block, limit, or permit all
traffic. The following table shows request access for each security level.

Security Level Internet Requests Local Network Requests
Incoming Traffic Outgoing Traffic
Maximum Blocked Limited
Typical Blocked Unrestricted
Minimum Unrestricted Unrestricted

The request access is defined as:

e Blocked traffic — no access allowed, except as configured in Port Forwarding and
Remote Access

e Limited — permits only commonly used services, such as email and web browsing

e Unrestricted — permits full access of incoming traffic from the Internet and allows all
outgoing traffic, except as configured in Access Control
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» To set your firewall configuration:

1. Click the Firewall Settings icon. The General Settings page displays.
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Main General
General

IPvd Settings
Access Control © Maximum Security (High)
Port Fonwarding Inbound FPolicy: Reject.
Remote Administration settings will override the security inbound policy.

Port Triggering

Outhound Policy: Reject.
Outhound access s allowed to the following services: DHCR, DNS, IMAP, SMTR, PORPS, HTTRS, HTTR, FTP,
Telnet

Remaote Administration
Static MNAT

@® Typical Security (Medium)
Security Log Inkound Policy: Reject.

Logout Rermote Administration settings will override the security inbound palicy.

Outhound Policy: Accept.

O Minimum Security (Low)
Inbiound Policy: Accept.
Outbound Policy: Accept.

[ Block IP Fragments
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2. Select a security level by clicking one of the radio buttons.

Using the Minimum Security setting may expose the local network to significant
security risks, and should only be used for short periods of time to allow
temporary network access.

3. To protect the local network from a common type of hacker attack that uses
fragmented data packets to sabotage the network, select the Block IP Fragments
check box.

VPN over IPSec and some UDP-based services make legitimate use of IP
fragments. IP fragments must be allowed to pass into the local network to use
these services.

4. Click Apply to save changes.
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Access Control

You can block individual computers on your local network from accessing specific services
on the Internet. For example, you could block one computer from accessing the Internet,
then block a second computer from transferring files using FTP as well as prohibit the
computer from receiving incoming email.

Access control incorporates a list of preset services, such as applications and common port
settings.

» To allow or restrict services:

1. From the Firewall page, select Access Control. The Access Control page opens
with the Allows and Blocked sections displayed. The Allowed section only
displays when the firewall is set to maximum security.
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Access Control

Block access to the Internet services from within the LARN

Networked Computer/Device Network Address Protocols Status Action

Add

Apply Cancel Resolve Mow Refresh

2. To block a service, click Add. The Add Access Control Rule page displays.
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Add Access Control Rule
Metwaorked Computer / Device [Any 5
Protocol [Any 3
When should this rule occour? (Always T
Apply Cancel

3. To apply the rule to:
= All networked devices — select Any.

= Specific devices only — select User Defined, then click Add and create a
network object.

4. In the Protocol field, select the Internet protocol to be allowed or blocked.

If the service is not included in the list, select User Defined. The Edit Service
page displays. Define the service, then click OK. The service is automatically
added to the Add Access Control Rule section.

5. Specify when the rule is active as Always or User Defined and click Add to create
the schedule.

6. Click Apply to save changes. The Access Control page displays a summary of the
new access control rule.

You can disable an access control and enable access to the service without removing the
service from the Access Control table. This can make the service available temporarily and
allow you to easily reinstate the restriction later.

e To disable an access control, clear the check box next to the service name.
e To reinstate the restriction, select the check box next to the service name.

e To remove an access restriction, select the service and click Remove. The service is
removed from the Access Control table.
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Port Forwarding

You can activate port forwarding to expose the network to the Internet in a limited and
controlled manner. For example, enabling applications, such as gaming and voice, to work
from the local network as well as allowing Internet access to servers within the local
network.

» To create port forwarding rules:

1. From the Firewall page, select Port Forwarding. The Port Forwarding page opens
with the current rules displayed.
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Wi Port Forwarding

This feature enables applications (Games, Webcams, IM & Others) by opening a tunnel between remote
(Internet) computers and 2 specific device port inside your local area network( LANT.

Create new port forwarding rule:

(Se\ect I fram menu = [App\lcatmn To Farward... v
Addd Reset Cancel Advanceds==
Applied rules:
Log
Networked Computer / Device Applications & Ports Forwarded Status Delete
Delete Resolve MNow Apply Refresh

2. To create a new rule, select the IP address in the Select IP from Menu drop
down.

3. Select the application in the Application to Forward drop down.
4. Click Add. The rule displays in the Applied Rules section.
5. Click Apply to save changes.

You can configure advanced port forwarding rules.
» To configure the rules:

1. Inthe Port Forwarding page, select Advanced.
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Create new port forwarding rule:

This feature enabdes applications (Games, Webcams, IM & Others) by opening a tunnel between remate
{Intemet) computers and 3 specific device port insice your local 3rea netwark] LAN)

Advanced Settings

Applied rules:
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Davice

O192.168.1.1
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Applications & Ports
Forwarded
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Resahve Now Apply
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2. If needed, to select a port to forward communication to, select an option in the

Forward to Port list box.

3. |If asingle port or range of ports is selected, a text box displays. Enter the port

numbers.

4. To schedule the rule, select either Always or User Defined in the Schedule list

box.

5. Click Add. The rule displays in the Applied Rules section.

6. Click Apply to save changes.
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Port Triggering

Port triggering can be described as dynamic port forwarding. By setting port triggering rules,
inbound traffic arrives at a specific network host using ports that are different than those
used for outbound traffic. The outbound traffic triggers the ports where the inbound traffic
is directed.

For example, a gaming server is accessed using UDP protocol on port 2222. The gaming
server then responds by connecting the user using UDP on port 3333, when a gaming
session is initiated.

In this case, port triggering must be used since it conflicts with the following default firewall
settings:

e Firewall blocks inbound traffic by default.

e Server replies to your Gateway IP, and the connection is not sent back to the host
since it is not part of a session.

To resolve the conflict, a port triggering entry must be defined, which allows inbound traffic
on UDP port 3333 only after a network host generated traffic to UDP port 2222. This results
in your Gateway accepting the inbound traffic from the gaming server and sending it back to
the network host which originated the outgoing traffic to UDP port 2222.

> To configure port triggering:
1. Select Port Triggering.
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Port Triggering

Trigger opening of ports for incoming data

NOTE: Only advanced technical users should use this feature.
Protocol Qutgoing Trigger Ports Incoming Ports to Open Action

Add

Apply Cancel
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2. To add a service as an active protocol, click Add. The Edit Port Triggering Rule
page displays.
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Edit Port Triggering Rule
“ontral .
Service Name: ['Name
QOutgoing Trigger Ports
Protocol Server Ports Action
Mew Trigoer Ports
Incoming Ports to Open
Protocol Opened Ports Action
New Opened Parts
Appaly Cancel

3. Enter the service name then configure its inbound and outbound trigger ports.
Click Apply to save User Defined changes. The Port Triggering page displays.

4. Click Apply again to save all changes.

Remote Administration

Caution! Enabling Remote Administration places your Gateway network at risk from outside
attacks.

You can access and control your Gateway not only from within the local network, but also
from the Internet using Remote Administration.

You can allow incoming access to the following:

e SSH Access — used to create a command-line session and gain access to all system
settings and parameters using a text-based terminal.

e Web Management — used to obtain access to your Gateway’s GUI and gain access to
all settings and parameters through a web browser. Both secure HTTPS and non-
secure HTTP access is available.

e Diagnostic Tools — used for troubleshooting and remote system management by a
user or Verizon.
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SSH and Web Management remote administration access may be used to modify or disable
firewall settings. Local IP addresses and other settings can also be changed, making it
difficult or impossible to access your Gateway from the local network. Remote
administration access to SSH or Web Management services should be activated only when
absolutely necessary.

Note: Encrypted remote administration is performed using a secure SSL connection and
requires a SSL certificate. When accessing your Gateway for the first time using encrypted
remote administration, a warning page opens with a certificate authentication message
displayed. This is due to your Gateway SSL certificate being self-generated. When this
message display under that circumstance, ignore the message and continue. Even though
this message displays, the self-generated certificate is safe and provides a secure SSL
connection.

» To enable remote administration:

1. Select Remote Administration.
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Remote Administration

Configure Remote Administration to the router
Attention: With Remote Administration enabled, your network will be at risk from outside attacks.

Allow Incoming WAN Access to the SSH Server

O Using Primary S5H Part (22)

[ Using Secondary SSH Port (8022)

Allow Incoming WAN Access to Web-Management

[ Using Primary HTTP Port (80)

O Using Secondary HTTP Port (8080)

[ Using Primary HTTPS Port (443)

[ Using Secondary HTTPS Port (8443)

Diagnostic Tools

[ Allow Incoming WA ICWP Echo Requests (e.9. pings and ICMP traceroute gueries)

O Allow Incoming YWAN UDP Traceroute Queries

Apply Cancel
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To enable access, select the check box.
Click Apply to save changes.

To remove access, clear the check box.

v A W N

Click Apply again to save changes.

Static NAT

Static NAT allows devices located behind a firewall that is configured with private IP
addresses to appear to have public IP addresses to the Internet. This allows an internal host,
such as a web server, to have an unregistered (private) IP address and still be accessible

over the Internet.
> To configure static NAT:
1. Select Static NAT.
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ote Administration
Refresh

Apply Cancel
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Resolve Mow

2. To create a static NAT, click Add. The Add NAT/NAPT Rule page displays.
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[ Enable Port Forwarding For Static NAT

Apply Cancel

3. Select a source address in the Specify Address field or enter an IP address in the
text box.

4. Enter the public IP address.

5. If using port forwarding, select the Enable Port Forwarding for Static NAT check
box.

6. Click Apply to save changes.

7. Repeat these steps to add additional static IP addresses.

Security Log

You can view events that your firewall has blocked by accessing the security log. Your
Gateway reports events, such as attempts to establish inbound and outbound connections,
attempts to authenticate at an administrative interface, such as your Gateway GUI, firewall
configuration, and system start-up.

The security log reports the following information:
e Time - based on the date and time in your Gateway
e Event — consists of firewall information, firewall setup, and system log

e Event Type — describes the event that occurred, such as a fragmented packet or
parental controls.

e Details — provide a reason the event occurred, such as a packet has been blocked
because of parental control.

You can modify the type of events that display in the security log. This does not modify the
event itself. It simply changes the information that displays in the log.
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The security logs records the following event types:

Access control — a packet has been accepted/blocked due to an access control rule.

Advance filter rule — a packet has been accepted/blocked due to an advanced filter
rule.

ARP — an ARP packet has been accepted.

AUTH:113 request - an outbound packet for AUTH protocol has been accepted (for
maximum security level).

Broadcast/Multicast protection — a packet with a broadcast/multicast source IP has
been blocked.

Default policy — a packet has been accepted/blocked according to the default policy.

Defragmentation failed — the fragment has been stored in memory and blocked
until all fragments have arrived and defragmentation can be performed.

DHCP request — your Gateway sent a DHCP request (depends on the distribution).
DHCP response - your Gateway sent a DHCP response (depends on the distribution).

Echo/Chargen/Quote/Snork protection — a packet has been blocked due to
Echo/Chargen/Quote/Snork protection.

Firewall internal — from the firewall internal mechanism, event type is recorded and
an accompanying explanation will be added.

Firewall rules were changed — the rule set has been modified.

Firewall status changed — the firewall status changed from up to down or vice versa,
as specified in the event type description.

First packet in connection is not a SYN packet — a packet has been blocked due to a
TCP connection that started without a SYN packet.

Fragmented packet — a fragment has been rejected.

Fragmented packet, bad align — a packet has been blocked because, after
defragmentation, the packet was badly aligned.

Fragmented packet, header too big — a packet has been blocked because, after
defragmentation, the header was too big.

Fragmented packet, header too small — a packet has been blocked because, after
defragmentation, the header was too small.

Fragmented packet, no memory — a packet has been blocked because there is no
memory for fragments.

Fragmented packet, overlapped — a packet has been blocked because, after
defragmentation, there were overlapping fragments.
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Fragmented packet, packet exceeds — a packet has been blocked because, after
defragmentation, the packet exceeded.

Fragmented packet, packet too big — a packet has been blocked because, after
defragmentation, the packet was too big.

FTP port request to 3" party is forbidden — possible bounce attack — a packet has
been blocked.

ICMP flood protection — a broadcast ICMP (Internet Control Message Protocol) flood.
ICMP protection — a broadcast ICMP message has been blocked.

ICMP redirect protection — an ICMP redirected message has been blocked.

ICMP replay — an ICMP replay message has been blocked.

lllegal packet options — the options field in the packet’s header is either illegal or
forbidden.

IP Version 6 — an IPv6 packet has been accepted.

Malformed packet: Failed parsing — a packed has been blocked because it is
malformed.

Maximum security enabled service — a packet has been accepted because it belongs
to a permitted service in the maximum security level.

Multicast IGMP connection — a multicast packet has been accepted.

NAT Error: Connection pool is full - No connection created — a connection has not
been created because the connection pool is full.

NAT Error: Conflict mapping already exists — a conflict occurred because the NAT
mapping already exists, so NAT failed.

NAT Error: No free NAT IP — no free NAT IP, so NAT has failed.

NAT out failed — NAT failed for this packet.

Outbound Auth1X — an outbound Auth1X packet has been accepted.

Packet invalid in connection — an invalid connection packet has been blocked.
Parental control — a package has been block because of parental control.

Passive attack on ftp-server: Client attempted to open Server ports — a packet has
been blocked.

Service — a packet has been accepted because of a certain service, as specified in the
event type.

Spoofing protection — a packet from the Internet with a source IP belong to the local
network has been blocked.

STP packet — STP (Spanning Tree Protocol) packet has been accepted/rejected.

SynCookies protection — a SynCookies packet has been blocked.
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e Trusted device — a packet from a trusted device has been accepted.
e UDP flood protection — a packed has been blocked, stopping a UDP flood.

e User authentication — a message arrived during login time, including both successful
and failed authentication.

e Wildcard connection hooked — debug message regarding connection.
e Wildcard connection opened - debug message regarding connection.

e WinNuke protection — a WinNuke attack has been blocked.

» To view the security log:

1. Select Security Log.
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2. To modify the types of events that display in the log, click Settings.
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Main Log Settings
General
Arcepted Bvents
Access Contral
O accepted Incoming Connections
Port Forwarding
Fort Triggering [ Accepted Outgoing Connections
Remote Administration
Blocked Events
Static MAT
Security Log [ &)l Blocked Connection Atternpts
Logout [ winnuke [ Multicast/Broadeast [ IchP Replay

[ Defragmentation Error

[ Blocked Fragments

O syn Flood

O Echo Chargen

Other Events

[ Connection States

Log Bufer

[ Prevent Log Overrun

O Spoofed Connectian

[ Packet llegal Options

O UDP Flood
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[ Disable Security Log Aggregation

Apply Cancel

O IChP Redirect

O ISP hulticast

O IcMP Flood
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In the Accepted Events section, select the type of activities that generates a log
message:

= Accepted Incoming Connections — generates a log message for each
successful attempt to establish an inbound connection to the local network.

= Accepted Outgoing Connections - generates a log message for each
successful attempt to establish an outbound connection to the public
network.

In the Blocked Events section, select the type of blocked events you want logged.

To log a message for each remote administration connection attempt, click the
Remote Administration Attempts check box.

To log the connection for handling by the firewall and application level Gateways,
click the Connection States check box.

Click Apply to save changes. The Security Log page displays.
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Chapter 7 Setting Parental Controls

The abundance of harmful information on the Internet poses a serious challenge for
employers and parents alike as they ask “How can | regulate what my employee or child
does on the Internet?”

With that question in mind, your Gateway’s Parental Controls were designed to allow
control of Internet access on all locally networked devices.

Activating Parental Controls

You can create a basic access policy for any computer or device on your Gateway network.
Parental controls limit Internet access to specific websites based on a schedule that you
create.

Access can be limited on specific websites or keywords embedded in a website. For example,
you can block access to the ‘www.anysite.com’ as well as block any website that has the
word ‘any’ in its site name.

» To limit computer access:

1. Select Parental Control.
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Parental Control

The Eouter provides basic Parental Controls that allow wou to create a list of website addresses and keywords
embedded in website addresses that will limit the computer user's Internet access. Simaly follow the 3 Steps
below and click the Apply button to set up your Parental Controls

Note: \While these basic Parental Cantrols are a great way to limit access to particular sites, there are other
camputer software applications that provide computer Monitoring and computer Content Cleanup. Monitaring
involves keeping records of the camputer user's activity for later review. Content Cleanup involves scanning
the actual content of websites, emails, and attachments for specific words to block or for spyware, popups,
adware, etc.

Step 1. Select the Networked ComputersDevice for this Allow or Block Rule.

What's this?
Networked Computer/Device: Selected Devices:

Add ==

<< Hemove

Step 2. Create the Parental Control Rules and Schedules
Limit Access By: What's this?

@ Elock the following YWebsites and Embedded Keywards within 2 Wehsite
e 4 T i Pt Bs e

P,
el el it i i e ey s o o

e

In Step 1, select the computers or device where you are limiting access in the
Networked Computer/Device list box, then click Add. The devices display in the
Selected Devices section.

To remove a device from the Selected Devices list box, select the device, then
click Remove. The device displays in the Networked Computer/Device list box.

In Step 2, click one of the following options in the Limit Access By section:

= Block the following Websites and Embedded Keywords within a Website —
blocks the specified websites and websites with names contained the
specified keyword.

= Allow the following Websites and Embedded Keywords within a Website —
allows the specified websites and websites with names contained the
specified keyword.

= Block ALL Internet Access — will not allow the device to access the Internet.

Enter the name of the website or keyword, then click Add.
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Step 2. Create the Parental Control Rules and Schedules.

Limit Access By: What's this?

(& Block the following YWebsites and Embedded Keywords within a Website
O Allow the following Websites and Embedded Keywords within a Website

O Blocking ALL Internet Access

Website:

I Add >>
Example: www example.com

Embedded keyword within a website:

| adult

Example: "sample" within waw sample.com

Remove

Create Schedule: What's this?

6. Toremove a website or keyword, select the word, then click Remove.

prohibit

7. Create a schedule by selecting the days of the week when the rule will be active

or inactive.

Page 76



Create Schedule: What's this?

[¥] Monday [#] Tuesday [¥]Wednesday [#] Thursday [#]Friday [¥] Saturday  [v] Sunday

Times:
O Rule will be Active at the Scheduled Time

® Rule will be Inactive at the Scheduled Time
Start Time:

[1 b :['3'0 ¥ @AM/ OPM
End Time:

[1 - :[UU ¥ @ AMIOPM

Create Rule Name: “What's this?
Create your rule name and description

Rule Name: [Default

Description: [descriptiun

Step 3. Click the Apply buttan to save and apply your settings.
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8. Set the time when the rule will be active or inactive, then specify the start time

and end time.
9. Create a rule name and description.

10. Click Apply to save changes.

You can view the rules created for your Gateway.

e Toview the rule summary, select Rule Summary. The Rule Summary page opens
with the rule name, description, and computer or device displayed.

You can view, edit, or delete the rule.
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Chapter 8 Configuring Advanced Settings

Advanced settings cover a wide range of sophisticated configurations for your Gateway’s
firmware and network.

Caution! The settings described in this section should only be configured by experienced

network technicians. Changes could adversely affect the operation of your Gateway and
local network.

Using Advanced Settings

You can access the following settings:

ﬁ Utilities @ Firrmeare Upgrade

i DNS Settings B Date & Time
= = Metwiorl Settings ﬂ Configuration Settings
X Routing

» To access the advanced settings:

1. Select Advanced. A warning page displays, asking if you want to proceed.

2. Click Yes. The Advanced page displays.
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hlain = - =
e Utlities & = Metwork Settings @ Firmware Lpgrade
Diagnostics Metwaork Objects Firmware Upgrade
Restore Defaults Universal Plug and Play Firmware Restore
Feboot Router IGMP Proxy
MAC Claning Fort Forwarding Rules
ARF Table s
Users EfD Date & Time
Cuality of Service{Qos) Datesand Time
Remets Admataton BoheddEn Riles
X Raouting
) IPvE ) . .
DMNS Settings Routing ﬁ Configuration Settings
DM Server I Address Distribution Configuration File

System Settings
Port Configuration

3. Select a topic by clicking the topic name.
Utilities
You can access the following advanced settings:
e Diagnostics — performs diagnostic tests
e Restore Defaults — resets your Gateway to it default settings
e Reboot Router — restarts your Gateway
e MAC Cloning — clones the MAC address
e ARP Table — displays active devices with their IP and MAC addresses
e Users — creates and manages remote users
e Quality of Service (QoS) — contact Technical Support for detailed information

e Local Administration — allows you to grant local SSH access

e Remove Administration — detailed in Chapter 6 Configuring Your Network Settings
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You can use diagnostics to test network connectivity.
» To diagnose network connectivity:

1. Select Diagnostics in the Advanced page.

- -
— -

+
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™ (TT —

Diagnostics

Diagnostics can assist in testing network connectivity. This feature pings (ICMP echo) an IF address and
displays the results, such as the number of packets transmitted and received, round trip time, and success
status

Ping (ICMP Echo)

Destination: [ Go

Number of Pings: 4

Status:

Close

2. To ping an IP address, enter the IP address or domain name in the Destination
field and click Go.

The diagnostics will display the number of pings, status, packets sent, and round
trip time.

If no diagnostic status displays, click Refresh in your web browser.

3. Click Close to exit the session.

You can restore your configuration settings to your Gateway factory default settings.
Restoring the default settings erases the current configuration, including user defined
settings and network connections. All connected DHCP client must request new IP addresses.
Your Gateway must restart.

Prior to restoring the factory defaults, you may want to save your current configuration to a
file. This allows you to reapply your current settings and parameters to the default settings,
as needed. For additional information, refer to the Configuration File section.
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Note: When restoring defaults, the setting and parameters of your Gateway are restored to
their default values. This includes the Administrator password. A user-specified password
will no longer be valid.

> To restore your Gateway’s factory default settings:

1. Select Restore Defaults in the Advanced page.

Ne—" & — - & fal ,ﬁv ]
verizon ° [ TT — = !__!
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Main Attention

Restaring your router to default settings will erase the current router configuration. If you would like to save the
current configuration, click the "Save Configuration File" button

Save Configuration File

It wou do not wish to save the current configuration file, click the "Restore Defaults" button.

Restore Defaults

2. To save your current configuration file, click Save Configuration File.
3. Torestore the factory default settings, click OK.

The factory default settings are applied and your Gateway restarts. Once
complete, the Login page for the First Time Easy Setup Wizard displays.

You can reboot your Gateway using the Reboot Router feature as well as pressing and
holding the WPS button on the front of the Gateway for at least 10 seconds.

» To reboot your Gateway:

1. Select Reboot Router in the Advanced page.

— [ | =
verizon . (T T ey = L L1
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rAain
haln Reboot Router

Advanced

Are you suUre you want to reboot Wireless Broadband Router ?

Logout

Ok Cancel
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2. Toreboot, click OK. Your Gateway reboots. This may take up to a minute.

3. To access your Gateway user interface, refresh your web browser.

A MAC address is a hexadecimal code that identifies a device on a network. All networkable
devices have a unique MAC address.

When replacing a network device on your Gateway, you can simplify the installation process
by copying the MAC address of the existing device to your Gateway.

» To copy the MAC address of the existing device:
1. Select MAC Cloning in the Advanced page.

) ; 28 — = = o ‘f i]
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MAC Cloning

WMAC Address Cloning provides the ability to emulate the routers MAC address to appear identical to the
original hardware address. Use this feature only if your ISP requires MAC Address authenitication

Set MAC of Device Eroadband Connection{Ethermet/Coasx)
To Physical Address: Em— _{39— : {28— 2 f'uu— {86— r?F

Restaore Factory MAC Address

Apply Cancel

2. Inthe To Physical Address field, enter the MAC address of your new device.

3. To locate the MAC address, refer to the documentation from the device
manufacturer.

4. Click Apply to save changes.
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You can view the IP and MAC addresses of each DHCP connection.

» To view the addresses:

1. Select ARP Table in the Advanced page.

s — 3 = jal ,f
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ik
W ARP Table
The ARP Tahle below displays the (P and MAC address of each DHCP connection
Lo
IP Address MAC Address Device DHCP ACL
192.168.1 .66 00:1d:09:88:65:40 Metwork (Home/Office)
192.168.1.254 00:26:50:0144:11 Broadband Connection (Ethernet/Cozx)
Close Refresh

2. Review the IP and MAC address for each device.

3. When complete, click Close.

You can view the users that can currently access your wireless network. In addition, you can
modify their login password and name as well as manage the number of unsuccessful login

attempts a user can enter before your Gateway temporarily denies all further login attempts
by that user.

> To view users:

1. Select Users in the Advanced page.
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Iain Users
Advanced ; e : : ;
The User page provides the ability to edit router administrator settings
Logaout Login Configuration
Maximum Unsuccessful Login Attermpts: [5
Users
Full Name User Name Permissions Action
Administratar admin Administrator &
Apply Close
2. In the Login Configuration section, enter the maximum number of unsuccessful
login attempts.
3. To edit usernames and passwords, click the Edit icon in the Action column. The
User Settings page displays.
A — = = o
Vorizon R 2 ot 8, = + il
WA WIRELESS SETTINGS W METWORK FIREWALL FAREMNTAL CONTROLS ADVANCED SYSTEM MONITORING
Main User Settings
Advanced
General
Logaout
RO S [Admmistratur
User Mame (case sensitive): admin
[]5et & new password
Fermissions: Administrator
Apply Cancel
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4. To edit the username and set a new password, as needed.
5. To add a new user, specify the following parameters:
=  Full Name — name of the user.

= User Name — name the user enters to remotely access the home or office
network. This field is case-sensitive.

6. To set a new Password, select the Set a new password check box. The New
Password fields display.

7. Verify the level of access for the user in the Permissions field.

8. Click Apply to save changes. The Users page opens with the user information
displayed.

9. Click Apply again to save changes and exit.

You can grant local access on a specific port.

» To grant access:

1. Select Local Administration in the Advanced page.
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Local Administration

MOTE: Only advanced technical users should use this feature.

Allow local S5H access

[ Using Primary S5H Port (22)

[0 Using Secondary S5H Part (8022)

Apply Cancel

2. To grant access, select the check box for the specific SSH access.
3. Click Apply to save changes. Local access is granted.

4. To remove access, clear the checkbox, then click Apply. No local access is
granted.
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The Remote Administration parameters are detailed in Chapter 4 Configuring Your Network
Settings.

DNS Settings

You can view and manage the DNS server host name and IP address as well as add a new
computer. The DNS server does not require configuration.

You can edit the host name and/or IP address, if the host was manually added to the DNS
table. If not, you can only modify the host name.

» To access the DNS server:

1. Select DNS Server in the Advanced page.
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DNS Server

Add, edit or delete computers known by the routes DNS Server

Host Name IP Address Source Action

Add DNS Entry

Close

2. To view and add computers stored in the DNS table, click Add DNS Entry. The
Add DNS Entry page displays.

3. Inthe Host Name field, enter the name of the computer, then enter the IP
address and click Apply to save changes. The DNS Server page displays.

4. To edit the host name or IP address, click the Edit icon in the Action column. The
DNS Entry page displays. Edit the host name and/or IP address, then click Apply
to save changes.

5. Toremove a host from the DNS table, click the Delete icon in the Action column.
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Network Settings

You can configure the following network settings:
e Network Objects — define a group, such as a group of computers
e UPnP - checks the validity of all UPnP services and rules
e IGMP Proxy — enables IGMP proxy

e Port Forwarding Rules — displays port forwarding rules

Network objects define a group, such as a group of computers, on your Gateway network by
MAC address, IP address, and /or host name. The defined group becomes a network object.
You can apply settings, such as configuring system rules, to all devices defined in the
network object.

For example, instead of setting the same website filtering configuration individually to five
computers one at a time, you can define the computers as a network object. Website
filtering can then be simultaneously applied to all the computers.

You can use network objects to apply security rules based on host names, instead of IP
addresses. This is useful since IP addresses change from time to time. In addition, you can
define network objects according to MAC address to make the rule application more
persistent against network configuration settings.

» To define a network object:

1. Select Network Objects in the Advanced page.

i 5] = ™ f
—um =) =
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Network Objects

A Metwork Object i & set of host names, IP addresses, or MAC addresses. Security rules can be applied to a
distinct LAM subnet using Metwork Objects.

Network Object Items Action

Add

Close
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2. To define a network object, click Add. The Edit Network Objects page displays.

: Zax — L. @ o
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Bl 'WIRELESS SETTINGS Wiy NETWORK FIREWALL FARENTAL COMTROLS ADVANCED SYETEM MOMNITORING
Main Edit Network Objects
Advanced .
Network Object
Lagout
Hescrpnon Global Object
Items
Item Action
Add
Apply Cancel
3. In the Description field, enter a name for the network object.

4. Click Add. The Edit Item page displays.
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Ml Edit ltem
Advanced
Logout i

$ netwark Ohject Type [ P Address T
P Address [D [D [D [D
Apply Cancel
5. Select the type of network object as IP address, IP subnet, IP range, MAC address,

host name, DHCP option, or protocol, and click Apply to save changes.

6. Repeat the above steps to create additional network objects.

7. When complete, click Apply to save changes.
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You can use Universal Plug and Play (UPnP) to support new devices without configuring or
rebooting your Gateway.

In addition, you can enable the automatic cleanup of invalid rules. When enabled, this
functionality verifies the validity of all UPnP services and rules every five minutes. Old and
unused UPnP defined services are removed, unless a user-defined rule depends on it.

UPnNP services are not deleted when disconnecting a computer without proper shutdown of
the UPnP applications, such as messenger. Services may often not be deleted and eventually
this leads to the exhaustion of rules and services, and no new services can be define. The
cleanup feature locates the invalid services and removes them, preventing services
exhaustion.

» To access this setting:

1. Select Universal Plug and Play in the Advanced page.

1T
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Universal Plug and Play

Universal Plug and Flay provides the ability for the router to have new UPnP supported devices connected
without having to reconfigure or reboot the router

UPRF Enabled

Enable Automatic Cleanup of Old Unused UPnP Services

Apply cancel

2. To enable UPnP and allow UPnP services to be defined on any network hosts,
select the UPnP Enabled check box.

3. To enable automatic cleanup of invalid rules, select Enable Automatic Cleanup
of Old Unused UPnP Services check box.

4. Click Apply to save changes.
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IGMP Proxy

You can configure IGMP proxy settings, as needed.

» To define the settings:

1. Select ICMP Proxy in the Advanced page.

A = = =5 al P
# 3 si &, = ok,
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i IGMP Proxy
IGMP Prosey
Interface Multicast Filtering
IGMP Proxy (Enable/Disable): [ Enahled M
Host Multicast Filtering
) Querier Configuration
ACL Multicast Filtering
Service Mutticast Filtering IGMP Version: [ 1eMPya i
L ogout
o Fast Leave: [ Disabled v
Robustness (>= 1): E
Query Interval (>= 1 second): [1 25
Query Response Interval (>= 1 second): [10
Client (Host) Configuration
Unsolicited Report Interval (1 to 25 seconds): [1
Persistent Join Interval (1 to 25 seconds): [10
Apply Cancel
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In the IGMP Proxy field, verify IGMP Proxy is enabled.

In the Querier Configuration section, define the following fields, as needed:

IGMP Version - select the IGMP Proxy version as IGMP, IGMPv2, or IGMPv3.
Fast Leave - activate or deactivate Fast.

Robustness - select the level of robustness by entering a number greater
than or equal to 1.

Query Interval - set the query interval in seconds. The interval must be
greater than or equal to 1.

Query Response Interval - set the query response interval in seconds. The
interval must be greater than or equal to 1.

In the Client (Host) Configuration section, define the following fields, as needed:

Unsolicited Report Interval - set the unsolicited report in seconds. The
interval must be between 1 and 25.

Persistent Join Interval - set the persistent join interval in seconds. The
interval must be between 1 and 25.

Click Apply to save changes.
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Port Forwarding Rules

You can view, modify, and delete port forwarding rules.
» To access the rules:

1. Select Port Forwarding Rules in the Advanced page.
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Main Port Forwarding Rules
Advanced - ) : )
Below is a list of currently configured Protocols that are implemented in the Wireless Broadband Router.

Logout
Protocols Ports Action
ETP TCP Any > 21 &%
HTTP TCP Any -» 80 > X
HTTFS TCP Any -» 443 >R
AP TCP Any -= 143 * X
L2TP UDP Any -= 1701 R
POP3 TCP Any -= 110 L.
Ping ICHWP Echio Request * X
SMTP TCP Any -» 25 > X
SMWP UDP Amy -= 161 * X
TETP UDPF 1024 - 653535 -» 69 R
Telnet TCP Any -= 23 * X
Traceroute UDP 32769 - 65536 -»> 33434 - 33523 L.
WoiceWing YolP Phone Service UDP Ay -= 83 R

UDP Ay -» 69
At g g B et g o TR A it ﬁw.ﬂﬁ%,-.‘h s i WP e
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2. To edit a protocol rule, click the Edit icon in the Action column. The Edit Service
page displays.

2, S - = (0]
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I¥faly Edit Service
Advanced
Logout ;
Service Name: |FTF‘ |
Service Description: | |
Server Ports
Protocol Server Ports Action
TICP Ay -= 21 >R
Add Server Ports
Apphy Cancel
3. Modify the Service Name and Service Description, as needed.
4. To modify the current protocol, click the Edit icon in the Action column.
5. To add server ports, click Add Server Ports.
6. Click Apply to save changes.
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Routing

You can configure the following settings:
e IPv6 — enables IPv6 support.
e Routing — manages the routing and IP address distribution rules.

e IP Address Distribution - adds computers configured as DHCP clients to the network

IPv6 Configuration Control

You can configure IPv6 on your wireless network.
» To configure IPv6:
1. Select IPv6 from the Advanced page.

MAIN YWIRELESS SETTINGS MY NETWORK FIREWALL  PARENTALCONTROLS — ADVAMCED  SYSTEM MONITORING
Main IPv6 Configuration Control
Advanced
1. Enable IPvE Support
Logout O Enabled & Disabled

2. Specify the method to be used to obtain your WAN IPv6 Address

IPv6 WWAN Configuration: [ DHCPVE

Obtain IPve DNS Server address automatically

Use the following IPve DWS Server addresses

3. Specify the method to be used to assign LAN IPvé addresses

1Py LAN Configuration: [ SpatalBss

LAM Prefix
LAM [PvE Link Local Address:

Router Advertisement Lifetime: [3 minutes (0-150)

Interfaces
Ethernet/Coax [PvE Enabled
5. 0GHz Wireless Access Point 1 1Pve Enabled
2 4GHz Wireless Access Point 2 IPve Enabled

Apply Cancel
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Enable IPv6 support.
Obtain IPv6 DNS Server address automatically or specify the server address.
Specify method for assigning LAN IPv6 addresses.

In the Interfaces section, select the enabled interfaces.

I T e

Click Apply to save changes.

You can view the routing and IP address distribution rules as well as add, edit, or delete the
rules.

» To view the rules:

1. Select Routing in the Advanced page.

AN — - = o ‘{,
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i :
s Routing
Advanced _ . ™ :
This page provides the ability to add, edit, or delete routing rules
Logout
Routing Table
Name Destination Gateway Netmask Metric Status Action
Mew Route

Routing Protocols

Internet Group Management Protocol (IGKP)

[ Domain Routing (add route entry according to interface from which DNS record is received)

Apply Cancel
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2. To add a new Gateway, click Add New Route.
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Route Settings

Hame: [ Metwork (Home/Office) v
Destination: [o [o [o [o
Netmask: s bas bss  Ess
Gateway: [o _ [o : [o . [o

hdetric: rﬂ—

Apply Cancel

3. Specify the following parameters:
= Name - select the network type.

= Destination - enter the destination IP of the destination host, subnet
address, network address, or default route. The destination for a default
route is 0.0.0.0.

= Netmask — enter the network mask. This is used in conjunction with the
destination to determine when a route is used.

= Gateway — enter the IP address of your Gateway.

= Metric — enter a measurement preference of the route. Typically, the lowest
metric is the most preferred route. If multiple routes exist to a specific
destination network, the route with the lowest metric is used.

4. Click Apply to save changes.
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You can easily add computers configured as DHCP clients to the network. The DHCP server
provides a mechanism for allocating IP addresses to these hosts and for delivering network
configuration parameters to the hosts.

For example, a client (host) sends a broadcast message on the network requesting an IP
address for itself. The DHCP server then checks its list of available addresses and leases a
local IP address to the host for a specific period of time and simultaneously designates this
IP address as taken. At this point, the host is configured with an IP address for the duration
of the lease.

The host can renew an expiring lease or let it expire. If it renews a lease, the host receives
current information about network services, as it did during the original lease, allowing it to
update its network configurations to reflect any changes that occurred since the first
connection to the network.

If the host wishes to terminate a lease before its expiration, it sends a release message to
the DHCP server. This makes the IP address available for use by other hosts.

The DHCP server performs the following functions:
e Displays a list of all DHCP host devices connected to your Gateway
e Defines the range of IP addresses that can be allocated in the network
e Defines the length of time the dynamic P addresses are allocated

e Provides the above configurations for each network device and can be configured
and enabled or disabled separately for each network device

e Assigns a static lease to a network computer to receive the same IP address each
time it connects to the network, even if this IP address is within the range of
addresses that the DHCP server may assign to other computer

e Provides the DNS server with the host name and IP address of each computer
connected to the network
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» To view a summary of the services provided by the DHCP server:

1. Select IP Address Distribution in the Advanced page.

() z et 5, = el
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sl IP Address Distribution
Advanced T — ; - ; 3

IP Address Distribution provides the ability to allocate IP addresses and configuration parameters to selected
| hosts
Logout
Name Service Subnet Mask Dynamic IP Range Action
Disabled . 4
Close Connection List

DHCP Server Settings

You can edit the DHCP server settings for a device.
> To edit the settings:

1. On the IP Address Distribution page, click the Edit icon in the Action column. The
DHCP Settings page opens with the device information displayed.

Verizon ER) = i 3, a8 + slls
T Al WIRELESS SETTINGS Ty METWORK FIREWALL FAREMNTAL COMTROLS ADVANCED SYSTEM MOMNITORING
Main DHCP Settings for
Advanced
Service
Logout
IP Address Distribution: [ v

Apply Cancel
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2. To enable the DHCP server, select DHCP Server in the IP Address Distribution
field.

Once enabled, the DHCP server provides automatic IP assignments (IP leases)
based on the preset IP range defined below.

3. To configure the DHCP server complete the following fields:

=  Start IP Address — enter the first IP address that your Gateway will
automatically begin assigning IP addresses from. Since your Gateway’s
default IP address is 192.168.1.1, the default start IP address should be
192.162.1.2.

= End IP Address — enter the last IP address that your Gateway will
automatically stop the IP address allocation. The maximum end IP address
range that can be entered is 192.168.1.254.

=  WINS Server — determines the IP address associated with a network device.

= Lease Time in Minutes- assigns the amount of time in minutes that each
device is assigned an IP address by the DHCP server when it connects to the
network.

When the lease expires, the server determines if the computer has
disconnected from the network. If it has, the server may reassign this IP
address to a newly-connected computer.

= Provide Host Name if Not Specified by Client — when activated, your
Gateway assigns a default name to the client, if the DHCP client has no host
name.

4. Click Apply to save changes.

DHCP Connections
You can view a list of the connections currently assigned and recognized by the
DHCP server. In addition, you can add a new connection with a fixed IP address.

Note: The fixed IP address of a device is assigned to the MAC address of the
network card installed on the network computer. If this network card is replaced,
you must update the device entry in the DHCP Connections list with the MAC
address of the new network card.

» To view a list of computers:

1. Onthe IP Address page, click Connection List.
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Main DHCP Connections

Advanced

Logout ; i
) Host Ik Fhysical Leage Connection Name  Status Expires

Name Address Address Type In Action

@

Static [Metwork Expired
[Home/Office)

L3

Static Metwork Expired
(Horme/Office)

@

Static etk Expired
[Home/Office)

4

Static etk Expired
(Horme/Office)

Static etk Expired
(Home/Office)

4

Static etk Expired
{Home/Office)

L2

Static Metwark Expired
(Home/Office)

L3

Static Metwaork Expired
(Home/Office)

X Xo Xo Ao Xv X Xv XD
L ]

Add Static Connection

Fress the Refresh button to update the data.
Close Refrash

2. To define a new Static Connection with a fixed IP address, click Add Static
Connection.
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Maln DHCP Connection Settings
Advanced
Logout Host Mame: [new—hust
IP Address: [D [D [D [D
MAC Address: rDD_[DD_ [DD_[DD_[DD_[DD_
Apply Cancel
3. Enter the host name.
4. Enter the fixed IP address to be assigned.
5. Enter the MAC address of the network interface of the computer used with this
DHCP static connection.
6. Click Apply to save changes.
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Firmware Upgrade

You can perform the following functions:
e Firmware Upgrade — upgrades using the Internet or a local computer.

e Firmware Restore — rollbacks your firmware to a previous version.

Your Gateway offers a built-in mechanism for upgrading or restoring its firmware without
losing custom configuration and settings.

You can use either of the following methods:

e Upgrading from the Internet — upgrades your Gateway’s firmware by remotely
downloading an updated software image file.

e Upgrading from a local computer — use a software image file pre-downloaded to the
computer’s disk drive for upgrades

» To upgrade the firmware:

1. Select Firmware Upgrade in the Advanced page.
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Firmware Upgrade

Yisit TODO_URL for upgrade support, updrade options and information.

Logout Current version: 0.11.19-cdkennedy_08-11-2013_00:04_d1eaddd

Upgrade From the Internet

[ Automatically check and notity via email b
Check every |24 minutes at URL [_http:Hgreenwavereality.wmmrmware
Check Mow
Status: Ok

Internet Version: 0.11.18-dkennedy_08-11-2013_00:04_d1e858d9
Force Upgrade

Upgrade From a Computer in the Network

L
[ =

Select an updated Wireless Broadband router firmware file from a computer's hard drive or CO on the
netwaork.

Upgrade Mow
Press the Refresh button to update the status

Appby Cancel Refresh

2. Select either Upgrade from the Internet or Upgrade from a Computer in the
Network.

Automatically Upgrade from the Internet

» To automatically upgrade:
1. Select from the following options in the Firmware Upgrade page:

=  Automatically Check for New Version and Upgrade Wireless Broadband
Gateway — enter the period of time and URL at which to receive the upgrade.
Your Gateway checks each time interval for an upgrade and, if an upgrade is
available, upgrades the firmware.

=  Automatically Check for New Version and Notify via Email — enter the
period of time and URL at which to receive the upgrade. Your Gateway
checks each time interval for an upgrade and, if an upgrade is available,
sends an email to the email address listed in the System Settings.

= Automatically Check Disabled — Your Gateway does not automatically check
for firmware upgrades. You must manually upgrade the firmware.
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2.

Click Apply to save changes.

Manually Upgrade from the Internet

» To manually upgrade:

1.
2.

Click the Check Now button in the Firmware Upgrade page.
If a new version is available, click Force Upgrade. A download process begins.

When completed, a confirmation page displays, asking whether to upgrade to
the new version.

Click Apply to save changes. The upgrade process begins and should require no
more than a minute to complete the process.

When the upgrade process completes, your Gateway automatically reboots. The
new firmware runs, maintaining any custom configurations and settings.

Upgrade from Local Computer

Only use files with a rmt extension when performing the firmware upgrade procedure.

» To upgrade from a local computer:

1.

To utilize the Upgrade from a Computer in the Network option, first obtain a
valid firmware image (file) for your Gateway.

In the Upgrade from a Computer in the Network section of the Firmware
Upgrade page, click Browse to locate the downloaded firmware file and click
Open.

Click Upgrade Now to begin the update process. The Firmware Upgrade in
process page displays.

When the upgrade process completes, your Gateway automatically reboots. The
new firmware runs, maintaining any custom configuration and settings.

Firmware Restore allows you to undo changes to your Gateway and restore previous
settings. For example, you can use firmware restore if a firmware update does not fit your

needs.

» To restore firmware to a previous version:

1. Select Firmware Restore in the Advanced page.
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Main Firmware Restore
Advanced i
Welcome to Firmware Restore
Logaut ¥0U can use Firmware Restore to undo changes to your Wireless Broadband Router and restore its settings

and performance. Firmware Restore returns your Wireless Broadband Router to an earlier loaded firmware and
its configuration file.

This is useful if the firmware you downloaded does not fit your needs.
Any change Firmware Festore makes to your Wireless Broadhand Router is completely reversible

Active Firmware

WErsion

Backup Firmware
WErsion

Configuration File Yalid To

Do you want to Restore Firmware?

Restore Backup Firmware Cancel

2. Click Restore Backup Firmware.
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Date and Time

You can configure the following settings:
e Date and Time Settings — sets the time zone and enables automatic time updates.

e Scheduler Rules — limits the activation of firewall rules to specific time periods.

You can set the time zone and enable automatic time updates.
> To configure the settings:

1. Select Date and Time in the Advanced page.

A —_ L = N f, l
(3] 3 st Y, = ele
hAIR WIRELESS BETTINGS WY WETWORK FIREWALL PAREMTAL CONTROLS ADWANCED SYETEM MOMNITORING
Maln .
kil Date and Time
Advanced o
Localization
Logout
Local Time Mow 10, 2013 18:45:45
Time Zone:

[ Eastern_Time (GMT-05:00) |»

Automatic Time Update

Enabled
Praotocol: Metwork Time Protocol (MTR)
Time Server Action
0.north-america.pool.ntp.org FR
1.north-america.pool.ntp.org * R
Add
Status Got time update from server. Last update: Sun Nowv

10 17:22:39 2013

Press the Refresh button to update the status.

Apply Cancel Clock Set Refresh
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2. Select the local time zone. Your Gateway automatically detects daylight saving
times for selected time zone.

3. In the Automatic Time Update section, select the Enabled check to perform an
automatic time update.

4. Define the time server addresses by clicking Add. The Time Server Settings page

displays.
e — = = m f &
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MAIN WIRELESS SETTINGS MY HETWORK FIREWALL  PARENTAL CONTROLS  ADVANCED  SYSTEM MONITORING

Date and Time

Localization

Local Time: Mow 10, 2013 18:45:45

5. Enter the IP address or domain name of the time server, then click Apply to save
changes.

Scheduler rules are used for limiting the activation of firewall rules to specific time periods.
The time periods are either for days of the week or for hours of each day based on activity
or inactivity.

» To define a rule:
1. Verify that the date and time of your Gateway is correct.

2. Select Scheduler Rules in the Advanced page.
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Scheduler Rules

week, or for hours of each day

Scheduler rules are used for limiting the activation of firewall rules to specific time periods, either for days of ths

Rule Name Settings Status Action
Add
Close Refresh
3. Click Add. The Set Rule Schedule page displays.
A e L o J’
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IAIN WIRELESS SETTINGS WY NETWORK FIREVWALL PAREMNTAL CONTROLS ADVANCED SYSTEM MOMITORING
Maln Set Rule Schedule
Advanced
Logout "
RUIE Hames [Scheduler Rule
Rule Settings
@ Rule will be Active at the Scheduled Time
¢ Rule will be Inactive at the Scheduled Time
Rule Schedule Action
Add Fule Schedule

Apply Cancel
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WAL

Enter the name of the rule.

In the Rule Settings section, specify if the rule is active at the scheduled time or
inactive at the scheduled time.

Click the Add Rule Schedule. The Edit Rule Schedule page displays.

= - 5 a) P §
O Err v = [] 9
WIRELEES SETTINGS WY NETWORK FIREWALL PAREMTAL CONTROLS ADVARNCED SYSTEM MOMITORING

10.

Edit Rule Schedule

Days of Week

O monday

O Tuesday

O wednesday

O Thursday

O Friday

[ Saturday

O Sunday

Hours Hange

Start End Action

Mew Hours Range Entry

Apply Cancel

Select the active or inactive days of the week.
To define a new active or inactive hourly range, click New Hours Range Entry.
Enter the start and end time, then click Apply to save changes.

Click Apply again to save the rule schedule.
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Configuration Settings

You can configure the following configuration settings:
e Configuration File — used for file backups and restoring configuration files
e System Settings — configures various system and management parameters

e Port Configuration — sets up Ethernet ports

You can use the Configuration File functionality to view, save, and load configuration files.
These files are used to backup and restore the current configuration of your Gateway.

Only configuration files saved on a specific Gateway can be applied to that Gateway. You
cannot transfer configuration files between Gateways.

WARNING! Manually editing a configuration file can cause your Gateway to malfunction or
become completely inoperable.

> To save or load the configuration file:

1. Select Configuration File.

\em A = - & fa] i
verizon . smw — ] '_ |
MAIN WIRELESS SETTINGS M METWORK FIREWALL  PARENTALCOMTROLS — ADVWANGED  SYSTEMMONTORING

Configuration File

Use the Router's Configuration File feature to view, save, and load configuration files, which are used to
| EE AL backup and restore the Router's current configuration

To Save the Router's current configuration in your hard drive, click the "Save Configuration File" button.

Save Configuration File

To Load a previously saved configuration file, click the "Load Configuration File" button.

MOTE: Loading a previously saved configuration file, will overwrite the current configuration of the router.

Load Configuration File

Close
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2. To save the current configuration to a file, click Save Configuration File. The
configuration file is saved to you web browser’s download folder.

3. Toload a previously saved configuration file, click Load Configuration File.

Browse to the location of the file, then click Apply to begin the configuration

uploading process. Your Gateway will automatically restart with that
configuration.

You can configure various system and management parameters.

» To configure system settings:

1. Select System Settings in the Advanced page.

AN WIRELESS SETTINGS MY METWORK FIREWALL PAREMTAL COMTROLS ADVANCED SYSTEM MONITORING
Main System Setlings
Advanced
Router Status
L ogout

Wyireless Broadband Router's Hostname:

[bnra

Local Domain:

[hnme WErZon.com
Wireless Broadband Router

Automatic Refresh of System Monitoring WWeb Pages

Prompt for Password YWhen ACcessing via LAN

warn User Before Configuration Changes

Session Lifetime Seconds
G00

Configure number of concurrent users that can be logged into the [ 5
router:

Remote Administration

Management Application Ports

Primary HTTP Management Port

Secondary HTTP Management Part

8080
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In the Router Status section, configure the following:

= Wireless Broadband Route’s Hostname — enter the host name or URL
address of your Gateway. Both names are the same.

= Local Domain — enter the local domain of the network.

In the Wireless Broadband Router section, configure the following by selecting
the check box:

=  Automatic Refresh of System Monitoring Web Pages — activates the
automatic refresh of system monitoring web pages.

=  Prompt for Password when Accessing via LAN — causes your Gateway to ask
for a password when trying to connect to the network.

= Warn User Before Configuration Changes — activates user warnings before
network configuration changes take effect.

In the Session Lifetime field, specify the length of time required before
reentering a user name and password after your Gateway has been inactive.

In the Configure a Number of Concurrent Users field, select the number of users
that can access your Gateway at any time.

Select Remote Administration to configure the remote administration to your
Gateway.

In the Management Application Ports section, change the primary and
secondary HTTP management ports.

In the System Logging section, configure the following system log options:
= Enable Logging — activates system logging.

= Low Capacity Notification Enabled — activates low capacity notification. This
works in conjunction with the Allowed Capacity before Email Notification
and System Log Buffer Size.

= Allowed Capacity before Email Notification — specify the capacity before an
email notification is sent.

= System Log Buffer Size — specify the size of the system log buffer.

= Remote System Notify Level — specify the type of information, such as none,
error, warning, and information, received for remote system logging.
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System Logging

Enable Lagging
[¥] Low Capacity Motfication Enabled

Allowed Capacity Before Email Motification : o,

System Log Buffer Size: [_ KE
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Remote System Naotify Level: I NOne 3
Security Logging
[ Low Capacity Notification Enabled
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Security Log Buffer Size: h KB
16

Remote Security Notify Level: I f— 3
Auto WAN Detection
DHCP Timeout: %0 Seconds
Ay Cancel
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7. In the Security Logging section, configure the following security logging options:

= Low Capacity Notification Enabled — activates low capacity notification. This
works in conjunction with the Allowed Capacity before Email Notification
and System Log Buffer Size.

= Allowed Capacity before Email Notification — specify the capacity before an
email notification is sent.

= System Log Buffer Size — specify the size of the system log buffer.

= Remote System Notify Level — specify the type of information, such as none,
error, warning, and information, received for remote system logging.

8. Inthe Auto WAN Detection section, specify the DHCP timeout.

9. Click Apply to save changes.

Ethernet port configuration allows you to set up the Ethernet ports as either full- or half-
duplex ports, at either 10 Mbps, 100 Mbps, or 1000 Mbps.

» To configure the ports:

1. Select Port Configuration in the Advanced page.

= L] § 2 al.
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hAIR WIRELESS SETTINGS WY NETWORK FIREWALL PARENTAL COMTROLS ADYARCED SYSTEM MONTORING

Ethernet Port Configuration

Port Speed & Duplex Status

WAN Fort 100 Full-Duplesx (Auto e Connected

LAM Port 1 1000 Full-Duplex [Auto =z Disconnected

LA Port 2 1000 Full-Duplex (Auto b Disconnected

LA Port 3 100 Full-Duplex [Auto 7 Connected

LAN Port 4 100 Full-Duplesx (Auto F: Disconnected
Apply Cancel
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2. To emulate the speed and duplex configuration of the port with which it’s
communicating, select Auto or select the port speed and duplicity.

3. Click Apply to save changes.
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Chapter 9

Monitoring your Gateway

System Monitoring displays system information, including basic settings, system log, key
network device parameters, and network traffic statistics.

Gateway Status

You can view the basic settings of your Gateway.

» To view the basic settings:

1. Select System Monitoring in the Main menu. The Router Status page displays.
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WIRELESS SETTINGS MY METWORK FIREWALL PAREMNTAL COMTROLS ADVANCED SYSTEM MONITORING

lain
Router Status
Advanced Status

Laogout

Router Status

Ul Version:

Firmware Version

Model Name:

Hardware Version:

Serial Number:

Physical Connection Type:
EBroadband Connection Type:
Eroadband Connection Status:
Eroadband IP Address:
Subnet Mask:

Eroadband MAC Address:
Default Gateway:

DNS Server:

Broadband IPvé Address:
Active Status (Router Has Been Active For):

NATs Supported (Max):

0.1.28
0.11.19-dkennedy_08-11-2013_00:04_d1e55d9
BHR4

1
GM159-1155-00052
Ethernet

DHCP

Connected
192.168.1 .69
205.255.2550
o4:29: 28 00:88:70
192.168.1.254

192.166.1.254, 0.0.0.0

T hours, 52 minutes

30,000

Close Automatic Refresh Cn Refresh
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2. Torefresh the page, click Refresh.

3. To continuously refresh the page, click Automatic Refresh On.

Advanced Status

You can view the details and status of:
e System Logging
e Full Status/System wide Monitoring of Connections
e Traffic Monitoring

e Broadband Monitoring

» To view the advanced status:
1. Select Advanced Status. A warning page displays.
2. Click Yes. The Advanced Status page displays.

oo = P ¥, = + ok,
MAIN WIRELESS SETTINGES MY NETWORK FIREWALL PAREMNTAL COMTROLS ACMAMCED SYSTEM MONITORIMG
Main Advanced Status
Router Status
Click on the link you wish to view
A ced Status NOTE: Only advanced technical users should use this feature.

Ladaut System Logging

& Full Status/system wide Monitoring of Connections
Traffic Monitoring
Bandwidth Monitoring

3. Toview the details of the listed monitoring options, click the link.
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System Logging

System logging provides a view of the most recent activity of your Gateway. In addition, you
can view additional logs, such as the security, advanced, firewall, WAN, DHCP, and LAN

DHCP.

» To view the system log:

1. Inthe Advanced Status page, click the System Logging link.
PN — = fal J,
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MAIN WIRELESS SETTINGS W NETWORK FIREWALL PAREMNTAL COMTROLS ALHANCED SYSTEM MOMITORING
Main System Log
Systemn Log
[] Enahble Logging Close Clear Log Save Log Refresh
Security Log
Advanced Log . Event Event .
Time SEuTeE Level Details
Firewall Log
Mov 7 23:27:19 dhcped[877] info wersion 6.0.5 starting
WAN DHCP Log 2013
LAN DHCP Log Nov 7232715 dhopod[B77] info eth1: soliciting a DHCP lease
2013
Logout _
Mow 7 23:27:15 dhcped[877] info eth1: offered 10.0.7.152 from 10.0.7 1
2013
Mow 7 23:27:15 dhcped[877) info eth1: leased 10.0.7.152 for 7200 seconds
2013
Mov 7 23:27:.19 dhcped[877] info eth1: adding host route to 10.0.7.152 vig 127.0.0.1
2013
Wow 7232715 dhoped[877] info eth1: adding route to 10.0.7.0/24
2013
Moy 7 23:27:15 dhcped[877] info eth1: adding default route via 10.0.7 .1
2013
Moy 7 23:27:29 ntpd[1426] info System clock updated by ntpd from 2013-11-07 232729 to
e B 0 B A A a8tk pn D[] ] Bl Ll B RN e et g s e et

A e, i g gt i A A ot o)

To monitor a specific feature, click the link in the System Log menu in the left

column.

To enable logging, select the Enable Logging check box to monitor that

functionality.

To update the data, click Refresh.
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Full Status/System wide Monitoring of Connections

You can view a summary of the monitored data collected for your Gateway.

> To view your Gateway’s full system status:

1. Inthe Advanced Status page, click Full Status/System wide Monitoring of
Connections.
Vorizon ) = P ¥z, S als
hlAIN WIRELESS BETTINGE ' METYWORK FIREYWALL PAREMTAL CONTROLS ADVANCED SYSTEM MOMITORING
ain o % x =
Main Full Status/System wide Monitoring of Connections
Router Status
Advanced Status Marne Metwark Ernadhand 5 0GHz Wireless 2 4GHz Wireless  Ethemet/Coax
(Home/Office] Connection Access Point 1 Access Point 2
Logout [Ethernet/Coax)
Status Connected Connected Connected Connected Connected
Metwark Metwark Broadband Metwark Metweark Metweark
(Home/Office) Connection (Home/Office) (Home/Office) (Home/Office)
Underlying  5.0GHz Wireless
Device Access Point 1
2.4GHz Wireless
Access Point 2
Ethernet/Coax
Connection  Bridge Bridge Wireless 80211 Wireless BO2.11 Ethernet/Coax
type 24GHz Access 5.0GHz Access
Foint Faint
MAC d4:29:28:00:86:71  d4:89:28:00086:70  d4:83:28:00:86:72  d4:83:28:00:86:73  d4:a9:28:00:86:71
Address
IF Address 15216811 192.168.1.69
Subnet 255:255:255.0 255 255:2551
ask
Default 192.168.1.254
Gateway
DNS 192.168.1.254
Server 0.0.0.0

2. To modify the connection properties, click the individual connection links.

3. To refresh the page, click Refresh.

4. To continuously refresh the page, click Automatic Refresh On.
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Traffic Monitoring

Your Gateway continually monitors traffic in the local area network and between the local
network and the Internet. You can view up to the second statistical information about data
received from and transmitted to the Internet as well as data received from and transmitted
to computers in the local network.

> To view the traffic monitoring data:

1. Inthe Advanced Status page, select Traffic Monitoring.
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4

ADYVANCED SYETEM MONITORING

Tlain

Router Status
Advanced Status Marne
Logout
Status
Metwark

Underlying
Device

Connection
type
IF Address

Recered
Packets

Sent
Packets

Received
Bytes

Sent Bytes

Receive
Errors

Traffic Monitoring

Metaork Eroadband

{Home/Office) Cannection
(Ethernet/Coax)

Connected Connected

Metwork Broadband

(Home/Office) Connection

5.0GHzZ

Wireless

Access Point 1

2.4GHz

Wireless

Access Point 2

Ethernet/Coax

Bridge Bridge

192.168.1.1 192.168.1.69

12349 12349

10454 10494

2. To refresh the page, click Refresh.

5.0GHz Wireless  2.4GHz Wireless — Ethernet/Coax
Access Point 1 Access Point 2

Connected Connected Connected
Metwark Metwork Metwark
(Home/Office) [Home/Orfice) (Home/Orffice)
YWireless 802.11 Wireless 802.11 Ethernet/Coax
24GHz Access 9.0GHz Access

Paint Paint

0 0 i

0 0 a

3. To continuously refresh the page, click Automatic Refresh On.
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Bandwidth Monitoring

You can view and monitor the recorded bandwidth usage measured in Kbps.

» To view the bandwidth:

1. Inthe Advanced Status page, select Bandwidth Monitoring.
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hain Bandwidth Monitoring
Router Status
Advanced Status Last 1 2 3 4 5 6 7 8
Minute Minute Minutes Minutes Minutes Minutes Minutes Minutes Minutes
Logout
T# Rate
Rx Rate

LastHour 1 Hour 2Hours 3 Hours 4Hours 5Hours 6 Hours 7 Hours 8 Hours
Tx Rate

Rx Fate

Close Automatic Refresh On Refresh

2. To refresh the page, click Refresh.

3. To continuously refresh the page, click Automatic Refresh On.
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Chapter 10 Troubleshooting

This chapter lists solutions for issues that may be encountered while using your Gateway as
well as frequently asked questions.

Note: The advanced settings should only be configured by experienced network technicians
to avoid adversely affecting the operation of your Gateway and your local network.

Troubleshooting Tips

Accessing your Gateway if you are locked out

If your Gateway connection is lost while making configuration changes, a setting that locks
access to your Gateway’s GUI may have inadvertently been activated.

The common ways to lock access to your Gateway are:
e Scheduler

If a schedule has been created that applies to the computer over the connection
being used, your Gateway will not accessible during the times set in the schedule.

e Access Control

If the access control setting for the computer is set to block the computer, access to
your Gateway is denied.

To gain access, restore the default settings to your Gateway.

Restoring your Gateway’s default settings

There are two ways to restore your Gateway’s default settings. It is important to note that
after performing either procedure, all previously save settings on your Gateway will be lost.

e Using the tip of a ballpoint pen or pencil, press and hold the Reset button on the
back of your Gateway for three seconds.

e Access the GUI and navigate to the Advanced Settings page. Select the Restore
Defaults option. After saving your configuration, if desired, click the Restore
Defaults button. For additional details, refer to the Restore Defaults section of this
guide.
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LAN connection failure
To troubleshoot a LAN connection failure:

e Verify your Gateway is properly installed, LAN connections are correct, and that the
Gateway and communicating network devices are all powered on.

e Confirm that the computer and Gateway are both on the same network segment.

If unsure, let the computer get the IP address automatically by initiating the DHCP
function, then verify the computer is using an IP address within the default range of
192.168.1.2 through 192.168.1.254.

If the computer is not using an IP address within the correct IP range, it will not
connect to your Gateway.

e Verify the subnet mask address is set to 255.255.255.0.

Timeout error occurs when entering the URL or IP address

Verify the following:

All computers are working properly.

IP settings are correct.

Gateway is on and connected properly.

Gateway settings are the same as the computer.

Front Lighted Indicators

Flash Speed
e Slow flash — Two times per second
e Fast flash — Four times per second

Power/Internet Light

e Slow flash white Gateway is starting

e Solid white Gateway is powered on and connected to the Internet
e Slow flash red Gateway has malfunctioned

e Solid red Unable to connect to the Internet

e Fast flash red Gateway is overheating. Please verify your Gateway is

upright and has sufficient ventilation
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Wireless Light

e Solid white

Wi-Fi is on

Additional Functions when pressing WPS button:

e Slow flash white

e Fast flash white

e Solid white

e Fast flash red

Rear Lighted Indicators

Flash Speed

When the WPS button is pressed, the Wireless Light
slowly flashes white, while waiting for a WPS device to
connect. This can require up to two minutes.

When a device begins connecting to the Gateway using
WPS, the Wireless Light fast flashes white for two
seconds as establishing connection.

When a device successfully completes its WPS
association to the Gateway, the Wireless Light returns to
solid white.

If an error occurs during Wi-Fi Protected Setup, the
Wireless Light flashes red rapidly for two minutes.

e Slow flash — Two times per second

e Fast flash — Four times per second

WAN Ethernet
e Unlit
e Solid green

e Fast flash green -

LAN Ethernet — Upper LED
e Unlit
e Solid green

e Fast flash green

Indicates no Ethernet link
Indicates a network link

Indicates network activity. The traffic can be in either
direction.

Indicates no 1 Gbps link
Indicates 1 Gbps link

Indicates LAN activity. The traffic can be in either
direction.
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LAN Ethernet — Lower LED

e Unlit Indicates no 10/100 Mbps link
e Solid green Indicates 10/100 Mbps link
e Fast flash green Indicates LAN activity. The traffic can be in either
direction.
LAN MoCA
e Unlit Indicates no MoCA network connection to the device

e Solid green Indicates network link

WAN MoCA

e Unlit Indicates no link to the upstream MoCA device

e Solid green Indicates network link
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Frequently Asked Questions

I’'ve run out of Ethernet ports on my Gateway. How do | add more computers or devices?
Plugging in an Ethernet hub or switch expands the number of ports on your Gateway.

e Run a straight-through Ethernet cable from the Uplink port of the new hub to the
Gateway.

Use a crossover cable if there is no Uplink port/switch on your hub, use a crossover
cable.

e Remove an existing device from the yellow Ethernet port on your Gateway and use
that port.

How do | change the password on my Gateway GUI?
To change the password:
1. Onthe Main screen, select Advanced, then select Users.
2. Inthe Users page, select Admin. The User Settings page displays.

3. Inthe General section, change the password.

Is the wireless option on by default on my Gateway?

Yes, your Gateway’s wireless option is activated out of the box.

Is the wireless security on by default when the wireless option is activated?

Yes, with the unique WPA2 (Wi-Fi Protected Access Il) key that is printed on the sticker on
the side of your Gateway.

Which connection speeds does your Gateway support?

The Ethernet WAN Internet connection supports 100 Mbps. The LAN Ethernet connections
support 10/100/1000 Mbps. The 802.11ac wireless connection supports up to 1300 Mbps
and the 802.11n supports up to 450 Mbps, depending on signal quality. The MoCA 2.0
connection supports 700 Mbps.

Are your Gateway’s Ethernet ports auto-sensing?

Yes. Either a straight-through or crossover Ethernet cable can be used.
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Can | use an older wireless device to connect to your Gateway?

Yes, your Gateway can interface with 802.11b, g, n, or ac devices. Your Gateway can be
setup to handle only n wireless cards, g wireless cards, b wireless cards, or any combination
of the three.

Can my wireless signal pass through floors, walls, and glass?

The physical environment surrounding your Gateway can have a varying effect on signal
strength and quality. The denser the object, such as a concrete wall compared to a plaster
wall, the greater the interference. Concrete or metal-reinforced structures experience a
higher degree of signal loss than those made of wood, plaster, or glass.

How do I locate the IP address that my computer is using?

In Windows 7, click the Windows button and select Control Panel, then click View Network
Status and Tasks. In the next window, click Local Area Connection. In the Local Area
Network Connection Status window, click Details.

On Mac OS X, open System Preferences and click the Network icon. The IP address displays
near the top of the screen.

My computer cannot connect to the Internet using MoCA. What should | do?

A computer cannot be connected directly using a MoCA cable. It must go through a NIM to
connect. The NIM converts the MoCA signal to an Ethernet signal the computer can
understand.

First, check the connection and verify all cables are connected correctly. Then verify the
NIM is still connected and check the Ethernet connection to the NIM from the computer.

| used DHCP to configure my network. Do | need to restart my computer to refresh my IP
address?

No. In Windows 7, unplug the Ethernet cable or wireless card, then plug it back in.

I cannot access your Gateway GUI. What should | do?

If you cannot access the GUI, verify the computer connected to your Gateway is set up to
dynamically receive an IP address.

I have a FTP or web server on my network. How can | make it available to users on the
Internet?

For a web server, enable port forwarding for port 80 to the IP address of the server. Also,
set up the web server to receive that port. Configuring the server to use a static IP address is
recommended.
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For a FTP server, enable port forwarding for port 21 to the IP address of the server. Also, set
up the web server to receive that port. Configuring the server to use a static IP address is
recommended.

How many computers can be connected through my Gateway?

Your Gateway is capable of 254 connections, but we recommend having no more than 45
connections. As the number of connections increase, the available speed for each computer
decreases.
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Chapter 11 Specifications

The specifications for your FiOS Quantum Gateway are as follows. This includes standards,
cabling types, and environmental parameters.

Note: The specifications listed in this chapter are subject to change without notice.

General

Model Number
Model: Fi0OS-G1100

Standards
IEEE 802.3x, 802.3u
IEEE 802.11b/g/n/ac

IP versions 4 and 6

MoCA
MoCA WAN: 1350 — 1675 MHz and 975 - 1025 MHz
MoCA LAN: 1125 -1225 MHz

Speed
Wired WAN
Wired LAN Ethernet: 10/100/1000 Mbps auto-sensing
Wireless LAN:
802.11b —up to 11 Mbps
802.11g — up to 54 Mbps
802.11n — up to 450 Mbps
802.11ac — up to 1300 Mbps
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Cabling Type
Ethernet 10BaseT: UTP/STP Category 3 or 5
Ethernet 100BaseT: UTP/STP Category 5
Ethernet 1000BaseT: UTP/STP Category 5e

Firewall

ICSA certified

LED Indicators

Front Panel

Power/Internet, Wi-Fi

Rear Panel

WAN Coax, LAN Coax, WAN Ethernet, and LAN Ethernet [4]

Environmental Parameters

Dimensions and Weight
FiOS Quantum Gateway (unit only)
Size: 1.87” width x 10” height x 7.4” depth
Weight: 1.56 |bs / 0.71 kg
Complete System (including packaging)
Size: 9.88” / 251 mm width x 3.90” / 99 mm height x 9.57” / 243 mm depth
Weight: 2.63 |bs / 1.19 kg

Power

External, 12V DC, 3.0A

Certifications

FCC Part 15, UL 60950-1

Page 130



Operating Temperature

10° Cto 40° C (50° F to 104° F)

Storage Temperature

-20° Cto 85° C (-4° F to 185° F)

Operating Humidity

8% to 95% (non-condensing)

Storage Humidity
5% to 100% (non-condensing)
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Chapter 12 Notices

This chapter lists various compliance and modification notices, as well as the NEBS
requirements and GPL.

Regulatory Compliance Notices

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates, uses, and can radiate radio frequency energy and, if not installed and
used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a
particular installation.

If this equipment does cause harmful interference to radio or television reception, which
can be determined by turning the equipment off and on, the user is encouraged to try to
correct the interference by implementing one or more of the following measures:

e Reorient or relocate the receiving antenna
e Increase the separation between the equipment and receiver

e Connect the equipment to an outlet on a circuit different from the one to which the
receiver is connected

e Consult the dealer or an experienced radio or television technician for help

The FCC requires the user to be notified that any changes or modifications made to this
device that are not expressly approved by GreenWave Reality, Inc., may void the user’s
authority to operate the equipment.

Declaration of conformity for products marked with the FCC logo — United States only.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions:

e This device may not cause harmful interference

e This device must accept any interference received, including interference that may
cause unwanted operation
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Note: To comply with FCC RF exposure compliance requirements, the antenna used for this
transmitter must be installed to provide a separation distance of at least 28 cm from all
persons and must not be co-located or operating in conjunction with any other antenna or
transmitter.

For operation within the 5.15 ~ 5.25 GHz frequency range, this device is restricted to indoor
environments. This device meets all the other requirements specified in Part 15E, Section
15.407 of the FCC Rules.

For questions regarding your product or the FCC declaration, contact:

GreenWave Reality, Inc
39 Parker, suite 100, Irvine, CA — 92618
USA
tel: +1 714 805 WAVE (9283)

email: na@greenwavereality.com

The coaxial cable screen shield must be connected to the Earth at the building entrance per
ANSI/NFPA 70, the National Electrical Code (NEC), in particular Section 820.93, “Grounding
of Outer Conductive Shield of a Coaxial Cable,” or in accordance with local regulation.

Warning! The WAN Coax Port is intended for connection to Verizon FiOS only. It must not be
connected to any exterior or interior coaxial wires not designated for Verizon FiOS.
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This product includes software code developed by third parties, including software code

subject to the enclosed GNU General Public License (GPL) or GNU Lesser General Public
License (LGPL).

The GPL Code and LGPL Code used in this product are distributed WITHOUT ANY WARRANTY
and are subject to the copyrights of the authors, and to the terms of the applicable licenses
included in the download. For details, see the GPL Code and LGPL Code for this product and
the terms of the GPL and the LGPL.
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