ZSeriallink

SLK-R680-WIFI
Industrial Wific Router
User Manual



%Sﬂriﬂ"i“k@ SLK-R680-WIFI Industrial WIFI6 Router

Chapter

1.1

1.2

Chapter

2.1

2.2

2.3

2.4

2.5

2.6

2.7

2.8

2.9

Chapter

catalog
LI oo 1o T 5
[ =T 0 T= LI 011 (0] =S oo T 11 T NN oI 5
(IoTo] LT ] 118 ] =] 1T0] a TN o = o SRS 7
P N oY (o T Y=Y 11 o Vo TR SO SO 8
Change the 10gin PAge A0drESS .......iiiiiuiiiiiii ittt e e e e et e e e e e aba s e e e e e et s eeanaaees 8
L NS T=Y 1T o e S 9
P B o O T [o YT SR 9
A e o PPN 9
P T - 1o BE=o o | =TT PSR 9
2.2.4 As lan (convert WAN port t0 LAN POM) ..ocoiiiiiiiieiiiiiiieeeeeeeeeeeeeeeeeeeeeeeevv e e e e e e e eaee e 10
D] (O 7= 1 (1o 10
WIFT ACCESS POINMT .....eiiiiteee ittt ie e b e ettt e sttt et e e s sabe e e e b bt e e e abe e e e ambe e e s aneeeesbeeeesnbeeeeanbeeeennee 11
AL B O 1= o Q] T o 1= USSR 13
L B YT =Y ] (=Y O U PR 15
2.6.1 Change the 10Cal 1P A@ddreSs ........cciiiiiiiiiiiiiiiie ettt e e e e e e e e e e 15
2.6.2 Connect to the Main WIrEleSSs AP .......c.ciiiiiiiiiiiie e 16
2.6.3 DiSADIE DHOCP ...ttt e e e e e e et e e e e e e ar e e e e ren e aaes 17
L34 T= Y =TT oo T | PRSP 17
T2 Lo 3o AP 17
DT o T L7 1= SRR 20
R 1= =T o Yo BN o o1 To= Y o] o T 21

WEB : www.seriallink.net e-Mail : info@seriallink.net



http://www.seriallink.net
mailto:info@seriallink.net

%Seriﬂ"i“k@ SLK-R680-WIFI Industrial WIFI6 Router

3.1 FIrewall 0N @nd Off ..eeeiieieie ettt ettt e e s ab e e e b e e e e e e e nbe e e sneeas 21
T L PP 21
R T o A o] = (o PRSPPSO 22
R =1 =oAL I USROS 24
I B L o) L= N T RO PPR TP 24
I 1 1= o) G N ] SRR VSRR 26

N o T 1Y o 27
T T B 07 [ T=Yod S (o T i 1= 27
3.5.2 Add TCP PrOXY PrOtOCOI...ccuuuuueuusieieesiiieeieeeiirreeiebassesnsnssesssseeseserrrreesessssssssssssassessessssermmeee 31
3.5.3 Add STCP ProxXy RUIES ......cceeveuuietitiiiesiiineeeesieeeirreeresssssssseeeeeesseerrrrressssssasasreeseeens 33
3.5.4 Add UDP PrOXY RUIES ...uuuuiieiiieiiiiiieeeiiieeeeeessinnasssessssesssereereesssssssssssssssssssseessserrmressesssnsnnns 38
3.5.5 Add HTTP PrOXY RUIES ....uuuuiiiesiiiei i e iiiiieieeetitieesse s s e e e e e eeeseeeeeeessbsssasaa s ssssesasaerrresresssrannns 40

(0] =T o] G G Y A A =Y Yo 42
O I e el I e VA PPN 42
O A I Y N PP 42
L B € Y N PP 43
O @ =Y o VA = N 45
(07 =T o] (=T T 1 =1 (=Y . B U UOPR P 46
Y 1 LI I o o T R UU P UPT 46
R I oo TN T=Yo TR S T= 11 e 47
5.3 MOdify PASSWOI .........cccciiuuuiiiiiiiiiiieee e e e e e e e e e ettt e e e e e e e eeeeeeeeeeeeeaeaa bbb reeeeeeeaaaeaeeeeeeeaaaanssssbsnnnneeeens 47
5.4 UPAate FilMWAIE .......ccceiiiiieeeeeeiiieiees s e e e e e e e e e e e eeeeeeeeesssa s seeeesesseserrreessssssssaaaanssssseseesserrrrrrssrssssnnnnn 48

WEB : www.seriallink.net e-Mail : info@seriallink.net



http://www.seriallink.net
mailto:info@seriallink.net

%Seriﬂ"i“ﬁ SLK-R680-WIFI Industrial WIFI6 Router

SN =Tt o) o VA = (= 1= 48
SR T (= oo TR UPRRI 49
S 0T To TS [ Yo R 10| A 50
AADPENAIX ..t et e et e eeeeee e e eeeeeeeeeaneeereseeeaeeeeneeereeaneeaneeaeeeaeeeneeeree et eaneeanerreeaeeaeeaneeas Bix | REXLBE,

WEB : www.seriallink.net e-Mail : info@seriallink.net



http://www.seriallink.net
mailto:info@seriallink.net

%Sﬂriﬂ"inf SLK-R680-WIFI Industrial WIFI6 Router

Chapter 1 login

1.1 Prepare before logging in

After completing the hardware installation, you will need to ensure that the management computer has
an Ethernet card installed before logging into the router's web setup page. Please set the management PC
to "Obtain an IP address automatically” and "Obtain DNS server address automatically” (the default configuration
of the computer system), and the device will automatically assign an IP address to the management PC.

Set the IP address of the management PC (for example: 192.168.2.59) and the IP address of the
device's LAN port in the same network segment(The initial IP address of the LAN port of the device is:
192.168.2.1, and the subnet mask is 255.255.255.0) The method is as follows.

Take win10 as an example, the operation is as follows:
Step 1: Right-click the network logo in the lower right corner of the desktop (as shown in the figure),
and choose to Open Network & Internet settings.

L1 R Right-click the small oubleheo poblens Open Network &
computer icon 2 3 B Internet settings
= Open Network & Internet settings
1 iR, - - =

Step 2: First click on "Ethernet”, then click on "Network and Sharing Center".

Settings —; ] *
it Home Ethernet
| Find a setting 2 | Ethernet
Network & Internet WlEE 122
Connected

@ Status

Related settings

[EERER ] Ethernet .

Change adapter options

5] Dial-up Change advanced sharing options

Tl - ® Network and Sharing Center

Windows Firewall

% VPN

th Data usage

P :
G oy Have a question?

Get help
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Step 3: Click Enternet with the mouse, click Properties in the pop-up box (Ethernet status), select Internet
Protocol version 4 (TCP/IPv4) in the pop-up box (Ethernet properties), and click Properties

=

4 % » Control Panel » All Cantral Panelltems » Metwork and Sharing Center

File Edit View Tools

” . Wiew your basic network informatian and set up connections
Control Pane Home

Wigw your active networks
Change adapter settings

Change advanced sharing FE 122 Access type Inkernet
settings Private network Connzctions:

L Etheme
Metia strezming aptions

Change your netwarking settings
WiGE Setun 3 new connection or network

Set ug a broadband, dial-up, or VPN connection; or set up 3 router 0 sccess point,

("X Fthernet

1 Ethernet Properties by

[ Toubleshostpd B oo [
Diagnose and re Netwarking
Gereral
Cornect Lsng
Bt 9 Redhek POk GOE Famiby Corbaler #2
Pv4 Comecthvily: Interret
[Pu6 Connecthity: o retwork access Corfigua
Media Stab=: Erabled This cornection uses the folowing tems:
Duratian: 04:06:31 ¥ B Mcromof ST il fal
Speed: 100.0 Mops ¥ 8 \Nwar= Bricge Praioccl
| oA T Microsa FRESA T MR 20
e st ¥ S hocap Facket Dver (NPCAF)
¥ 0ns st
Activity
K — ’
Sent — M meceived o
e il |inrvstal Fropertien [+ ] Properheg
Bytes: 18,431,824 | 34,042,655 Lesrino
& RSB Ineeme: 10 SRR B IR
jai=H HETEHW‘&Q%%%%‘&»
|_ W fronerties | Wil Disgriase
12 Properties
= 5
See zlso
Infrared
Step 4: There are three setting methods
method 1 method 2 method 3
Internet BHIRER 4 (TCP/IP) Properties e Internst HAEEETR 4 (TOR/IPud) Properties e Internat HEERTR 4 (TCP/IPd) Propertiss e
Generdl  Alternate Corfiguration Generd GeEneral

You can get TP settings assigned automatically 17 your network supperts
this capability. Othenise, you need to ask your retwerk administr=tor
for the epproprists T2 ==Hings.

You can get TP seHings assigned automabicaly if vour nebwork supports
thiz capabiity. Othervse, you reed to asx your network adminsirator
For the aoprecriate [P setings,

You can get TP settings assigned autematically if your netwark suppoiis
this capability. Otherwise, you need ta ask your retwork administrator
for the epproprists T2 ==Hings.

(@) Chian an P acdress automaticaly

(T)Dhtan an 1P address autsmatcally [_1Chian an 1P acdress aulomatizaly

[Calsz the folowing IF address: (@) Liz= the foliowing TP addr=ss: (@) Uz the folowing IF address:
1P k] : 1P acdrese: @ 1P ackdress: 107 . 168 . 2 .54
St mavsk: 755 .255 255 0 | Subr=t mesk: 755 .295.. 255, 0
Defaut gatesay: | 82, %, 2 . 1 D fault gateway: | . . 3 |
Ot ONS server nddress cutomatizal Cltain DS serusr addhess autmzticaly
(@) Usz the falkowing DNS server addresses: (@) Lisz the folowing DNS server addresses:
Prefirred DNS server: 114114 . 114 114 Preferred DS server: ]

Alternate DNS server: | Alnernate DS server:

[ & o = |

Vafidate settngs uson =xit

dgnced. .| [Jvaidete setiigs upan et A [Cvaicate settings upon =it dgnced. .|

Concel | G e

method 1: It can be used to configure the device and access the external network. It is recommended to
use it (Note: If there are multiple routes with different network segments in the current environment,
the IP obtained by the computer may not be able to connect to the device. In this case, method
2 can be used);

method 2: It can be used to configure the device and access the external network. The IP address is set
to the device IP (the device defaults to 192.168.2.1) and the same network segment IP: 192.168.2.X
(X is any number between 2 and 254, such as 192.168.2.2) , the default gateway is set
to device IP: 192.168.2.1, DNS can be set to 8.8.8.8 and other general DNS;

method 1: Only connect the device for configuration use, the computer cannot access the external network
through the device network, and the IP address is set as in method 2;
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Step 5: Click OK with the mouse, and then click Close to save the changes in Steps 3 and 4;

Internet YRR 4 (TCP/IPwd] Properties X

General  Alternate Configuration

‘fou can get IF settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@) Obtain an IP address automatically

U Ethemet Properties b4
Networking

Connect using:

@ Realtek PCle GbE Family Controller #2

This cornnection uses the following tems:

(T)Usze the following IP address:

W E3 Microsoft [5 23 ik ~
’?VMware Bridge Protocol

W] 3 Microsoft PR AT AT TENH 2

LA Npcap Packet Driver (NPCAF)

THq0s HHEE RIS

(TR [rtemet 1. 5 4 (TCP/1Pvd)
L1 g Microsoft a8 ERa2 4 08 R S5k b
< >

l:l _b#a"--. | Uninstal] .P.E‘_’Pe"“es
Description
FERHEHIIR ntemet i o EHLEERARI 1HRS
s AT T ERREEEERE DiEE -

Yalidate settings upon exit | Advanced. ..

1.2 Login configuration page

Open IE or other browsers, enter 192.168.2.1 in the address bar, after the connection is established,
in the pop-up login interface, log in as the system administrator (admin), that is, enter the password in
the login interface (the default password is set to admin).

<« C A Notsecure | 192.168.2.1/cgi-bin/lud o B B v O & ._'\ Update 5;?

ZSeriallink W-FIR

Language English

Authorization Required

Passwoid

The default login password is admin. If the user needs to protect the configuration interface to avoid
being modified by others, he can modify the login password, click "System" - "Modify Password" in turn,
then fill in the password to be modified, and then "SAVE & APPLY", please refer to Chapter 5.3 for details.
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Chapter 2 Network Setting

2.1 Change the login page address

The default address of the router is 192.168.2.1. You can modify the static IP address in the navigation
bar "Network Setting” - "LAN Setting". After modification, the new IP address will be used to log in to
the page.

A.IP Address: Modify the ip address of the device (default is 192.168.2.1).

B.Netmask: It is generally 255.255.255.0, which can be modified as needed.

C.IPv4 gateway, DNS server, Override MTU: No special cases do not need to be. set.

D.After the configuration is complete, click "SAVE & APPLY" to make it take effect. After it takes effect,
you need to use a new IP address to access the configuration. page of ‘the device.

A FRouting Status Network Configuration

@ Newwork sening 1 £ Network Setting

Status Uptime; 1h 43m 293
@ MAC-Address: 1259 745000073
L-' RX 707237 KB (G108 Pkis)
"8 1ot 511,14 kB {2859 Phis )
WIF] Access iPva: | 124
Puint
IP Address 216822
Akt 15X change ip address
Time Feboot Netmask = 266.266.266 0 b
LR IPy4 gateway
Diagnosis
DS server ]
™ Routing Setting
override MTU 1500

i DONS/FRP

E VPN Service

K system SAVE & APPLY 0

&« 5] Al\ff.-?w:urolcgi bin/luc & = «# O ® :::llpd.:-.r 5-}

ZNeriallink WEFIR

Language:  English v

Authorization Required

Passwerd | |
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2.2 WAN Setting

2.2.1 DHCP address

Navigation bar "Network Setting” - "WAN Setting”, the default protocol of WAN port is dynamic address
(ie DHCP client), the upper-level device needs to be able to assign ip to the wan port,Without special
cases, the value of MTU does not need to be changed (default: 1500).

A Routing Status Metwark Configuration
@ Network Setting Network Setting
MIAN Bty WAN Setting

LAN Setting

Status

DHGP Satting

WA Access

Foint
Frotocol | DHCP address v |e select DHCP address
WIH Client

lvernde MTL | 7500

Time Heboot
Watcheal

e SAVE & APPLY T4

™ Routing Setting

2.2.2 PPPoE

If the wan port needs to dial up to access the Internet, you need to select PPPoE, fill in the user
name and password according to the actual situation, no special circumstances, the value of MTU does
not need to be changed (default value: 1500).

A Routing Status Netwark Configuration
@ Network Setting Network Setting
HSeting WAN Setting .

WIF] Access
Puint

Frotocol  PPPoE o
WIF Glient

Time Heboot usemame [: X Select PPPoE and enter username and
) assword
Watchcat Pasaword a P

Diagnosis

Duerride MTU 1500

1 PRouting Setting

# DDNS/FRP

B VPN Service SAVE & APPLY Z:

2.2.3/Static address

You can also choose to manually set the IP address for the wan port. You need to set the same
IP address as the upper-level network segment, subnet mask, and gateway to fill in the IP address of
the upper-level device. DNS can be the same as the gateway.Generally, there are common DNS such as
8.8.8.8. There is no special case, and the value of MTU does not need to be changed (default value:
1500).
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A Routing Status Network Configuration

@ Network Setting Network Setting

Status Uptime: U 27m 4
e MAC-Address: 1

DHEP Setting

WIF] Access
Paim

WIFT Glient

Time Rebant Addiess

2 Select static address and write configuration

(m] Routing Setting

A DDNS/FRP B

E VPN Service ovenrideMTU 1600

X System

B Logout SAVE & APPLY o

2.2.4 As lan (convert WAN port to LAN port)

If you want to convert the WAN port into a LAN port, change the protocol of "WAN Setting” to "As
lan", click "SAVE & APPLY", you can convert the wan port'te.a lan port(In the case of associated LAN,
please be careful not to connect the WAN port and LANuport to the switch or the same computer), no

special circumstances, the value of MTU does not need to be changed (default value: 1500).

A Routing Status Netwark Configuration
@ NetworkSenting 1 | Network Setting
WAN Setting 2 L WAN Sett g

Status Uptime: (Ih 4m 3a

ethd

Frotocol | 43 lan v | o select As lan
WIF| Client

Time Aeboot Owerride MTU S0t

Watcheat

Dragnosis = _
T SAVE & APPLY Z+B| savesappry
™ PRouting Setting

2.3 DHCP Setting

DHCP adopts the client/server communication mode, the client submits a configuration application to
the server, and the server returns the corresponding configuration information such as the IP address assigned
to theclient, so as to realize the dynamic configuration of the IP address and other information.

DHCP client configuration (enabled by default), select "Network Setting” - "DHCP Settings", "SAVE
& APPLY".

A.lgnore interface: Checking this will turn off the DHCP server.
B.Start: The starting address of the allocated dhcp server, such as 100, means that the allocation starts
from 192.168.2.100.

C. Limit: Maximum number of leased addresses.
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D.Leasetime: Expiry time of leased addresses.

A Routing Status DHCP Server Settings
@ Networkseting 1 [ Network Setting &8
. I. Ignore mterface [ ]
DHCP Setting —
Stan {

WIF Client .
Limst

Time Rebioot 1§ configure DHCP

Leasetime  13f

™ Routing Setting
m

DDNS/FRP )
Static Leases

fixed WP addresses and symbolic hostnames to DHCP clients They sre alao required for non-dynamic interface configurations where
2 1
try, The MAC-Address indantifies the hoat, the 1Pv4- addrass apecifies to the fived addreas to use and the Hostmame ia

VPN Service

¢ System Use the Add Bun

assigned as symbohc name to sting host
B Logout
Hostname MAC-Address IPvd-Addreas IPvE-Suffix (hex)

This section contains na values yet

SAVE & APPLY n

2.4 WIFI Access Point

WIFI AP supports WIFI dual-band 2.4G+5:8G, WIFI is enabled by default, wifi name:
SLK-Router_2G-XXXX, SLK-Router_5G-XXXX (to avoid the same name of wifi between different devices,
the "XXXX" part will be different),.password :slk100200 ( Password needs to be 8 characters or more) .
Navigation bar "Network Setting" - "WIFI Access Point", you can change the basic configuration of WIFI.
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A Routing Stalus Wireless Network

& Network Setting 1 | Network Setting

WAN Setting

lasie Gonfiguration Arvanoed Configuration

Unchecking will turn off WiFi2.4G, which is enabled by default
WIFI Accegs Pomt WiFi Name  SiK-Router_2G-0072

Secunty  Encryplion ~

WIFI Client

Time Reboot WiFi ey

--------- Click to show WiFi password

Diagnosis
Modify basic configuration information

configure WiFi 5.85

7 DONS/FRP

_ Advanced Configuraton
= VPN Service

5 Syeiem Unchecking will turn off WiFi5.8G, which is enabled by default

DateTime WiF| Name  SLK-Rotter 56-0072

Lanquage

Securily  Epcryption »
Sething

Mty Passward WIFiKey  seosense Click to show WiFi password

Update Rrmwane

Reboot SAVE & APPLY 1+

Navigation bar "Network Setting” - "WIFI Access Point™ "=+"Advanced Configuration”, under normal

circumstances do not need to modify.

Hide ESSID: If checked, this WiFi will not be searched on mobile phones, computers and other devices.

Channel: If you know the channel of other wifi nearby; you can set this device to a different channel
to improve wifi speed and signal.

Width: WiFi speed HT80 (5.8G exclusive) >=HT40 > HT20, WiFi stability HT20 > HT40 > HT80
(5.8G exclusive ), affected by distance.and partitions (such as walls), use large bandwidth at close range,use
a small bandwidth for long distances.

Transmit Power: The higher:the power, the better the wifi performance.
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M PRouting Status Wireless Network

@ NetworkSetting 1+ Network Setting

WAN Sething

(-} Advanced Configuration

Bacic Cenfiguration

WiF| Access = C:hannel auta A
e, WIFI Access Point
WIF| Client Width =~ HT40 "
Transmit Power | High g
Routing Sefting - 14X change configure
Configure WiFi 5.88
DONS/FRP
G Corhommitin o
VPN Service
Hide ESSID []
System
Channel | 64 (5320MHz) v
Width = HTED -
Setting
Modily Password Tranzmil Power | High v

Update Firmware

Faciory Resel

Reboot

2.5 WIFI Client(Bridge)

The WIFI Client is not enabled by default, you need to check to enable it in the navigation bar "Network
Setting” - "WIFI Client".

A Routing Status General Setup

@ Newwork sening. 1) Network Setting

ea Sialy 5 MAC-Address: 00
WAN Setting B n
LAN setting TX o086 15
et (32 check Enable

WIF] Access
Print WiFiinterlace | 2 4G Client e

WIF| Glient 2 1 WIFI Client

Time Hehont

Then select the client wifi interface: 2.4G Client, 5.8G Client, search the corresponding WIFI list, select
WIFI in the SSID list;. change the security option according to whether there is a password, None (no
password ) ,Encryption ( Encryption mixed mode Mixed WPA/WPA2-PSK), WDS is not checked by default.
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General Setup

Status 5 MAC-Address: (- 00-00-00:00:00
= RX-000 B (0 Pkts )
T TX-0.00 B {0 Pkts.)
Enable
'N-F-Enrpr:‘r-l-‘.Fl 2 48 Client ML R Select client interface
scan 0 C|ICI( Scan
SSiD)| _TEST_AF v
__TEST AP
Security
wps = 15X choose wifi
| WiF6-26 |

General Setup

=1 MAC-Address: 00:00 00-00:00-00
“= RX 0.00 B (0 Pkis.)
T T 0.00 B {0 Pkts.)

Enabie
WiFi Interface Z.4G Client -

531D WIFIG-2G s

Security | Eneryption L7 X Security choose None or Encryption
[C Qe =K eR If you choose Encryption, you need to enter a
e password

Advanced Settings
Protocal  DHCP address v

SAVE & APPLY g swvceswry |

After< successfully connecting to WIFI, the WIFI status will be displayed.

Uptime: 0h 0m 31s
MAC-Address: 06:03:7TF12:F211F
RX: 7.65 KB (63 Pkis.)

TX: 172 KB (9 Pkts)

IPv4: 1902 1G8.100.153/24

Status
&
Client "WIFl6-2G"

Note: The wireless interface 2.4G client search requires WIFI wireless AP WiFi-2.4G is in the activated
state, the wireless interface 5.8G client search requires WIFI wireless AP WIiFi-5.8G is in the activated

state,Otherwise, the search result will not be displayed (after saving the page configuration of WIFI wireless
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AP and WIFI wireless client, WiFi-5.8G starts slowly, please wait for a while).

WIFI wireless client advanced settings protocol selection:
A.DHCP address (default): The WiFi client automatically obtains the IP address assigned by the superior
route.
B.Static address: The WiFi client uses the user-configured IP address, subnet mask, gateway, and DNS:
C.Bridge Lan: Use the LAN port configuration IP address, subnet mask, gateway, DNS, Lan port configuration
reference WIFI wireless client advanced settings static address (relay mode select this item).

Advanced Settings

Protocol  Static address v [1 X Select Static address
IP Address 192168100117
2} Set the IP on the same network segment as
MNetmask 255.255.255.0 v the upper_level router
Gateway 1921681001 2R Set as the upper-level routing IP
ons | 3sanasAtas & Generic DNS or upper-level routing IP, can
(4 be multiple

ENEYIR - B

Status Uptime: 0h 6m 11s
& MAC-Address: 06:03:TE12:F2:1F
_ _ RX:330.00 B (2 Pkts.)
Client "WIFI6-26" 1y 596 g0 B (2 Pkis )
[iPv4: 192 168100 117/24)

2.6 WIFI repeater

This section describes how to extend the wireless signal length by means of relays. In this configuration
mode, the computer terminal connected to the SLK-R680 is in the same IP address segment as the main

wireless network.

2.6.1"Change the local IP address

It is necessary to modify the local IP address of SLK-R680 to be in the same network segment as
the main wireless AP. For example, the IP address of the main wireless AP to be connected is 192.168.100.1,
then modify the IP address of SLK-R680 to 192.168.100.100. It should be noted that the LAN port gateway
is empty by default. After using the relay mode setting, if you need to connect to the Internet through the
WAN port in the future, you need to delete the gateway information in the LAN settings to avoid the situation
of being unable to access the Internet.
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M Routing Status MNetwork Configuration

@ networkSetting | 1| Network Setting

WAN Setting

Seatus Uptime: |1 25m 46a
LAN Setting 2 | LAN Setting g MAC-Address: 10597500015
DHGP Setiin bt P14 2813 PHis
I : TUTX 1.50 M )

IPvd: 192.168.2.7/24

L e L: X Enter the IP of the same network segment as

S sk | 45080050 Z the main device

Watchcal I i
cheal IPyé gateway 192 168,100.1 [+ X Master Wireless Device IP

DRSS

DNSSEVEr Y2 16RI00 @ s E Generic DNS server address or primary
wireless device [P

© Routing Setting

* DDNS/FRP Overtide MTY 1500

E VPN Service

¥ Systemn

SAVE & APPLY o

2.6.2 Connect to the main wireless AP

In the navigation bar "Network Setting” - "WIFI Client", check to enable the WIFI wireless client, and
configure the connection to the main wireless AP. For example, the SSID of the main wireless AP to be
connected here is WIFI6-2G, and the password is slk100200,Search and select the SSID as shown in
the figure below, fill in the password, select “Bridge Lan”.from “Protocol”, and click “SAVE & APPLY”.

A Routing Status General Setup

@ Network Setting Network Setting

WAN Sethng Starus = :;a-r‘fdr:p:mpi:“l 00000000

LAN Sething T 0008 {0 Pkis)

AL Enable [: X Check Enable WIF| Client

WA Access =

ol WiFi Interface | 246 Client = 1R Select 2.4G/5.8G according to the frequency

e of the main wireless AP

> L WIF| Client gean BN
Time Reboot - o Click on SCAN

Watches SSID WIFIG-26 w " = :
et (6 X Click the arrow to find the SSID of the main
Diagnasi Seculity | Encryption v wireless AP in the drop down list
Routing Setti T _ . y
1 Routing Setting 5 PRl ‘L Fill in the password according to the main
f# DDNS/FRP wireless AP
WDS [

= VPN Service

' Systemn
Advanced Settings

E+ Logout

Protocal | Bridge Lan - LR Choose Bridge Lan

SAVE 8 APPLY Z9]

It should be noted that in this mode, the main wireless AP no longer assigns an IP address to this

SLK-R680. Therefore, the obtained IP address will not be updated in "Status”, and you can confirm whether

the connection is successful through the icon color and MAC address. The picture below is successful.
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Status Uptime; 0h Om Os
4 MAC-Address: 06:05:7TRTZF2:1F
Client "WIFIE-2G" RX: 3.69 KB (25 Pkts)
TX: 3.57 KB (34 Pkis.)

2.6.3 Disable DHCP

Disable the DHCP server function of the SLK-R680. In this way, the SLK-R680 no longer assigns
IP addresses to the connected devices, and all devices connected to the local area network are assigned
IP addresses by the main wireless to realize communication on the same network segment.

A Routing Status DHCP Server Settings

@ Network Setting | § Network Set‘ting Tver

WAN Settmg P
[Eeeea-1L R check Ignore interface
LAN Setting

DHCP Setting -

W
Point
WA Client Stath sed to assign fixed 1P addresses and symbelic hostmanves to DHCP chants. They are alse required for non-dynamic interface configurations where only

ponding lease are served

Time Reboot 5 2! add a new |lease entry. The MAC-Address indantifies the host, the IPvd-Address specifies to the fixed address to use and the Hostnems is assigned

—— ae symbolic name 1o the reguesting host

Diagrosis Heostname MAC-Address IPy4-Address 1Pv6-Suffix (hex)

4 Routing Setting

# DDNS/FRP

= VPN Service

Thiz section contains no values yet

¢ System SAVE & APPLY 4]

2.7 Time Reboot

Navigation bar "Network. Setting” = "Time Reboot", users can check to enable and set the time to
restart every day, pay attention to check whether the device time is correct, modify the correct time: "System"
- "Date Time", see chapter 5.1 for details

A Routing Status Time Reboot

@ NetworkSetting 1§ Network Setting

WAN Setting

[: X check Enable
WIF| Acpens e 2 =
Point [« X Select time

WIF Client

Time Reboor

SAVE & APPLY o

Diagnosis

2.8 Watchcat

In the navigation bar "Network Setting”" - "Watchcat", the network self-check function is disabled by
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default, and the network self-check allows setting periodic restarts or restarts when the network is abnormal.

If you need to activate this function, click Add, enter the configuration and click "SAVE & APPLY".

A Routing Status Walcheat

@ Network Setting 1 NEtWOrk Settmg nfigure a periodic reboot and/or when intemet eannection hias heen lost for & certain period of fime

WAN Setting This section containg no vsieea yet

| 3 F click to add

WIFI Client

Time Reboot
Wachcat 2 [ Watchcat
A.Forced reboot delay: When rebooting the system the watchcat will trigger.a soft reboot, Entering a non
zero value here, will trigger a delayed hard reboot if the soft reboot fails. Enter a number of seconds
to enable, use O to disable
B.Period: In periodic mode, it defines the reboot period. In internet mode, it defines the longest period of
time without internet access before a reboot is engaged.Default-unit is seconds, you can use the suffix
'm' for minutes, 'h' for hours or 'd'" for days
C.Ping host: Host address to ping
1.Reboot on internet connection lost

DELETE

Operatingmode  Reboat on intemet connaction lost v
Forced rebootdelay 30
Pericd Sm
Finghost 8338

2 .Periodic. reboot

DELETE

Operating mode | Pericdic reboot W

Forced reboot delay | 30

Petiod | 5m

WEB : www.seriallink.net e-Mail : info@seriallink.net



http://www.seriallink.net
mailto:info@seriallink.net

%Sﬁria"i“k@ SLK-R680-WIFI Industrial WIFI6 Router

After adding and configuring, click "SAVE & APPLY" to take effect. To delete the configuration, just
click the "DELETE" button in the upper right corner, and then "SAVE & APPLY".
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2.9 Diagnosis

Through network diagnosis, you can determine whether the router and the connected device can communicate
with each other, whether the device can access the Internet, and whether the device is successfully connected
to the VPN. It can also be used to test other aspects, and you can test it according to your own needs.

Navigation bar "Network Setting” - "Diagnosis".

Baidu, seriallink, 8.8.8.8: It is generally used to test whether the device can access the .nternet. [f
it can ping, it means the device can access the Internet. If it cannot ping, it means that the device cannot

access the Internet.

A Routing Stalus Diagnostics

@ Network Setting Network Setting (5 L select 8.8.8.8

WAN Setling

LAN Setting

DHCI ng

WIFI Aocess
Paint

'WIF Client

Time Aeboot 1 sege3 =115 o
54 by . seq=d TEL-115 time-14.020 ms 5 Waiting for results
‘Watcheat

Routing Setting

DDNE/FRP

Custom input box: generally used to test whether the connected device can be pinged.

Routing Status Diagnastics

Newwork Setting . 1 § Network Setting [:X Enter the IP of the connected device
N Sett — | rme (4R Click PING

WIF] Access

Print PING 192.168.2.53 (192.168.72.52): 56 data bytes

WIF| Client 1 geg=@ TTl=54 tim
1 ttl=64 time=1.1

Time Rehoot &4 by " 1 ttl=64 time=1

Watcha [ ¥ Waiting for results

Diagnosis # Diagnosis

™ PRouting Setting

" DDONS/FRP
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Chapter 3 Firewall and Application

3.1 Firewall on and off

The firewall is enabled by default. When doing DMZ and Port Forwards, you need to disable the firewall:
Steps to disable the firewall, go to the navigation bar "Routing Setting” - "Firewall", select<disable the
firewall, and then click "SAVE & APPLY".

A Routing Stalus Firewall

@ Network Setting

™ Routing Setting 1 Rouﬁng Seuing S, | iDnahe 2} |° select Disable

Stabe Routes

Port Forwards

DMz
atack/whiite List SAVE & APPLY <]

Firewal 2 | Firewall

3.2 DMZ

The DMZ function can map the WAN port -address to-a certain host on the LAN side; all packets to
the WAN address will be forwarded to the specified LAN side host to achieve bidirectional communication.
In fact, it is to completely expose a host in the intranet to the Internet and open all ports, which is equivalent
to all port mapping. It is equivalent to using the public IP directly.

First, you need to disable thefirewall, click "Routing Setting” - "DMZ" in the navigation bar, click
Enable, set the IP address assigned by the lan port to the connected device, and forward all the ports
of the connected device,lt can be accessed directly through the IP address of the wan port.

Enable: Tick Enable.

Internal IP address: The ipraddress of the local device or the ip assigned to the connected device
through dhcp.

DMZ actually. forwards all ports of the device. After the configuration is complete, click "SAVE & APPLY"

to make it take effect.

A Routing Status DMZ

The DMZ host featurs silows ore local host to be expozed to the Intemet for 8 specisl-purpose secvice

P L: k Check to enable
-W-"-"“‘:?dreifl 192168 2.1 ¥ |0 Select or enter the IP address to forward to
Black/White List

rrewal SAVE & APPLY L5] save

@ Network Setting

£ Routing Setting Routing Setting
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Check the IP of the wan port, you can directly access the connected device through the IP of the

wan port. If you can't access it, the possible reason is that the firewall of the connected device is opened,

and you need to turn off the firewall of the connected device.

A Routing Status Network Configuration

@ Network Setting 1 }NeMork Setting

WAN Setting WAN Setting

Uptime: oh 3

LAN Setting
DHCP Setting etho

'WIFT Access
Point

Protoco DHCP address o
Wik Client

Tane Rebant averride MTUL 500

Watchcat

Diagnosiz
SAVE & APPLY

Y Routing Settinc
You can access the connected device directly through the IP of the wan port.(Note: The computer
needs to be in the same local area network as the IP of the wan port before /it can be accessed)

&« C A Notsecute ||192.168.20.132f cyi-bin/luc! & O ® {_- Update 5"_.

ZNoriallink WHFIR

Language English

Authorization Required

3.3 Prot Forwards

Compared with:.the DMZ, port forwarding is a more refined control, which can forward the data packets
sent to a certain port to a certain host on the LAN side, and can realize the transfer of different ports
to different hosts.

First you need to disable the firewall.

Navigation bar "Routing Setting” - "Port Forwards" setting menu, enter the "Port Forwards" interface
to" configure.

A.Name: Specify the name of this rule, which can be a meaningful name.

B:Protocol: Specifies the protocol to be forwarded, which can be TCP, UDP, or TCP/UDP.

C.Internal IP address: Select the IP address that needs to be forwarded to the external network.

D.Internall port: The port to be forwarded by the connected device or the machine.

E.External port: Add this external port through the wan port ip to access the connected device.

D.After configuration, click the "ADD" button to add a forwarding rule. Click the "SAVE & APPLY"

button to make the rule take effect.
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Routing Status Port Forwards

. Completely forward the commimnication sent to a port of the external network to a designated port of on addreas of the intemal natwork
Network Setting pLetsy f 2 g L

Routing Setting 1 | Routing Setting
Protocol External Forward to internal Enable Sort

Thiz section contains ne values yet

DMZ
Elackswhite Lisl N poct tervrd
Firawall
Mams HTTP

DDNS/FRP
VPN Service Protocol TCR w
i intemal P sddress | 1021682 MK X Fill in the port forwarding
Logout configuration

ezl port 80

External port 500

cickao0 Y ]

After the addition is successful, a port forwarding rule will be added. Click "SAVE & APPLY" to make
the rule take effect. Multiple rules can be added.

Port Forwards

Completely forward the communication sentto a port of the external network to a designated port of an address of the internal network

Port Forwards

Name Protocol External Forward to internal Enable Sort
HTTR Pvi-tcp port 500 IP 782:168.2.1, port 80 . . DELETE

New paort forward

Name New port farward
Protoco TCRPHUDP v
nternal IP address g

Intemal port

Extemnal port

SAVE & APPLY ]

View the wan port ip, and access the internal port of the connected device or the local device through
the wan port ip and external port number.

A Rauting Status Netwark Configuration
@ NetworkSetting 1§ Network Setting
WAN Seiting

LAN Sstting

DHCP Satting

WIF Aveess
Pomt
Frolocol | DHCP address o
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Access the internal port of the connected device through 192.168.20.132:500. ( Note: The computer needs
to be in the same local area network as the IP of the wan port before it can be accessed)

Ofcgi-bin/luc = & 0 & !:.:.lsh‘h:.- E:}

€ C A Notseoure [[192.168.20.132:50
ZSeriallink W-FTR

Authorization Required
Password | |

3.4 Black/White List

3.4.1 White List

Restrict all non-whitelisted hosts from accessing the external network through the local device. For example,
all devices cannot access the Internet, and only a certain..computer can be allowed, then this computer
can be added to the whitelist.

A.Name: Customize the name.

B.Protocol: All protocols are selected by default, choose according to your needs.

C.Match ICMP type: All types®are selected by default, choose according to your needs.

D.Local IP address: The IP-address of the device added to the whitelist, the IP address change caused

by man-made or other reasons, will change the device that can access the Internet.

E.Local MAC address: The MAC address of the device added to the whitelist will not be invalid even

if the device IP addressis changed.

F.Destination IP. address: If not selected, it means all networks. You can also enter an IP address,

such as 'the public’ network server IP.

G.Action: Whitelist" mode select ACCEPT.

A Routing Status Black & White List

By fiftering IP addiesses and MAC addresses, black and white izts czn help mzrage the netwolk connection status of access deyices

@ Network Setting

£ Routing Setting Routing Setting

Stabr Roides

L. select White List

Black/White List
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New list

Name 259

[ X Customize the name, choose
one of the local IP address and

) (40:8d e Tafaf v the local MAC address, here the

target address is the server's

> address v public network address, and the

action is ACCEPT

ici oo R[]

After clicking Add, a rule will be automatically refreshed in the page list, click "SAVE & APPLY".

Name Protocol Local Destination Action Enable Sort

prtay a4 Accept forward . .
=
XY -

After adding the whitelist, you can only access the public network address of the server, but cannot

access the Internet. At the same time, other computers can neither access the public network address nor
the Internet.
\dministrato
r from
7 from

v from
r from

r from
7 from
; from
r from

If the target address is empty, it means that the devices in the whitelist can access all networks, but
other devices cannot. If you want to disable the blacklist and whitelist functions, you just need to uncheck
the “SAVE & APPLY” option.
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3.4.2 Black List

Restrict the host in the blacklist from accessing the external network through the local device. For example,
if a computer is prohibited from accessing the Internet, the computer can be added to the blacklist.

A.Name: Customize the name.

B.Protocol: All protocols are selected by default, choose according to your needs.

C.Match ICMP type: All types are selected by default, choose according to your needs.

D.Local IP address: The IP address of the device added to the blacklist, the IP address change caused
by man-made or other reasons, will change the device that refuses to access the® Internet.

E.Local MAC address:The MAC address of the device added to the blacklist will not be invalid even
if the device IP address is changed.

F.Destination IP address:If not selected, it means all networks. You can also enter.an IP.address, such
as the public network server IP.

G.Action: Blacklist mode select REJECT.

M Fouting Status Black & White List

: By filterms Idresses and MAC addresses, black and white lists can help mansge the network connection stetus of access devices
@ Network Setting By filiermg 1P addresses and MAC addresses, black and white listz can help mansgs the network conmection ststus of access dev

£ Routing Setling | |1 | Routing Setting

Staki

152 Check to enable

(1 Select Black List

DMz

aeckwhit=Lat | (@) § Black/White List
Firewail
i DONS/FRP Name List
& VPN Senvice Nams Protocol Local Diestination Action Enable Soant
¥ system :
NEs SECTION CONI3INS ND VaIUES yeT
B Logout
New list
Name 258
Protocal all -
Customize the name, choose one
Meteoiambtime | A v of the local IP address and the
N local MAC address, here the
Local [P addreas 192 168 2 59 (40 Bd 5c-7ai1f w :

target address is the server's
Local MAG address v public network address, and the
action is REJECT

Destination IP address = e ~

Actior REJECT ¥

click ADD %23

After’ clicking Add, a rule will be automatically refreshed in the page list, click "SAVE & APPLY".

Marme List

Name Protocol Local Destination Action Enable Sort

253 All IF 192 768250 IP 183717 " == Refuse forward . . DELETE

=
saveaprer B
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After adding the blacklist, you cannot access the public address of the server, only the Internet, and

other devices are not restricted.

from
from
Il om

If the destination address is empty, it means that the devices in the blacklist cannot access all external
networks. If you want to disable the blacklist and whitelist function; just<uncheck the enabled option, "SAVE
& APPLY".

3.5 Frp Client

Frp is to provide http or https services in multiple external network environments by using machines
behind the intranet or firewall. For http, https services support domain name-based virtual hosts, and support
custom domain name binding, so that multiple domain names share one port 80; Use the machine behind
the intranet or firewall to provide tcp.and udp services to the external network environment, such as accessing
the host in the company's intranet environment through ssh at home.

The main functions of frp: the external network accesses the internal network machine through ssh;
the external network accesses the port forwarded by the internal network machine through frp through the
public network address plus the .port number; custom binding domain name accesses the internal network
web service.

The premise of configuring intranet penetration is to ensure that the router can access the Internet.
If the router cannot-aceess the Internet, the intranet penetration cannot be performed. Navigation bar "Device
Management®, - ""Diagnosis"; and disable the firewall, navigation bar "Routing Setting" - "Firewall".

If you can ping 8.8.8.8, it means that the device can access the Internet. For details, see Chapter
249.

Disable the firewall. After choosing to disable the firewall, click "SAVE & APPLY".

3.5.1 Connect to Frps

Preparation before configuration:
(1)One public network server.
(2)One router (a router that supports frp, that is, 1 intranet server).
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(3)One domain name is bound to the public network server.

The frp client configuration is as follows:

(1) The client needs to add the configuration of the server first to connect to the server, the navigation
bar "DDNS/FRP" - "Frp Client", select "Servers",There is an empty server by default, you can directly
click to modify it, or you can directly delete it and add one yourself.

M Routing Status

@ Network Setting

™ Routing Setting

@ DoNs/FRP 1 DDINS/FRP e Server Addr Server Port TCP Mux Sort

Dynamec DNS

2 2 False - EDIT DELETE
Frp Client ? Frp Clieﬂt -
VPN Service ’ S

System

SAVE & APPLY
gk [t

A PRouting Status

Settings RAules e Servers
Network Setting
Frpe - Frps Servers
1 Routing Seting
DDNS/F 1
DONS/FRP D DNS/FRP Serves Addr Server Port TCP Mux Sort

Dynamic ONS
Frp Chent 2 Frp Client
VPN Service | o I @ m

System
SAVE & APPLY
Logont s

(2 )After clicking "ADD" or "EDIT", a page for-editing the frps server will pop up, configure it according

to the settings of the server, and click "SAVE & APPLY" after the configuration is complete.
A.Alias: To customize the name of a server, you can define a meaningful name.
B.Server addr: The address.of the server (usually the public IP address).
C.Server port: The port set by the server.
D.Token: The password set by the server.

E.TCP mux : View and view are consistent with the server side. If the server side TCP mux is true,

you needuto choose here, if not, you don't need to choose.
F.Click. "SAVE & APPLY" after the setting is complete.
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Setimgs Rules

Servers

Frpc - Ediit Frps Server

alias  fipo

Serveraddr g mim B

server port 5443

Token  sosse =]

TePmux

BACK TO OVERVIEW

[ X Configure the port, token, and TCP mux according to the
server

SAVE & APPLY
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(3)After the addition is successful, there will be an additional frp server, click "SAVE & APPLY" to
start the server.

Sethings Aules Servers

Frpc - Frps Servers

Alias Server Addr Server Port TCP Mux Sort

fepe 1E il 5443 True . . DELETE

(4)Next, go to the "Settings" page of "Frp Client", start the frpc client, and configureras.shown below.

After the configuration is complete, click "SAVE & APPLY". After the configuration'is complete, "Running”
will appear on the "Common Settings" page,prove that the frp client has been started.
A.Enable: Tick Enabled.
B.Server: The server alias you just customized.
C.Run daemon as user: Generally choose the default, you can modify it according to your needs.
D:Enable logging: Tick as required.
E:After the configuration is complete, click "SAVE & APPLY".

il om

Fipc - Comimaon Settings

Frp i a fast reverse proxy to help you expose a local server behind a NAT or firewall to the intemet.

Running

General Ophions Advanced Oplions

[ Check to Enable

ver frpc K : X Select the server you just added

Run dasmon 25 usel -- default -- ol

Enatble logging

SAVE 8 APPLY Zi0]| savEs appLy

Displaying® that the service is running indicates that the frp client has been successfully started.

Settings Rules Servers

Frpe - Common Setiings

Frpis a fastreverse proxy to haip you expose a loc al server behind a NAT or firewall to the internat.

('5)Next, go to the "Rules" page of "Frp Client", click "ADD", there is a rule by default, if you don't
need this rule, you can delete this rule, keep it if you need it, and add a new rule directly.
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Frpc - Proxy Rules

Disabled Name Type Local IP Local Port Remote Port Sort

0 seh 1270001 2 (- -] £DIT

(6)After adding, an "Edit Proxy Rule" page will pop up, there will be different protocol types, and
the functions implemented by different protocol types are different.

Settings Riles Servers

Frpe - Edit Proxy Rule

3.5.2 Add TCP proxy protocol

The TCP protocol supports ssh connection, and also supports forwarding the page port (usually port
80 ) Through the public network, the remote port can access the page of the local device.

On the "Edit Proxy Rule" page, configure according to the requirements as shown in the figure below.
After the configuration is completed, click "SAVE & APPLY", and you will return to the "Proxy Rules" page,
and there will be _an additional rule on the page,click "SAVE & APPLY" again to make the rule take effect.
Finally, you can access-the local port opened by the local device through the public network ip: port number
(format: 106.107.108.109:5555, where 106.107.108.109 is the public network address) . You can add multiple
tcp rules,. just make sure that the remote ports are not the same. If the remote ports are the same as
the previous ones, the latest ones will overwrite the previous ones, and the previous rules will not take
effect.

A.Disabled: If checked, it means to disable this rule.

B.Proxy Name: Customize a proxy name. The proxy name cannot be repeated, otherwise it will not

take effect due to name conflict.

C.Type: Select the TCP protocol.

D:Local IP: Fill in the ip of the local machine or the ip allocated by the lan port of the local machine

for the connected device. (The ip address of the device that needs to be accessed through

the public network).
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E.Local port: The selected device needs to be forwarded to the port of the public network.
F.Remote port: Add this remote port to the public network address to access the local port opened

by the corresponding local device. This port number should not be the same as other rules,
and do not use the occupied port, otherwise this rule will not take effect.

G.Use encryption, Use compression: Check these two as needed.

Multiple rules can be added, as long as the remote port numbers do not conflict.

After the configuration is complete, click "SAVE & APPLY".

Sethings Aules SErvers

Frpc - Edit Proxy Rule

Cizabled [

Proxy Name HTTP

Type ToP v
LocallP  127.0071 L' § Configure the forwarding rules, here is to forward the 80
— port of this device, that is, the webpage, and you can
ocal port 80 ; :
access it through the server's public network IP plus the
Aemote port 5655 port number.

Use encryption |

Lise compression

SAVE & APPLY £2)

After generating a new rule, you need to click "SAVE & APPLY" to make the rule take effect.

Settings Rules Servers

Frpe - Proxy Rules

Disabled Name Type Local IP Local Port Remote Port Sort

ssh TCP 127.0.0.1 22 GO0 - . EDIT DELETE
HTTP TGP 127.0.0.1 &o 5555 EDIT

SAVE & APPLY e

Access the local port of the local device through the public network ip and port number, and
1064107.108.109:5555 to access 192.168.2.1 (default port 80).
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« C A Notsecure [[15:

ZSeriallink WEFIR

Language English
Authorization Required

| |

Multiple tcp rules can be added. It is necessary to ensure that the remote port humber and proxy alias
are not repeated with those previously set. If they are repeated, the rule may not take. effect even if it
exists.

3.5.3 Add STCP Proxy Rules

(1)STCP needs to configure the client and the access terminal, of which 192.168.2.111 (the device
connected to the lan port) is used as the client, and the PCuis.used as the access terminal. The access
terminal can access the client by binding the local IP-and. port.

A.Disabled: Checking here will disable this rule.

B.Proxy Name: Customize a proxy name, which cannot be the same as other rules, otherwise it will
not take effect due to conflict.

C.Type: Select the STCP protocol.

D.Local IP: The IP address assigned by the local device or the lan port to the connected device.

E.Local port: The device needs to open a port to the public network.

F.SK: Set a password, the.access terminal needs to enter the SK set here when accessing the device.

G.Use encryption,Use compression: Configure as needed.

H.Role,Server name,Bind addr,Bind port:These four as clients do not need to be set.
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Settings Rules Servers

Frpc - Edit Proxy Rule

Disabled [
Proxy Name | step
Type STCP b
Local IP | 7921682117
LR eort:| 90 (1} Here 192.168.2.111:80 refers to forwarding the login web
T page of a routing device in the same network, and there

is no need to fill in the blank

Use compression
Rola

Server name

Eind addr

Bind porl

SAVE & APPLY e

After generating a new rule, you need to click "SAVE & APPLY" to make the rule take effect.
Frpc - Proxy Rules

Disabled Name Type Local IP Local Port Remote Port Son

(N s5h TGP 127001 22 BODO . . EDIT DELETE

[} step STCP 192.168.2.111

=]
=]

SAVE & APPLY L3J

If the PC wants to access the connected device of the router as the access end, it needs to be a
client of frp, and it is also the stcp protocol, but it needs to set the visitor role and bind the local address
and port. The frp:.file for. Windows can be downloaded from the company's official website. After downloading,

open the frpc.ini configuration file for configuration.

Mame A Date modified Type Size
systemnd 4/12/2022: 221 PM  File folder

frpc.exe 4/14/2022 22535 PM  Application 10,807 KB
z{:\:j frpc.ini 5/9/2022 9:25 AM Cenfiguration sett... TKB
@ frpc_fullini 3/23/2022 330 PM  Configuration sett... TTKB
frps.exe 3/23/2022 927 PM  Application 13.814 KB
El frps.ini 3/23/2022 %30 PM  Configuration sett.., TKB
:3] frps_full.ini 3/23/2022 930 PM  Configuration sett... KB
G LICENSE 3/23/2022 930 PM  File 12KB
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File Edit Fommat View Help
common]

#5erver public address
server_addr = 17Ha” "2~ &"
H#server port " ; " " L
Iserver port = 5443 It can be consistent with the configuration of the public network
#The server provides the token for authentication server

token = slk100200

#Prevent exiting after a connection failure
login_fail exit = false

#Connect to the server through the TCP protocol
protocol = tep

#consistent with the server

tcp mux = true

pool_count = 0

tls_enable = false

heartbeat interval = 30

heartbeat timeout = 90

[step_abc]
#select step protocol
type = stcp
#in the role of visitor o o T
role = visitor ] Visitor role needs to be set as visitor
#Agent name for client . ¥ ;
erver_name = stp To be consistent with the proxy name of the client to be accessed
onsistent w e client's SK
sk = 123456
#Bind the local address and port for accessing the client
ind addr = 127.0.0.1
ind port = 6005 Generally set to the local IP address (127.0.0.1), the port number should be unused

Use the shortcut key "win+R" to quickly open the cmd command window.

&1 Run *

i==7  Typethe name of a program, folder, documnent, or Internet
rescurce, and Windows will open it for you.

Open: crod w |
T !
CHE Cancel | | Browse... |
| [ T = | EAfrp.0410 - o x
Home Share View e
r ¥ cit B = T} Mew item - Jopen - Efsetectan
) » i |—] i Capy path : " . x . §7 Basy aceeis |i| [ Eair | select none
Pm:‘u"c?;-.zk Copy  Paste [ sl I'I:l-e Cay Diefets - Aerame Fz‘l?; Froperies Gty P
Clipooard Organize MNew Open Sefect
&« < 4[| vt oaro | ~|o  smchippan e
tlame Type Size
# Quick scces S Use the cd command to enter the
IS ThisPC Apglication wavke  directory where frpc.exe is located
M WPSHEE guration cett, 1KE

) hiangSeng (19216816222 (sik
. share (192.188,15.200 [sik-5en
L software (192,168,16.200 [sfk-f
iy Local Disk (C]

ek ina

guration sett. 11KE
13,814 KB
5 1KE
guration =t GHE

[7] Licenss

First enter "E:" to enter the disk where frpc.exe is located, then use "cd+file path" to enter the folder
where frpc.exe is located, and use the command "frpc.exe -c frpc.ini" to run the client.

WEB : www.seriallink.net e-Mail : info@seriallink.net



http://www.seriallink.net
mailto:info@seriallink.net

%Sﬂriﬂ"i“f SLK-R680-WIFI Industrial WIFI6 Router

4E141894], server udp port [0]

B o [ & ( Updae E)

Authorization Required

(2)If there are two routers, and one router needs to remotely.access the other router or the connected
device of the other router, one is the stcp access terminal, and the other is the stcp client.

The configuration is as follows:

(D Configure the client (first router,IP:192:1682.1)

A.Disabled: Checking here will disable this rule.

B.Proxy Name: Customize a proxy name, which” cannot be the same as other rules, otherwise it will
not take effect due to conflict.

C.Type: Select the STCP protocol.

D.Local IP: The IP address-assigned by the local device or the lan port to the connected device.

E.Local port: The device needs to open a port to the public network.

F.SK: Set a password, the access terminal needs to enter the SK set here when accessing the device.

G.Use encryption,Use compression: Configure as needed.

H.Role,Server name,Bind addr,Bind port:These four as clients do not need to be set.
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not

port

Settings Rules Servers

Frpc - Edit Proxy Rule

Disabled [C]
Froxy Name sicp
Type STCR ~
Local IP T2 1682117
gl b (1} Here 192.168.2.111:80 refers to forwarding the login web

page of a routing device in the same network, and there
is no need to fill in the blank

Use encryption [

Use compresaion
Rola

Server nams

i

BR | e

Eind addr

Bind porl

SAVE & APPLY e

After generating a new rule, you need to click "SAVE & APPLY" to make the rule take effect.

Frpe - Proxy Rules

Disabled Name Type Local IP Local Port Remote Port Son

(N ssh TCP 127007 22 00 . . EDIT
=] atcp STCP 192.768.2.711 80 HNot set DELETE

save iy B e
@ Configuring the Access Side (Second Router,IP:192.168.2.2)

A.You need to connect to the frp server first. For details, please refer to chapter 2.5.1

B.Disabled: :If checked here, this rule will be disabled.

C.Proxy Name: Customize a proxy name, which cannot be the same as other rules, otherwise it will
take effect due to conflict.

D.Type: Select the STCP protocol.

E.Local IP,Local port: These two access terminals can be left blank.

F.SK:Set a password, the access terminal needs to enter the SK set here when accessing the device.
Use encryption,Use compression: Configure as needed.

G.Role: The access terminal needs to fill in the visitor.

H.Server name: The stcp proxy name set by the first router client.

I.Bind addr,Bind port: The client can be accessed by binding the address and port. The address and

are the local machine or the connected device of the local machine.
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Settings Ruleg Servars

Frpc - Edit Proxy Rule

Dizabled [7)
Proxy Name | slcp visitor
Type | STCP B
Local 1P
Local port
use compression [
Role  vigitor
Servername  step
SK eenie &
Bind addr | 19216822

Bind port = 600G

SAVE & APPLY $7) -

After generating a new rule, you need to click "SAVE. & APPLY" to make the rule take effect.

Frpc - Proxy Rules

Disabled MName Type Local IP Local Port Remote Port Sort

stop_visitor STCP 7 7 Not set . . EDIT DELETE

SAVE & APPLY e|

€« C A Hotsecure || 1929682 28006]c-bindluc B oA O @ [ Upeee §)

ZSoriallink

BrgLA e Enigfish -

Authorization Required

3.5.4 Add UDP Proxy Rules

The UDP protocol is used to transmit a large amount of data. The port of the connected device needs
to support the udp protocol. If the port that supports the udp protocol is opened to the public network,
data transmission can be performed through the public network and the remote port number. Multiple udp
protocol rules can be configured.
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A.Disabled: Checking here means to disable this rule.

B.Proxy Name: Customize a proxy name. The proxy name cannot be repeated, otherwise the rule will

not take effect due to conflict.

C. Type: Select the UDP protocol.

D.Local IP: Fill in the ip of the machine or the ip assigned by the lan port of the machine for the

connected device (the ip address of the device that needs to be accessed through the public
network ) .

E.Local port: The device needs to be forwarded to the port of the public network, which must be the
port using the UDP protocol.

F.Remote port: Add this remote port to the public network address to access the local port opened
by the corresponding local device. This port number should not be the same®as=other rules, and
do not use the occupied port, otherwise this rule will not take effect.

G.Use encryption, Use compression: Check these two as needed.

H.Multiple rules can be added, the remote port and proxy name should not conflict, and click "SAVE
& APPLY" after the configuration is complete.

Settngs Rules Servers

Frpc - Edit Proxy Rule

iy i L1 X Select UDP and fill in the configuration

Remote port . G007
Use encryption

Uso compression

SAVE & APPLY o

After generating a new rule; you need to click "SAVE & APPLY" to make the rule take effect.

Settings Rulea Servers

Frpc - Proxy Rules

Disabled Name Type Local IP Local Port Remote Port Sort

(] udp uop 192:168.2.233 4 GO0 . . EDIT DELETE

=

Through the UDP protocol, use the public network address and remote port number to access the device
forwarded to the public network (111.111.111.111:6007 accesses 192.168.2.233:4001).
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TEPT DR Net Assistant

“Seffings | Datalog Hethssist ¥4.3 26

(1} Protocol
DR |2022-06—03 11:54:32 053 )% SEND ASCIT TO 10 TIE00T "
UL x

short ciremit

192 168.20.59

[2022-05-02 11:54:32.0582]4 RECV ASCIT FROM 1i. el
(3) Local host port shert cireuit

AnO1

Batatl!

@ Close | [2022-05-08 11:54:32.676]4 SEND ASCII TO 1f Tt B0oT

short cireuit

Recv Options |,

& ASCH ¢ HEX ‘ [2022-05-08 11:54:32. 712]4 REECV ASCIT FROM 1 - BT
v Log display mode I<_ short cirenit
v Auto linefeed

[~ Recv save to file.. |

[2022-06-0% 11:54:33. 28314 SEMD ASCII TO 1 JE007
putoSorel]l Clear S -
' ASCHl " HEX [z0z2-05-08 11:54:33.322]4 RECV ASCIT FROM d:io.coocooooo 6007
[¥ Use escape chars short cireuit
v AT CMD auto CRAL] v
I Append checkeode :

Data Send | Remote: 185 L EE6007 »| < Clean Clear Clear
[~ Send from file ... —l 4 r L
[~ Period short cireuit

L e Send
Shorteut History
& Readv! [ 1sAm RX1850 | TH240 Reset | 4

3.5.5 Add HTTP Proxy Rules

For http and https services, domain name-based virtual hosts are supported, and custom domain name
binding is supported, so that multiple domain names can share a port 80 and access intranet web pages
through the custom domain name. Multiple http rules can be configured, which can be accessed directly
through a custom domain name. After the configuration is complete, you can access the corresponding web
page through the custom domain .name plus the http penetration port (ie vhost_http_port) provided by the
server.

A.Disabled: Checking here means to disable this rule.

B.Proxy Name: Customize an agent name. The agent name cannot be repeated, otherwise the rule

will _not take effect due to conflict.

C.Type: Select the HTTP protocol.

D.Local IP: Fill in the ip of the machine or the ip assigned by the lan port of the machine for the

connected device (the ip address of the device that needs to be accessed through the public network ).

E.Local port: The device needs to be forwarded to the port of the public network, and this port must

be the port number of the internal page.

F.Use encryption,Use compression,HTTP user,HTTP password: These four are selected as needed.

G.Subdomain: Write it if you have it, or leave it out if you don't have it.

H.Custom domains: xxx. The domain name bound to the public network, xxx is defined by itself, but

the latter must be the domain name bound to the public network.
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Sethings Aules Servers

Frpc - Edit Proxy Rule

Disabled [
Proxy Hame | hitp
ype | HTTP “
Local IP 192:168:2:111
Local port | &0
Use encryption
HTTF user
HT TP password
Subdomain

Custom domains | openwrt frp

SAVE 8 APPLY 9|

After generating a new rule, you need to click "SAVE & APPLY" to make the rule take effect.

Settings Aules Servers

Frpe - Proxy Rules

Disabled MNamae Type Local IP Local Port Remote Port Sort

----- S &

SAVE & APPLY L3

The browser can log in to openwrt.frp.* % % % % % %:5080 to enter the client routing management page.
Among them, openwrt is a custom part, and you need to add a record on the domain name application
website to resolve. the subdomain name;frp.* %% % %% % is the value of subdomain_host of the frpc server;
port 5080.is theintranet penetration port provided by the server, and the value of vhost_http_port;

Yourcan configure multiple http rules in this way, and the custom domain name does not need to be

the <same.

“ C & Motseows § openmriirpy

ZSeriallink

B % O 8 (e )

Authorization Required
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Chapter 4 VPN Service

4.1 PPTP VPN

Navigation bar "VPN Service" - "PPTP VPN", select Enable, fill in the server address, fill in.the user
name and password according to the server settings, click "SAVE & APPLY".
A.Enable: To use PPTP VPN, you need to check it, and you can just uncheck.it when you don't use

B.Server Address: The server IP address, usually the public IP.
C.Username,Password: Fill in the username and password set by the server.

Routing Status PPTP Chient

Configurable PPTP acesss 1o VPN

Metwork Setting

7

Status HE  RX 0.00 B {0 Pkis)
pptp-ppip T OD0DA | ts )

~1 Pouting Setting

DONS/FRP

(=¥ Check to enable

& vpusenice | VPN Service

PETPVEN ¥ PPTP VPN Server Address  16] m mosll

LITP VPN

GRE VPN
R —— -. Enter configuration

£ System Metric: &

[

Logout

SAVE &L APPLY

After the connection is successfuly the address assigned by the server will appear in the status bar.
If pptp is not used, uncheck ‘it and. click "SAVE & APPLY".

PPTP Client

Configurable PFTP access to VPN

Status Uptime: oh Om 183

RX 28.69 KB (109 Pkts.)

pptp-pptp TX: 33.71 KB (200 Plts.)
IPv4: 102.168.0.234/32

it

Enzble

4.2 12TP VPN

Navigation bar "VPN Service" - "L2TP VPN", select Enable, fill in the user name and password according
to the server settings, click "SAVE & APPLY".
A.Enable: To use L2TP VPN, you need to check it, and you can just uncheck it when you don't use
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B.Server Address: The server IP address, usually the public IP.

C.Username,Password: Enter the username and password set by the server.

A Routing Status LZTP Client

& Network Setting Corfigurable LZTF access to VPN

™ Routing Setting el B RX-000P (0 Pkts )
12ip-12tp TX 000 B (0 Pets)
i DONS/FAP
, (<X Check to enable
= VPN Service VPN Service
PETP VPN Server Address | Joesaes =
1279 VPN 2 1L2TP VPN —

GREVPN

EIL<X Enter configuration

_,
.
.

0

OperVPH

' system Matie

E Logout

SAVE & APPLY o|

After the connection is successful, the address assigned by the server will" appear in the status bar.

If 12tp is not used, uncheck it and click "SAVE & APPLY".
L2TP Client

Configurable L2TP access to VPN

Status Uptime: Gh Om 15
B RX:54.00B (3 Pkis)
12tp-12tp TX: 54.008 (3 Phts.)
IPv4: 192.168.10.10/32

Enable

4.3 GRE VPN

Navigation bar "VPN Service" — "GRE VPN", select Enable, select gretap or gre according to the protocol
of the opposite end (keep the protocol at both ends the same). The local IPv4 address and remote IPv4
address are filled in according to the local wan port (public network) address and the peer wan port ( public
network ) address, and the local tunnel address and the peer tunnel address are in the same network segment.
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Routing Status GRE VPN

Network Setting Configurable GRE access to VPN

nierface information

Routing Setting

DDNS/FRP

VPN Sevice 1 VPN Service

Pv— [: ¥ Check to enable

LITF VPN Protocol gratap it
GRE VPN 2 GREVPN : oo
o Local IPut addiess 106.15.120:21 L1} Select the protocol, fill in the local and peer
DEnYH
o addresses
Systern Aemote IPv4 address 1061517037
Logout
Tunnel informahon
Lol tunnsl address  71.71.71.21 (5 X Fill in the address of the same network
segment as the peer
Netmagk 255.256.255.0

SAVE & APPLY {6

Refresh status information after "SAVE & APPLY".

GRE VPN

Configurable GRE dccess to VPN

interface information

Siatis Uptime: Oh Om 4s

o] MAC-Address: BE:E3:F4:0B7CD5
RX: 0.00 8 (0 Plts )
TX: 0.00 B {0 Pkts.)
IPv4:17.11.11.21/24

gre-gre

Enable

Then add routing table rules, you can successfully access the peer Lan port device.

A Fouting Status Static Houtes

@ Network Setting Static Aoutes specify over which interface and getewsy a certain host or petwork can be reached

B RoutingSetting 7 | Routing Setting
5 L - Target IP¥4-Netmask |Pyv4-Gatewsy Metric MTU
Sl 3 | Static Routes
Port Forwards Hest-1P or Network if target is a network

DMZ

This sactlon containg no values yet

Black/While List

Firewall | ADD I e click ADD
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Static Routes

Static Routes specify over which interface and gateway a certain host or network can be reached
Static IPv4 Routes
interface Target IPvd-Netmask |Pvd-Gateway Metric MTU

Host-1P or Network if target is a network

[ gre_static v] I 102.168.2.0 I
i, Interface UiR Target is the iR Peer lan port Wi:R peer tunnel P
M selection remote LAN subnet mask ’

gre static

Stafic 1Pv6 Routes

255.155.255.0 I I 1111071231 I ] T 504

port

Interface Target IPvG-Gateway Metric MTU

|Pv6- Address or Network (CIDF)

This sechon contams no values yet
ADD
EYEYG «
4.4 OpenVPN
Navigation bar "Virtual Private Network™ - "OpenVPN", click "SAVE & APPLY" after all configurations

are consistent with the server, the three certificates are provided by the server.

A Routing Status COpenVEN Settings
@ Network Setting

M Routing Setting

# DONS/FRP

= yPuSevice 1 /PN Service

PPTR VN

GREVPN
OpenvPR : DpenVPN

' Syatem

Logout
L5 £ input configuration

Chonsa File | ca et

cert | Choosa Fiie | il crt
(-} Select or drag in the corresponding file

key [ Choose File | sll.bey

The advanced settings page is modified according to the server. If relink is checked, it means that
openvpn can automatically reconnect. If you need to automatically reconnect, you can check it. If you don’t
need it, leave it unchecked. After all configurations are completed, click “SAVE & APPLY”.
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OpenVPN Settings

General Settings

Gl R Advanced Settings

cipher  AES-366-CBC
compress no w
152 Change the corresponding configuration according to the
configuration file of the server
remote cert ts | server v
Fobind

client

SAVE & APPLY

After the connection is successful, the status bar will refresh the address. If openvpn is not used, uncheck
it and click "SAVE & APPLY".

Chapter 5 System

5.1 Date Time

Time synchronization is<enabled by default. If necessary, you can change the NTP server to synchronize
the time of the server.
Navigation bar "System" - "Date Time", click "SAVE & APPLY" after setting.
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Routing Status NTP time sefver

Atter the wirslezs gateway 15 powerad off, the date and ime zetnngs are not saved. Enable the Syno from network funchion to kesp the date and time current.

sync with browser

Network Setting

FRauting Setting

DDNS/FRP Logal Time 2022-05-1010-31 418
VPN Service Tumezone  AsialShanghs -

Systemn 1

vatetime | @ Date Time TRCCr L1} sync with browser or modify NTP server
Laniguage Eriable NTP clisnt 6 Modify NTP server
Satfing
NTPservel i nonlniporg PR delete the current line address
1:cnpoel nip vy add a line
Rebaot

Logout SAVE 8L APPLY Z+J s

5.2 Language Setting

Change the language displayed on the page according to your .own needs; you can choose English
or Chinese, change it in the navigation bar "System" - "Language Setting", or change the language in
the login interface.

A Routing Status Language Setting

@ Network Setting

Language Setting

™ Routing Setting
Language | Enghsh ]
4\ DDNS/FRP Ao (s X Modify language
alist
= VPN Service AL (Chiriese)

¢ Systemn I System

Date Time SAVE & APPLY Z4]

Languarge

salting 4 Language Setting

Language
Autharization Required

Pazaword

5.3 Modify Password

The default password for login is admin. If the user needs to protect the configuration interface to avoid
being modified by others, he can modify the login password, click "System" - "Modify Password" in turn,
then fill in the password to be modified, and then SAVE & APPLY, as follows.
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A Routing Status Router Password

- Changes the admmistrstor password for acesssing the dece
@ Network Setting hanges the admm tor passwaond for accessing the device

[ Routing Setting I r
ASEWOE =2

 DDNS/FRP 12X Enter new password twice
Confirmation ]

B VPN Service

1 System

e SAVE & APPLY &%)
Setiing = -
modiypassword | @) § Modify Password

5.4 Update Firmware

A Routing Status Update Firmware

@ Network Setting
Flash new firmware image

t Routing Setting Upla pgrade-compatible image here to replace the running fimware. Cheek "Keep settings” to retain the current configurabion {requires an Open'Wri
compatible firmware image).

& DDNS/FRP

_ peeTrEElN ;R Keep the configuration default checked, it is recommended to uncheck
= VPN Service
% system : I PO - [0Y cick UPDATE

Date Time

Select or drag in a file g4]
Langusge
Salting

Modify Password

Update Firmwars 2 Update Firmware

Navigation bar "System" - "Update Firmware", select the file and click "UPDATE", the MD5 check
code page will appear after uploading, click "PROCEED" to upgrade, the upgrade will take a certain time,it
takes about 1~2 minutes, after the upgrade is complete, log in again through "192.168.2.1".

When upgrading the firmware, you need to uncheck the "Keep settings" option.

Flash Firmware - Verify

The flash image was uploaded. Below is the checksum and file size listed, compare them with the onginal file to ensure data integrity.
Click "Procead” below to start the flach procedure.

Checksum: 71ef5129cd3e887 7517 7be47e83c13b7

Size: 32.43 MB

2.4
Note: Configuration files will be erased

CANCEL | PROCEED

PROCEED ]

5.5 Factory Reset

Factory reset is generally when the device fails to enter the device page, or there are many function
settings, and you want to reset it,you can restore the factory default settings, the navigation bar "System"
- "Factory Reset", click "Execute reset", you can restore the device to the factory default.
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A Routing Status Factory Reset

@ Network Setting Aasetto defauk Y click PERFORM RESET

™ Routing Setting

. DDNS/FRP
E VPN Service

X system

Factory Reset

5.6 Reboot

Immediately restart, the device can be restarted through the pages the navigation bar "System" - "Reboot",
click "Execute restart” to restart the device.

A Routing Status Device Reboot

@ Network Setting X click PERFORM REBOOT
™ Routing Setting

. DDNS/FRP

E VPN Service

Setting
Maodify Password
Update Finmware

Factory Ressl

Aeboot 2 Reboot
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5.7 page log out

f Routing Status

@ Network Setting

™ Routing Setting

(# DDNS/FRP Click "Logout" to exit to the login interface.

= VPN Service
«K System

B Logout

FCC Statement:

Note: This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to part 15 of the FCC Rules. These limits -are designed to provide reasonable
protection against harmful interference in a residential installation. This equipment generates, uses
and can radiate radio frequency energy and, if notinstalled and used in accordance with the
instructions, may cause harmful interference to"radio communications. However, there is no
guarantee that interference will not occur in (a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the
equipment off and on, the user is encouraged to try to correct the interference by one or more
of the following measures:

—Reorient or relocate the receiving-antenna.

—Increase the separation between the equipment and receiver.

—Connect the" equipment into an outlet on a circuit different from that to which the receiver is
connected.
—Consult the dealer or an experienced radio/TV technician for help.

This device complies with part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) this device must accept
any interference received, including interference that may cause undesired operation. For indoor use
only in bands 5150-5250MHz.

Any changes or modifications not expressly approved by the party responsible for compliance
could void the user's authority to operate the equipment.

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance 20cm
between the radiator & your body.
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Thank you for your support of SERIALLINK products.
If you have any questions, please email: info@seriallink.net or www.seriallink.net
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