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(dThe Purpose of The Manual

For MX811-2P-T, Industrial Explosion-Proof Wireless Bridge, this manual introduces
product positioning and features, product architecture, business features, application
scenarios, operation and maintenance, and technical indicators. It is convenient for readers

to have a comprehensive understanding of product features, installation and configuration.

Noun Definitions and Abbreviations

Table 2 Noun Definitions and Abbreviations

Serial Definitions and
Description
Aumber Qbbreviations
1 Access Point(AP) An access point for a wireless network
2 Client Wireless client
3 DCS Dynamic channel selection
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LJFCC Warning

This device complies with part 15 of the FCC Rules. Operation is subject to the following

two conditions:

(1) This device may not cause harmful interference, and (2) this device must accept any

interference received, including interference that may cause undesired operation.

Any Changes or modifications not expressly approved by the party responsible for

compliance could void the user's authority to operate the equipment.

Note: This equipment has been tested and found to comply with the limits for a Class B
digital device, pursuant to part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates uses and can radiate radio frequency energy and, if not installed and
used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a

particular installation. If this equipment does cause harmful interference to radio or television

reception, which can be determined by turning the equipment off and on, the user is

encouraged to try to correct the interference by one or more of the following measures:
-Reorient or relocate the receiving antenna.
-Increase the separation between the equipment and receiver.

-Connect the equipment into an outlet on a circuit different from that to which the

receiver is connected.
-Consult the dealer or an experienced radio/TV technician for help.

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled

environment.

This equipment should be installed and operated with minimum distance 20cm between

the radiator & your body.
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1 Product Introduction

MX811-2P-T is an outdoor dual-band wireless AP product that supports
802.11a/n/ac protocol. Using 2*2 MIMO, the performance is up to 867Mbps, this device
is suitable for high-density venues, squares, pedestrian streets, playgrounds and other
coverage scenarios. It supports gigabit network ports and uses POE+ for power supply,

making network deployment more convenient and flexible.

Default parameters

Table 4 Main parameters of default factory settings

i H MX811-2P-T
IP Address 192.168.1.1

User root
Password admin

Wireless Mode

Access Point

Encryption

WPA2-PSK

Key

1234567890abc
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2 Product installation

2. 1 Interface/Button

Figure 2-1 Interface/Button Diagram

Table 3 Interface/Button Description

Interface/Button Connection and function

POE Connect the "POE" on the POE power supply via a network cable to

power and transmit data to the device

2.2 Line Connection

installation diagram:
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. Dual band antenna

. Explosion proof host

. Expansion screw pipe

. Equipment grounding terminal
. Explosion proof hose

. POE adapter

7. AC power cord

[o2 ) I S GV RN\ B

Figure 2-2 Line Connection

3 Quick configuration

This chapter describes how to quickly configure the device so that it can work normally.
3.1 Login

Before logging in, you need to simply configure the computer connecting the device so
that the IP address of the computer and the device are in the same network segment. The

specific operation steps are as follows (take windows10 as an example)

1. Right click the network icon in the taskbar and click open network and Internet

settings to open the window as shown in the following figure:
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Settings
@ Home Status
| Find a setting el | Network status
Network & Internet E E @
| B  Status hongkong
Public network
7 WiFi You're connected to the Internet
If you have a limited data plan, you can make this network a
N oot metered connection or change other properties.
Change connection properties
4 Dial-up
'i Show available networks
P VPN o
~ Change your network settings
3 Flight mode ﬁ
3 @ Change adapter options
) Mobile hotspot View network adapters and change connection settings.
@& Datausage % Sharing options
} For the networks that you connect to, decide what you want to share.
@& Proxy

/N Network troubleshooter
Diagnose and fix network problems

View your network properties

T iy

Windows Firewall
Network and Sharing Centre

Network reset

Figure3- 1 Network status

2. Click change adapter Options > local connection > properties to enter the property
configuration page, as shown in the following figure:

B ocal Area Connection Properties

Metworking  Sharing

Connect using:
@ Apple Mobile Device Bthemet H2

This connection uses the following items:

Eﬂient for Microsoft Metwarks A
’? File and Printer Sharing for Microsoft Networks

005 Packet Scheduler

R Intemet Protocol Version 4 (TCP/IPv4)
. Microsoft Network Adapter Multiplexor Protocol

. Microsoft LLDP Protocol Driver

4 Intemet Protocol Version 6 (TCP/1PvE) v

| losal Unosial | [ Popettes |

Description
Transmission Control Protocol/Intemet Protocol. The default

wide area network protocol that provides communication
across diverse interconnected networlks.

" RHEONEER

Figure3-2 Local Connection Properties




auice  MX811-2P-T

3. Select "Internet Protocol Version 4 (TCP / IPv4)", double-click the left mouse button, a

window pops up as shown below:

General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically

(®) Use the following IP address:

IP address: [192.168. 1 .123 |
Subnet mask: [ 255 .255 .255 . 0 |
Default gateway: l l

Obtain DNS server address automatically
(®) Use the following DNS server addresses:
Preferred DNS server: | L |

Alternate DNS server: ] ” . i |

[[] validate settings upon exit | Adyanced... |

Figure3- 3 IP Connection

4. The IP address is set to the same network segment as the device, and the IP cannot
be the same as the device. For example, if the device's IP is 192.168.1.1, then the host can
be set to 192.168.1.123.

5. Enter the default IP 192.168.1.1 of the device in the address bar of the browser, and

press Enter to jump to the page shown in the figure below.
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£ | root
K|
@ | Engiish

Figure3-4 Login Screen

5. Enter the default user name: admin and password: 123 in the login box. Click the

login button to jump to the device page.

3.2 Wizard Configure Wireless Association

Through the wizard page, you can quickly configure the wireless association between
two devices (the wireless settings page can also be configured see Chapter 5 for details).
The device supports four modes: access point mode, client mode, access point (WDS) mode
and client (WDS) mode. Client mode can only be used with access point mode, and access
point (WDS) mode and client (WDS) mode can be used together.

3.2.1 Configure Access Point

(1) After a successful login, the "Status Display" page is entered by default. Click
"Wizard" in the upper right corner to enter the "Wizard-Network" page, as shown in the figure

below. To prevent IP conflicts, please modify the IPv4 address.
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©)

Network

IP Protocel Static IP
1Pv4 Address 182.168.1.199
IPv4 Netmask 255.255.255.0

Gateway 192.188.1.254

Next

Figure3- 5 Wizard-Network

(2) Click "Next" to enter the "Wizard-Wireless" page, which displays the basic wireless
parameter configuration and wireless encryption options for 5G, as shown in the
figure below. Modify the network name of the wireless frequency band to be used, for

example, modify the network name of 5Gwifi to 5Glink.

& @

Network Wireless

Wireless(5Gwifi)
Wireless Mode Access P
SSID | 5Glink
Channel Width 20 MHz

Frequency(Channel)  Aute

Transmit Power ﬁ) 24
Encryption = WPA2-PS

Key

Previous Next

Figure3- 6 Wizard-Wireless

(3) Continue to click "Next" to enter the "Wizard-Finish" page, as shown in the figure

below. Click the "Finish" button to save all settings, or click "Back" to change the previous

configuration.
© @ ®
Network Wireless Complete

You have completed the wizard

Please click the "Complete” button to save all settings

Previous Complete

Figure3- 7 Wizard-Finish

The access point configuration is complete.
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3.2.2 Configure the Client

(1) After a successful login, the "Status Display" page is entered by default. Click
"Wizard" in the upper right corner to enter the "Wizard-Network" page, as shown in the figure
below. To prevent IP conflicts, please modify the IPv4 address.

@

Network

IP Protocol Static IP
IPvd Address 192.168.1.193
1Pvd Netmask 255.255.255.0

Gateway 192.168.1.254

MNext

Figure3- 8 Wizard-Network

(2) Click "Next" to enter the "Wizard-Wireless" page, which displays the basic wireless
parameter configuration and wireless encryption options for 5G, as shown in the
figure below. Modify the wireless mode of the wireless frequency band to be used as the
client and the network name corresponding to the access point. For example, modify 5Gwifi

to the client mode and the network name to 5Glink.

@ @

Network Wireless

Wireless(5Gwifi)
Wireless Mode Client
SSID | 5Glink

Channel Width Auto

Frequency(Channel}  Auto
Transmit Power % 24
Encryption | \WPA2-PS

Previous Next

Figure3- 9 Wizard-Wireless

(3) Continue to click "Next" to enter the "Wizard-Finish" page, as shown in the figure
below. Click the "Finish" button to save all settings, or click "Back" to change the previous

configuration.
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© © ©)

Network Wireless Complete

You have completed the wizard

Please click the "Complete” button to save all settings

Previous Complete

Figure3- 10 Wizard-Finish

The client configuration is complete. At this point, the client can successfully connect

with the access point whose network name is 5Glink.

3.2.3 Configure Access Point (WDS)

(1) After a successful login, the "Status Display" page is entered by default. Click
"Wizard" in the upper right corner to enter the "Wizard-Network" page, as shown in the figure
below. To prevent IP conflicts, please modify the IPv4 address.

©]

Network

1P Protocol Static 1P
1Pv4 Address 192.168.1.199
IPv4 Netmask 255.255.255.0

Gateway 192.168.1.254
Next

Figure3- 11 Wizard-Network

(2) Click "Next" to enter the "Wizard-Wireless" page, which displays the basic wireless
parameter configuration and wireless encryption options for 5G, as shown in the
figure below. Modify the wireless mode of the wireless frequency band to be used as the
access point (WDS) and the network name. For example, modify the 5Gwifi to the access
point (WDS) mode and the network name as 5GWDSIink.
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©) ©)

Network Wireless

Wireless{5Gwifi)
Wireless Mode Access P
SSID 5GWDSlink
Channel Width 80 MHz

Frequency(Channel)  Auto

Figure3- 12 Wizard-Wireless

(3) Continue to click "Next" to enter the "Wizard-Finish" page, as shown in the figure

below. Click the "Finish" button to save all settings, or click "Back" to change the previous

configuration.
© @ ®
Network Wireless Complete

You have completed the wizard

Please click the "Complete” button to save all settings

Previous Complete

Figure3- 13 Wizard-Finish

The access point (WDS) configuration is complete.

3.2.4 Configure the Client (WDS)

(1) After a successful login, the "Status Display" page is entered by default. Click
"Wizard" in the upper right corner to enter the "Wizard-Network" page, as shown in the figure

below. To prevent IP conflicts, please modify the IPv4 address.




®

Network

IP Protocol
1Pv4 Address
1Pv4 Netmask

Gateway

MX811-2P-T

Guide

Static IP
162.168.1.198
266,255 265.0

192.168.1.254

Next

Figure3- 14 Wizard-Network

(2) Click "Next" to enter the "Wizard-Wireless" page, which displays the basic wireless

parameter configuration and wireless encryption options for 5G, as shown in the

figure below. Modify the wireless mode of the wireless frequency band to be used as the

client (WDS) and the network name corresponding to the access point. For example, modify
5Gwifi to the client (WDS) mode, and the network name is 5GWDSIink.

© @

Network Wireless

Wireless(5Gwifi)
Wireless Mode Client(WL
SSID 5GWDSlink

Channel Width Aute

Frequency(Channel)  Auto

Transmit Power

%24

Encryption

Previous Next

Figure3- 15 Wizard-Wireless

(3) Continue to click "Next" to enter the "Wizard-Finish" page, as shown in the figure

below. Click the "Finish" button to save all settings, or click "Back" to change the previous

configuration.
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© © ©)

Network Wireless Complete

You have completed the wizard

Please click the "Complete” button to save all settings

Previous Complete

Figure3- 16 Wizard-Finish

The WDS client configuration is complete, and the client (WDS) can successfully

connect with the access point (WDS) whose network name is 5GWDSIink.

Note: Client mode and access point mode are used together, client (WDS) and access point

(WDS) are used together, do not mix.

4 Status

The default display page after a successful login is the status page, which displays the
current part of the device's parameter configuration and real-time monitoring of the current

working status, which includes information, statistics, and network sub-pages.
4.1 Status-System

Status-System displays part of the current configuration information of the device:

Device information: System information of the device, including device name, running time,

firmware version, and device time.
E' System

Device Name FiEE NS
Firmware Version %1.1.10 Build 20201010
Uptime 1h23m30s
Time 2020-10-101%:38:04

Figure4- 1 System
Network: Device network related information, including network mode, IP address and other

information, can be configured in Settings-Network Settings.




& Netwark

Network Mode
IP Protocol
IPv4 Address
IPv4 Netmask
IPv4 Gateway
DMNE
Secondary DNS
IPv6 Address

Guide

Bridge Mode
Static IP
192,168.1.1
253.255.255.0
192.168.1.254
8.8.8.8
1143114114.114

Figure4- 2 Network

MX811-2P-T

Wireless: Display 5G wireless information of the device, including wireless mode,

network name, frequency, security mode, etc., which can be configured in Settings-Wireless

Settings.
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) Wireless ~
WiFil
SSID  Wireless_5G €CQ / Noise Floor 100% /-105 dBm
Wireless Mode Access Paint Number Of Connections 0
BSSID 9C:B7:93:11:55:38 Transmit Power 24 dBm

Country Code China
Channel Width 80MHz
Frequency(Channel) 5260 MHz (52)
802.11 Mode 802.11ac
Encryption WPA2-PSK

Figure4- 3 Wireless
Station List: The information of the opposite device when the device is associated,
including the IP address of the opposite device, TX/RX rate (that is, sending/receiving rate),

connection duration, etc.

4+ Station List A
‘ SSID RSSI/Noise IPv4 Address MAC TX/RX Rate [eale] 802.11 Mode Conncetion Time
780.0 Mbps / 6.0
Wireless_5G -47/-103 192.168.1.10 9C:B7:93:20:08:5B 100% 802.11ac 00:00:27
Mbps

Figure4- 4 Station List

4.2 Status-Statistics

This page displays the network interface statistics and traffic statistics of the device,
which refers to the amount of data transmitted on the network per unit time, and is the main

indicator for measuring network performance. The specific information is as follows:
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Interface Statistics: Including the number of bytes received and sent by the wired port and

wireless port of the device and the number of data packets.

LU Interface Statistics /\

Interface MAC Address RX Bytes TX Bytes RX Packets TX Packets RXERR TXERR

Wired
Ethernet

eth0  9C:B7:93:E8:0F:BC 137664393729 Byte272374303075 Byte 147014800 212033307 0 0

ethl  9C:B7:93:E%:0F:8C 0 Byte 0 Byte a a Q 0
Wireless

ath0  9C:B7:93:EA:OF:8C 2787212126 Byte 3937712270 Byte 212578595 146899281 1 2457

athOl 9C:B7:93:EA:0F:8C 0 Byte 0 Byte 0 a 0 0

athl  9C:B7:93:EA:DF:8B 0 Byte 0 Byte a ] 0 ]

Figure4- 5 Interface Statistics

Throuthput: Including wired traffic statistics and wireless traffic statistics, the real-time traffic
of TX and RX (that is, sending and receiving) are displayed in the form of graphs, which is

more intuitive and clear.
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(& Throughput ~

Ethernet Throughput ~

Ethernet Selection  ethD

O~ RX - TX
Speed
100 Mbit/s

80 Mbit/s -
&0 Mbit/'s
40 Mbsit/s 4

e r\/\mncf\ﬂ*’\/\/\—w"\_\/\\_fﬁ

0 Mbitys L+ T T T T T T T T T T T T T T T T T T T — Time

Wireless Throughput ~

Wireless Selection ath

O RX -O-TX
Speed
100 Mbitfs -

80 Mbit/'s -

&0 Mbit/s -

40 Mbitss 4 -
/L"“‘ MF’MAX\V‘MH
20 Mbit/s - / wu‘\%
7

0 Mbitfs - - i 1 - i : - : 1 - : T T T T T T T T — Time
57 S8 61 63 65 67 69 71 FF 75 77 79 EB1L 83 8 87 89 91 43 95 9F

Figure4- 6 Throughput
4.3 Status-Network

This page displays the routing table, ARP table, and bridge device list of the device. The

specific information is as follows:

Routes Table: The routing table stores the path to the network where the device is located.
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MX811-2P-T

=5 IPv4 Routes Table ~
Destination Netmask Gateway Interface Metric
0.0.0.0 0.0.0.0 192.168.1.254 br-lan 0
192.168.1.0 255.255.255.0 0.0.0.0 br-lan 0
224.00.0 240.0.0.0 0.0.00 br-lan 0
Figure4-7 IPv4 Routes Table
{5 IPv6 Routes Table ~
Destination Netmask Gateway Interface Metric
fe80z 64 br-lan 256
fe80z 64 ath0 256
fe80z G4 ath01 256
fe80z 64 athl 256
=1 128 lo 4]
fe80: 128 lo 4]
fe80: 128 lo 4]
fe80: 128 lo a
fe80: 128 o [i]
fe80:9eb7:93f:fe0f:5539 128 lo 0
fe80:0eb7:93ff:fe11:5538 128 lo 0
fe80:9eb7:93f:fe11:5539 128 le 0
fe80:a0b7:93ff:fe11:5539 128 lo 0
00 8 br-lan 256
ffoo: 8 atho 256
fo0:: 8 ath01 256
ffoo: 8 athl 256
Figure4- 8 IPv6 Routes Table
ARP Table: The correspondence between the IP address and the MAC address that the
device has obtained in the most recent period of time.
[Z] ARP Table ~

IPv4 Address MAC Address Interface
192.168.1.254 00:00:00:00:00:00 br-lan
192.168.1.149 08:1F:71:04:09:Co br-lan

Figure4-9 ARP Table

Bridge Table: The corresponding relationship between the MAC address and the aging time

of other devices that have passed through it in the most recent period of time acquired by the

device.
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= Bridge Table ~
MAC Address Ageing Timer
AZEBT:93:EAQFREC Os
AZ:BT:93:EADE:DB Os
9C:B7:93:EA:OF:BC Os
9C:BT:93:EA:OF:8B Os
9C:B7:93:E9:0RBC Os
9C:B7:93:E8:0R8C Os
08:1F:71:04:69:C6 Os

Figure4- 10 Bridge Table
5 Setting

The settings page can configure the device in detail, including wireless settings, network

settings, traffic management, service settings, and system settings.
5.1Wireless

The wireless setting page is shown below:

12 Wireless Settings

Radio Select (0 WIFI0(2.4G) 0 WIF1(5G)

Enable ()
" Radio Settings ~
Basic Settings o
Country Code China Frequency(Channel) Auto
Channel Width 80MHz Automatic Channel List 3] 5260 574
Transmit Power #} 24
Advanced Settings A
802.11 Mode 202 11ac DCs .
Max TX Rate MCS8
MIMO 2
5= Wireless Interface Settings A~
Enable SSID Encryption Hide £SID Add |

() Wireless_5G WPAZ-PSK Disabled & Edit il Delete |

Figure5-1 Wireless Setting- 5G
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Setting: Select the wireless network, the device supports 5G frequency bands.
5G wireless can be configured in the enabled state, and the corresponding

wireless function is turned off when closed.

Wireless: The wireless settings page contains Basic Settings and Advanced Settings, the

following parameters can be configured:

® Country Code: Different countries or regions have different standard channels, and the

corresponding country code should be selected according to the needs.

® Channel Width: Limit the upper and lower limits of the signal frequency allowed to pass

through the channel.

® Frequency (Channel):The center frequency of the carrier. When the access point is

associated with the client, the frequency should be consistent.

® Transmit Power: The power of the wireless signal transmitted by the device is adjusted
by the user according to the distance between the devices, when the output power is
increased, the signal strength will be improved, thus increasing the transmission

distance of the equipment.

802.11a/n, the default is 802.11ac.

® MIMO: The user can select “1 “or “2 “to adjust whether the device works in wireless
mode.

® Max TX Rate: The maximum transmission rate of the equipment, which is set to limit the
maximum transmission rate of the equipment to ensure the stability of the equipment

performance.

® Temperature: Temperature control is turned on by default to prevent high CPU

temperature and equipment damage under high throughput conditions.

® DCS:Dynamic channel selection is a feature of detecting and avoiding bottom noise
interference. When the channel noise or interference reaches a certain level, the

equipment will dynamically select a channel with less interference to re connect.
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Figure5- 3 Wireless Setting-General Wireless Network

Basic Settings

SSID Wireless MGMT_11553 Wireless Mode Access Point
Hide SSID iy Encryption  WPA2-PSK
Key — swsssssssnne
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Figure5-4 Wireless Setting-MGMT Wireless Network
The following parameters can be configured on this page:

® SSID:Only when the SSIDs of other devices are connected to each other can they be
connected to each other. Network name only supports 1-32 bits of Chinese (1 Chinese

character takes 3 bits), English, numbers and special symbol '~! @ # $% * - * ()-_ =+.

® Wireless Mode:There are four wireless modes in the equipment, including access point,
client, client (WDS) and access point (WDS).

Note: the client mode and access point mode are used together, and the client (WDS)

and access point (WDS) are used together. Do not mix them.

® Encryption: To encrypt the wireless connection, users can choose the corresponding
encryption method according to their own security requirements. The wireless
encryption of devices to be associated with each other must be set to the same,

otherwise, the association will not work.

® Hide SSID: Hide wireless network name.If this function is checked, other mobile phones,
computers and other terminals and client devices will not be able to search the SSID of
the access point device, so as to avoid being connected by others and not affect their

own use.

® Client Isolation: This function can make the devices connected to the same access
point not communicate with each other. Even if the IP of each client is repeated, it will

not affect the communication. This function only exists in the access point mode.

® BSSID: In the networking environment with multiple identical SSIDs, the client device
can specify the access point to be associated by setting the wireless MAC address of

the corresponding access point (only displayed on the client page).

® Speed Limit: Limit the uplink speed and downlink speed of users associated with the

device (only the access point page is displayed).

® Max Users: The access point limits the number of connected users by setting it (access

point page display only).

® Minimum Access Signal Limit: The access point defines the minimum signal strength
of the associated device by setting it. The device whose signal strength is lower than the
set value will be kicked out of the access point device and cannot be associated

successfully (only the access point page is displayed).

® MAC Filtering:Allow devices on or off the list to communicate (access point page

display only).
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® 802.11R:The roaming of wireless terminal equipment is realized through fast BSS

transition (only 5g access point page is displayed).

The following section will describe how to configure the wireless connection between
two devices (the wizard page can also be configured quickly, see Section 3.2). The device
supports four modes: access point mode, client mode, access point (WDS) mode and client
(WDS) mode. The client mode can only be used with access point mode, and access point
(WDS) mode and client (WDS) mode can be used together.

5.1.1Configure Access Point

In the wireless network selection, click the radio band you want to use, such as WIFI1
(5G).
2 Wireless Settings
Radio Select () WIiFi0(2.4G) @ WIiFil(5G) Enable @)

Figure5- 5 Wireless Network Selection
Click the Modify button of wireless interface settings to change the network name to

Wireless__link, click finish.

Basic Settings

SSID Wireless_link Wireless Mode Access Point
Hide SSID i} Encryption WPA2-PSK
Key
Advanced Settings P
Client Isolation i) Max Users 127
Speed Limit @ Minimum Access -85
Signal Limit

MAC Filtering @

202.11r @

Figure5- 6 Wireless Interface Settings-Modify SSID

Click the upper right corner to save. Access point configuration is complete.

O admin  Wizard Save Logout
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Figure5-7 Save

5.1.2Configure Client

In the wireless network selection, click the radio band you want to use, such as WIFI1
(5G).

i Wireless Settings
Radio Select () WIFIO24G) @ WiFiL(5G) Enable (@)

Figure5- 8 Wireless Network Selection

Click the Modify button of wireless interface settings to change the wireless mode to

client and the network name to Wireless__ link, click finish.

Basic Settings

SSID Wirgless_link Wireless Mode Client
BSSID Encryption WPAZ2-PSK
Key — seenesssas
Advanced Settings
Eay
802.11r @

Conpite ©

Figure5-9 Wireless Interface Settings-Modify SSID

Click the upper right corner to save. Client configuration is complete.

© admin Wizard Save Logout

Figure5- 10 Save
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At this time, the client can successfully connect with the access point with the network

name of Wireless_link.

5.1.3Configure Access Point (WDS)

In the wireless network selection, click the radio band you want to use, such as
WIFI1(5G).
{82 Wireless Settings
Radio Select (O WiFi0(2.4G) @ WiFil(5G) Enable (@)
Figure5- 11 Wireless Network Selection

Click the Modify button of wireless interface settings, and then change the wireless

mode to access point (WDS) and the network name to Wireless_ WDS, click finish.

Basic Settings
~
SSID Wireless_WDS Wireless Mode Access Point(WT
Hide 5SID @ Encryption WPAZ-PSK
Key
Advanced Settings
e
Client Isclation @ Max Users 127
Speed Limit @ Minimum Access -85
Signal Limit

MAC Filtering @

80211 @

Figure5-12 Wireless Interface Settings-Modify SSID and Wireless Mode

Click the upper right corner to save. Access point(WDS) configuration is complete.

O admin  Wizard Save Logout

Figure5- 13 Save
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5.1.4Configure Client (WDS)

In the wireless network selection, click the radio band you want to use, such as
WIFI1(5G).

2 Wireless Settings
Radio Select () WiFi0(2.4G) Q WiFi1(5G) Enable @ )

Figure5- 14 Wireless Network Selection
Click the Modify button of wireless interface settings to change the wireless mode to
client (WDS) and the network name to Wireless_ WDS, click finish.

Basic Settings

SSID Wireless_WDS Wireless Mode Client
BSSID Encryption WPAZ-PSK
Key — sessssssssnns
Advanced Settings
P
80211r @

[conpee O |

Figure5- 15 Wireless Interface Settings-Modify SSID and Wireless Mode

Click the upper right corner to save. Client(WDS) configuration is complete.

O admin  Wizard Save Logout

Figure5- 16 Save
At this time, the client (WDS) can successfully connect with the access point (WDS) with

the network name of Wireless_ WDS.
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5.2 Network

5. 2.1 Network

Optional network mode: bridge mode and route mode, and configuration management
VLAN related parameters. The management VLAN is turned off by default. For details, see

the advanced settings section of 5.2.3.

& Networlk

MNetwork Mode Bridge Mode
Management VLAN ‘:)
Management VLAN ID 2
IPvd Address 192.168.254.1
IPvd Netmask 2552552550
IPvd Gateway 1592.168.254 254

Figure5- 17 Network

5. 2.2 Management Interface

Select bridge mode for network mode, and the interface settings are shown in the

following figure:
& Network

Network Mode Bridge Mode

Management VLAN @

& Management Interface

IP Protocol Static IP 1Pvd DHCP Server .
IPv4 Address 192:168.1.1 1Pv6 DHCP Server Disabled
IPvd Netmask 255.255.255.0 IPv6 DHCP Server Protocol

IPvd Gateway 192.168.1.254
IPv4 DNS 8883
IPv4 Secondary DNS 114.114.114.114
IPv6 Address
1Pv6 Prefix Length
ste @

MTUByte) = 1500

Figure5- 18 Management Interface—Bridge Mode
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® \When the IP type is static, users can set IP address, subnet mask, default gateway and
DNS according to their own needs; ensure that IP is not the same as that of other
devices in the same network, so as to avoid IP address conflict; gateway address and IP

address are in the same network segment.

To enable the equipment to access the external network, it is necessary to connect the
equipment to the external network, modify the IP of the device and the IP of the Internet
router in the LAN in the same network segment, the gateway is the IP address of the
upper routing port connected, and the access point equipment is connected to the router

through the network cable.

® \When the IP type is dynamic, the device can obtain the dynamically assigned address
after connecting to the Internet. The set standby IP can still enter the device page for
management through the standby IP before or after the device fails to obtain the IP

address.

® The IPv4 DHCP server is turned off by default. After it is enabled, parameters such as
starting address, number of customers, lease time, gateway and DNS can be set. When
mobile phones, computers and other terminals and client devices are wireless

associated, the IP address assigned by the device can be obtained.
® The network loop can be eliminated after STP is opened.

® MTU: The largest transmission unit is used to inform the other party of the maximum

size of the data service unit that can be accepted, indicating the payload size that the sender
can accept.

® |Pv6 Address: The IPv6 address of the device can be set.

The network mode selects the routing mode, which is divided into LAN port setting and
WAN port setting. When switching the routing mode, the default binding interface between
LAN and WAN will be automatically displayed in the page bridge interface setting.
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& Network

Network Mode Route Mode

Management VLAN .

4% LAN Interface

LAM Interface 1Pv4 DHCP Server i)
1P Protocol Static IP IPv6 DHCP Server Disabled
1Pvd Address 182.168.1.1 IPv6 DHCP Server Protocol

IPv4 Netmask 255255 2550
IPvd Gateway 182.168.1.254
IPvd DNS 83838
1Pvé4 Secondary DNS 114.114.114.114
1Pv6 Address
IPvE Prefix Length

STP i@

MTU(Byte) =~ 1500

< WAN Interface

WAN Interface:eth0 1Pvi Address
IP Protocal Static IP IPv6 Prefix Length
1Pv4 Address 192.168.253.1
IPvd Netmask 255.255.255.0
IPvd Gateway 192.168.253.254
IPvd DNS 38838

1Pvd Secondary DNS 114 114114 114

™ Advanced Settings A
Bridge Interface Settings A~
Bridge Name STP Port Comment m
br-lan Disabled ethl ath0 ath01 athl V4
br-wan =thD Vi

Figure5- 19 Management Interface—Route Mode
® LAN port settings: The configuration can refer to the interface settings in the bridge

mode.

® WAN port settings: The WAN IP type is the way to obtain IP address by WAN port,
which can be divided into static IP, DHCP (dynamic acquisition) and PPPoE. When it is
set to static IP, the user needs to manually set the IP and subnet mask of the same
network segment as the network to be connected to; when it is set to DHCP, the device
can automatically obtain the IP address from the DHCP server; when it is set to PPPoE,

the user needs to fill in the server name, internet account and password of PPPoE, and
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the device obtains the IP address through the PPPoE server through dial-up

authentication.

Note that the IP address of LAN port cannot be set to the same network segment as
WAN port IP address. When WAN port is set to static IP, it cannot be set to the existing IP on

the network to prevent IP conflict.

5.2.3 Advanced Settings

Advanced settings include bridge interface settings, VLAN, Ethernet interface settings,
IPv4 static routing,IPv6 static routing and interface isolation.
Bridge Interface settings: You can add and delete the bridge interface and configure the
port parameters. The device includes five interfaces: eth0, eth1, athO, ath01 and ath1. EthO
corresponds to the LAN port of POE power, eth1 is LAN1 port, and ath1 is 5G wireless interface.

The following figure shows the default display of bridge interface in routing mode.

1 Advanced Settings A~
Bridge Interface Settings ~
Bridge Name STP Port Comment m
br-lan Disabled ethl ath0 ath01 athl V4
br-wan eth0 Vs

Figure5- 20Bridge Interface settings
VLAN: VLAN function allows users to add multiple VLAN interfaces to each network

interface. As shown in the figure below, add VLAN with ID 10 on athO (wireless link). VLAN

numbers range from 3 to 4094, and each ID represents a different VLAN.

VLAN ~
Enable Interface VLAN ID Comment
Enable athD 10 P

Figure5-21 VLAN

VLAN function should be used together with the bridge interface settings. As shown in
the figure below, VLAN with ID of 10 is added to ethO and ath0, and they are placed in a
bridge interface. Packets coming out and coming in from ath0.10 or eth0.10 are labeled with
VLAN with ID 10. This requires that the wireless associated client devices also support VLAN
10 (that is, athO adds VLAN 10); the wired ethO interface needs to be connected with devices
that support VLAN 10 (such as VLAN switch VLAN 10 port).
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™1 Advanced Settings

Bridge Interface Settings

Bridge Mame STP Port Comment
br-lan Disabled eth0 ethl ath0 ath0l athl Vs
vlanl0 Enable ath0.10 eth0.10 P
VLAN ~
Enable Interface VLAN ID Comment Add
Enable eth0 10 V!
Enable ath0 10 V|

Figure5-22 VLAN Setting

Common connection methods are shown in the following figure:

eth0.10

<y @&y )

VLANI1O
PC ath0.10 ath0.10

Figure5- 23 VLAN Connection

Management VLAN: After the management VLAN is saved in the network settings, the
VLAN for the wired and wireless interfaces of the device will be automatically added to the
VLAN settings, and a new mgmtvlan will be created in the bridge interface settings, Add the
created VLAN interface to mgmtvlan. After connecting devices supporting vlan3 (such as
VLAN switch and VLAN with ID of 3), you can use the IP address set by management VLAN

to access the device page for management, but data service forwarding is not supported.
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Management VLAN ‘:)

Management VLAN ID A
IPvd Address 192.168.254 1
IPvd Netmask =~ 2552552550

[Pvd Gateway 192.168.254.254

'Y Advanced Settings ~
Bridge Interface Settings ~
Bridge Name TP Port Comment ‘
br-lan Disabled eth0 ethl ath0 athO1 athl Va
eth0.3 ethl.3 ath0.3
mgmtwlan V4
ath01.3 ath1l.3
VLAN o
Enable Interface VLAN ID Comment
Enable eth0 3
Enable ethl E
Enable athQ 3
Enable ath01 3
Enable athl 3

Figure5-24 Management VLAN Setting
Ethernet Interface Settings: Users can set the Ethernet interface for ethO (corresponding to
the LAN port of POE power). If the auto negotiation mode is selected, the Ethernet port of
the device will automatically negotiate to the maximum transmission rate and single duplex
according to the connected equipment; if the non-auto negotiation mode is selected, the user
can set the Ethernet port rate (10M / 100M / 1000M) and single duplex (full duplex / half

duplex) by themselves.

Ethernet Interface Settings A
Interface Mode Speed Duplex
ethl Negotiate
eth0 Negotiate

Figure5- 25 Ethernet Interface Settings

IPv4 Static Routes: This function can set IPv4 static routing.
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IPv4 Static Routes ~
Interface Destination Netmask IPv4 Gateway Metric MTU Add
lan 192,168.2.15 255.255.255.255 192.168.1.20 3 1500 f ﬁ
Figure5- 26 |IPv4 Static Routes
IPv6 Static Routes: This function can set IPv6 static routing.
IPv6 Static Routes ~
Interface Destination Prefix Length IPv6 Gateway Metric MTU m |
Figure5- 27 IPv6 Static Routes
Interface Isolation:
Wired Ethernet: After opening, the cable ports of the device cannot communicate.
Wireless: After the device is turned on, there is no communication between 2G
associated client and 5G associated client.
Interface Isolation -
Interface Enable ‘
Wired Ethernet .
Wireless .

Figure5- 28Interface Isolation

5.3Qo0S

This page can be used for firewall settings and interface speed limit.
Firewall: When users want to shield some devices, firewall can be used to achieve this

function.

& Firewall

Enable ()

Firewall Default Policy = Deny

IP Filter Settings

‘ Enable Destination Interface Protocol SourceIP  SourceIP MASK  DestIP Dest IP MASK m

MAL Filter Settings

i Enable Destination Interface Source MAC Dest MAC m |

Figure5-29 Firewall
Filter the message of eth0 port (corresponding to the LAN port of POE power) with IP

address of 192.168.1.100
When the firewall is enabled, the firewall receives the default rules, and two rules are

added to the IP filtering settings
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(1) The target is discard, interface ethO, protocol is IP, source IP / mask is
192.168.1.100/32, destination IP / mask is 192.168.1.1 (MX811-2P-T IP address) / 32;

(2) The target is discard, interface ethQ, protocol IP, source IP / mask 192.168.1.1
(MX811-2P-T IP address) / 32, destination IP / mask 192.168.1.100/32.

& Firewall

Enable ‘:)

Firewall Default Policy Accept

IP Filter Settings

Enable Destination  Interface Protocol Source IP Source IP MASK Dest IP Dest IP MASK Add |
Enable Deny eth0 P 192.168.1.100 32 192.168.1.1 32 P
Enable Deny eth0 P 192.168.1.1 32 192.168.1.100 32 P

Figure5- 30 IP Filter Settings

The message of eth0O (corresponding to POE port) with MAC address of
00:00:00:00:00:01 is filtered

When the firewall is enabled, the firewall receives the default rules, and two rules are
added to the MAC filter settings

(1) The target is discard, interface ethO, source MAC is 00:00:00:00:01, destination MAC
is the MAC address of MX811-2P-T;

(2) The target is discard, interface eth0, source MAC is the MAC address of MX811-2P-
T, and the destination MAC is 00:00:00:00:00:01.

MAC Filter Settings

| Enabl Destinati Interface Source MAC Dest MAC Add
Enable Deny ethD 00:00:00:00:00:01 9C:B7:93:0F:55:39 Z i
Enable Deny ethD 9C:B7:93:0F:55:39 00:00:00:00:00:01 Z i

Figure5-31 MAC Filter Settings

Traffic Shaping: You can limit the upload rate and download rate of the device interface, as

shown in the figure below.

4 Traffic Shaping

| Enable Interface Upload Rate(kbit/s) Download Rate(kbit/s)

Enable ethl 10240 10240

%‘E
=@

Figure 5- 32Traffic Shaping
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5.4Service

£ Time

Time Zone  (GMT+H]8eging, Chang
Time
Calibration Type @ CaSbrathon Type: Manusal

Calfbration Typa: NTP

Time HRO-0-10 18245 Synchronize
= Remote Managemsnt
SEH Service (}I
Do
(51 Device Discovery
Device Discovery )
(Z) Timeed Rastart

Timed Restart

=] External System Lag Server Settings
External System Log Server
P

External System Log Server
Poart

Log Cwtput Leved Info

1 AC Settings
Enatle
F{ Bing Watchdog
Enable .
25 LED Settings

LEDD (dB) -85
LEDZ (dB} -1

LED3 {(dB} 56
I} Temperature Settings
Wi
Temperature Setting: - i

WiFil

Temperature Settings i}

Figure5- 33 Service
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Time: Set the time of the device, you can choose different time zones; time calibration
methods are divided into manual time calibration and NTP time calibration, manual time
calibration can be set by yourself or click to synchronize with the computer time. NTP
calibration needs to fill in the server address, NTP port, timing interval, the default is 15. In
this case, you need to configure the device to access the external network (refer to 5.2.2
interface settings), and it will automatically calibrate from the NTP server The time of the
device is displayed on the status display page.

Remote Management: WWhen SSH is enabled, secure CRT, xshell and other serial port
printing tools can be used to log in to the device by filling in the IP and port number of the
device. When SSH is disabled, the device cannot be logged in.

Device Discovery: When this function is enabled, please use it with a special toolset. The
toolset window will display the MAC address, IP address, product name, firmware name, etc.
of the discovered device. Note: when discovering devices wirelessly, keep multicast support

enabled.
Timed Restart: Through this function, the device can be restarted regularly.

External System Log Server: Remote log: enable the remote log function, fill in the IP
address of the PC where the remote log server is located, set the server port to 514, and

click Save to record the log information of the device in real time on the log server.
t" AC Settings A~
Enable (:) Way Of Discovery Auto
DTLS Enable (@ Client Retrieving ()

Interface lan

Location shanghai

Figure5-34 AC Setting

AC Management: When this function is enabled, it needs to be used with AC

management system.

Location: The deployment location of the equipment, you can fill in the location of the

device that you want to display on the AC map as required.

Way Of Discovery: There are two ways for AP to discover AC, which are manually
specified and automatic. When the discovery mode is manually specified, the primary ac
address and the standby AC address can be added, and the added IP address is the IP of
the AC management system. When layer 2 is online, the device IP and AC ip should be

the same network segment. When layer 3 is online, if you select automatic discovery, you
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need to fill in the IP address of AC in the option43 field of the DHCP server. It is

recommended that nonprofessionals configure the manual discovery method here.

Note: only when the client device is associated with the access point device, and the access
point device has enabled the AC function and joined the same AC system, can it

successfully join the AC.

Ping Watchdog: This function is designed for continuous monitoring of equipment operation.
The device can ping the IP address of the target host or device for a long time. If a certain
number of replies are not received, the tool will restart the device. It is recommended that the
user enable this function on the side where the wireless mode is "client”. It is not
recommended that users enable this function on the side where the wireless mode is

"access point".
Ping Interval: The time interval between two pings, in seconds.

Ping IP: Generally fill in the IP address of the target host or device. When Ping
dongle is enabled in "client" mode, the IP address of the access point device to which the

client is connected can be filled in here.

Start Delay: When the system of the device is started, the device will start to Ping

the target host after the set delay time, in seconds.

Ping Failed Times: When the number of consecutive Ping failures reaches the set

value, the device will restart the device.

Note: if you want to modify the parameter configuration of Ping dongle, please
disable Ping dongle first. After the disable takes effect, Ping dongle can be enabled for

new parameter configuration.

LED Settings: LED1, LED2 and LED3 are set to the signal intensity value required to light
up the three LED lights of the device. The signal intensity value of LED3 is the maximum

(LED3>LED2>LED1) . The default settings are LED1: - 95dB, LED2: - 71db and LEDS3: -
56dB. When the signal strength is higher than LED1 and lower than LED2, LED1 is on; when
the signal strength is higher than LED2 and lower than LED3, LED1 and LED2 are on; when
the signal strength is higher than LED3, LED1, LED2 and LED3 are on.

Temperature Setting: The temperature setting range includes (- 100 ~ 110) ‘C, (100 ~
120) 'C, (110 ~135) C, (125 ~ 150) C. For example, fill in 10 in the (- 100 ~ 110) C range,

which indicates that the performance of the device chip decreases by 10% in the current

temperature range.
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5.5System

The system setting interface is divided into system settings, firmware configuration and
account management, as shown in the following figure:

Lo System
Device Mame Ky Airs00
Language English

Login Timeout Unlimited

Backup Configuration Generate Backup

Upload Configuration Select File Upload Archive. ..

One-click Information Export

[@ Firmware Management

Restore Factory Setting Perform Reset

Reboot Reboot

Firmware Update Select File Upload Firmware...

[3] Account Management

]
:
g

Medify User Account

"

Old Passwaord

Mew Password

Mew Password Verification
Figure5- 35 System

Device Name: Users can set the setting name to the name they need according to their own
needs.

Login Timeout: When the user does not operate the device for a time-out, the login timeout

value will automatically jump to the login interface when operating the page again.

Language: Users can choose the page display language according to their own needs.
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Backup Configuration: Click generate backup. All the current configurations on the web
page will be backed up to the local file. Note that the content of the configuration file cannot

be modified manually.

Upload Configuration: Click Select file, select the previously downloaded configuration file,
and click upload to restore the device configuration to the device configuration when the

configuration file was backed up.

One-click Information Export: Click download to export the system log file, which contains

the configuration file.

Firmware Update: Click browse, select the version to be upgraded, click upgrade, and the

device will start to upgrade.

Restore Factory Setting: Click execute reset on the webpage, and the page will jump to the
waiting page. After the reset is completed, the page will jump to the login page, and the

device configuration will return to the factory setting state.

Reboot: Click restart to restart the device system. After the restart, the configuration remains

unchanged.

Modify User Account: When user password modification is enabled, users can modify the
user name and password of login device management web page according to their own
needs. In order to enhance information security, please change the device password

regularly, try not to use too simple password, such as pure numbers, letters, birthday, etc.

6 Tools

The tool page is divided into two subpages: Ping IP and link test. The details are as

follows:

6.1Ping IP

Fill in the IP address of a device and click Ping. Ping results will be displayed in the

collected data, as shown in the following figure:
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¢ Ping IP
IPvd Address 192.168.10.149 Ping

Ping Result | pING 102.168.10.149 [192.168.10.149): 56 data bytes
64 bytes from 192.168.10.149: seq=0 ttl=128 time=1.357 ms
64 bytes from 192.168.10.149: seqg=1 ttl=128 time=1.049 ms
64 bytes from 192.168.10.149: seq=2 ttl=128 time=1.017 ms
64 bytes from 192.168.10.149: seq=3 ttl=128 time=1.011 ms
64 bytes from 192.168.10.149: seq=4 ttl=128 time=1.040 ms

--- 192.168.10.149 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip minfavg/max = 1.011/1.094/1.357 ms

Figure6- 1 Ping IP

6.2Link Test

Iperf test can test the maximum bandwidth performance, and can report bandwidth,
delay jitter and packet loss. It is divided into client mode and server mode, which is used to
test the throughput of wireless terminals between devices. For device 1, select "server", and
iperf interval is the interval time for displaying throughput on the web page. Select "client" for
device 2, and iperf server fills in the IP address of device 1. The number of iperf threads is
the number of threads running at the same time when testing throughput. It is recommended
to set it to 10. Iperf test time is the number of seconds that iperf was run. Iperf interval is the
interval between displaying throughput on a web page. After these parameters are filled in,

click the "start" button to test.
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=] Link Test

Iperf Type Client Mode

Iperf Dual @

Iperf Server
Iperf Thread
Iperf Time (second)

Iperf Interval (second)

Figure6- 2 Link Test-Client Mode

=] Link Test
Iperf Type Server Mode

lperf Interval (second)

Figure6-3 Link Test-Server Mode

7 Logout

Logout is used to log out of the device page. When the user clicks logout in the upper

right corner, it will jump to the login page.

©® :dmin @ Wizard Save Logout

Figure 7- 1 Logout
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8 Troubleshooting

1. How to forget the IP address of the device?

(D Make sure that the equipment is connected correctly and the network cable is not

loose.

(2 Confirm whether the device IP has been modified.

(3 Confirm that the IP address of the computer is 192.168.10. X (x is 2 ~ 254, except for

the IP address of the device).
@ Restore the device to factory settings and log in again.
2. What can | do if | can't open the device web interface?

(O Open the computer CMD to run, Ping whether the IP address of the device can be

pinged, and confirm whether the IP address is correct;

@ Judge that the IP address of the local computer and the IP address of the bridge are

in the same LAN;
3 Try clearing the browser cache, or try replacing another browser (Google, IE, etc.).

3. What should | do if the video of terminal equipment (mobile phone, computer,

etc.) is dropped or stuck?

Check whether the wireless connection of the device is normal. If not, check whether the
wireless configuration of the access point and terminal device (mobile phone, computer, etc.)

is consistent, such as network name, channel width, encryption method, etc.

Check whether the installation position is blocked; the front of the device is the antenna
position, and it is necessary to ensure that the antenna of the device is not blocked from the

terminal equipment (mobile phone, computer, etc.).
Check whether the cable link is normal. The method is as follows:

(D Check whether the wired connection interface is firm and in good contact, so as to

avoid cable fault caused by loose or damaged interface;

@ Use the computer to connect the device directly, open the CMD command line, enter

the command to detect whether the delay is less than 13ms: Ping [device IP] - t - | 60000.
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For example, Ping 192.168.1.1 -t - 1 60000 < 13ms. When the delay is abnormal, it is

recommended to replace the network cable or make the crystal head again.
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