CLASSIFICATION (When filled in): Unclassified

DEPARTMENT OF DEFENSE OMB No. 0704-0567

CONTRACT SECURITY CLASSIFICATION SPECIFICATION OMB approval expires:
(The requirements of the National Industrial Security Program (NISP) apply to all security aspects of this effort involving classified information.) October 31, 2020

The public reporting burden for this collection of information, 0704-0567, is estimated to average 70 minutes per response, including the time for reviewing instructions, searching existing data sources, gathering
and maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this burden estimate or any other aspect of this collection of information, including
suggestions for reducing the burden, to the Department of Defense, Washington Headquarters Services, at whs.mc-alex.esd.mbx.dd-dod-information-collections@mail.mil. Respondents should be aware that
notwithstanding any other provision of law, no person shall be subject to any penalty for failing to comply with a collection of information if it does not display a currently valid OMB control number.

RETURN COMPLETED FORM AS DIRECTED IN THE INSTRUCTIONS.

1. CLEARANCE AND SAFEGUARDING

a. LEVEL OF FACILITY SECURITY CLEARANCE (FCL) REQUIRED b. LEVEL OF SAFEGUARDING FOR CLASSIFIED INFORMATION/
(See Instructions) MATERIAL REQUIRED AT CONTRACTOR FACILITY
Secret Secret
2. THIS SPECIFICATION IS FOR: (X and complete as applicable.) 3. THIS SPECIFICATION IS: (X and complete as applicable.)
;' AI:]I)MEECC(?;;F\;\:': ;l-l;l;lBER (See Instructons) }X{ a. ORIGINAL (Complete date in all cases.) DA;S{;;;;%MDD)
b. SUBCONTRACT NUMBER b. REVISED (Supersedes all previous specifications.)
D D REVISION NO. DATE (YYYYMMDD)
c. SOLICITATION OR OTHER NUMBER DUE DATE (YYYYMMDD)
D |:| c. FINAL (Complete Item 5 in all cases.) DATE (YYYYMMDD)

4.1S THIS A FOLLOW-ON CONTRACT? No D Yes If yes, complete the following:

Classified material received or generated under (Preceding Contract Number) is transferred to this follow-on contract.

5.1S THIS A FINAL DD FORM 2547 No [:] Yes  Ifyes, complete the following:
In response to the contractor's request dated , retention of the classified material is authorized for the period of:
6. CONTRACTOR (Include Commercial and Government Entity (CAGE) Code)
a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE | c. COGNIZANT SECURITY OFFICE(S) (CSO)
(Name, Address, ZIP Code, Telephone required; Email Address optional)
A Technologle.s REE Hanover2 Field Office
8030, e oR tuioic S 826W7 Email: DSS.Hanover2@mail.mil
Silver Spring, MD 20910, USA : ; i

Phone: 410-689-2270

7. SUBCONTRACTOR(S) (Click button if you choose to add or list the subcontractors
-- but will still require a separate DD Form 254 issued by a prime contractor to each subcontractor)

a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE | ¢. COGNIZANT SECURITY OFFICE(S) (CSO)
(Name, Address, ZIP Code, Telephone required; Email Address optional)

a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE | c¢.COGNIZANT SECURITY OFFICE(S) (CSO)
(Name, Address, ZIP Code, Telephone required; Email Address optional)

8. ACTUAL PERFORMANCE (Click button to add-more locations.)

a. LOCATION(S) (For actual performance, see instructions.) b. CAGE CODE | c¢. COGNIZANT SECURITY OFFICE(S) (CSO)
(If applicable, (Name, Address, ZIP Code, Telephone required; Email Address optional)
RADA Technologies LLC e paigom) e e
8630 Fenton St., Suite 500 e J—
Silver Spring, MD 20910, USA Email: DSS.Hanover2@mail.mil
3] 3

Phone: 410-689-2270

9. GENERAL UNCLASSIFIED DESCRIPTION OF THIS PROCUREMENT

This contract activity is a collaborative research and development agreement jointly entered by US Army Ground Vehicle Systems Center
(GVSC) (formerly known as TARDEC) and Rada Technologies LLC to develop a Modular Active Protection Systems (MAPS) compliant
L
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Radar system to provide multi-mission capabilities to the US Army 1n the areas of Active Protection, Counter Unmanned Aerial Systems (C-
UAS), ground surveillance, and situational awareness (SA). The radar technology that is being modified for MAPS compliance is imported by
RADA Technologies LLC from Israel, from their parent company RADA Electronics Industries Ltd. Aspects of the radar technology that are
being developed under this effort are classified at a SECRET level. Additionally, certain requirements levied by the US Army GVSC for this
project are classified at a SECRET US ONLY (or SECRET NOFORN) level.

10. CONTRACTOR WILL REQUIRE ACCESS TO: (X all that apply. Provide details in Blocks 13 or 14 as set forth in the instructions.)

[:l a. COMMUNICATIONS SECURITY (COMSEC) INFORMATION I:I f. SPECIAL ACCESS PROGRAM (SAP) INFORMATION
I:I b. RESTRICTED DATA | g. NORTH ATLANTIC TREATY ORGANIZATION

(NATO) INFORMATION
c. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION (CNWDI) r
D (If CNWDI applies, RESTRICTED DATA must also be marked.) h. FOREIGN GOVERMENT INFORMATION

[] d. FORMERLY RESTRICTED DATA Mt ‘(‘X-g gﬁmﬁggmcﬂ’:gﬁ"s“o“ CONTROL MEASURES

j. CONTROLLED UNCLASSIFIED INFORMATION (CUI)
(See instructions.)

} - |e. NATIONAL INTELLIGENCE INFORMATION: E
i

" |[] (1) Sensitive Compartmented Information (SCI) [[] k- OTHER (Specify) (See instructions.)

=
&

1 [T (2 Non-sci

11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: (X all that apply. See instructions. Provide details in Blocks 13 or 14 as set forth in the instructions.)

a. HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT g. BE AUTHORIZED TO USE THE SERVICES OF DEFENSE
ANOTHER CONTRACTOR'S FACILITY OR A GOVERNMENT D TECHNICAL INFORMATION CENTER (DTIC) OR OTHER
E] ACTIVITY SECONDARY DISTRIBUTION CENTER
(Applicable only if there is no access or storage required at contractor facility.
See instructions.) D h. REQUIRE A COMSEC ACCOUNT
I:l b. RECEIVE AND STORE CLASSIFIED DOCUMENTS ONLY D i. HAVE A TEMPEST REQUIREMENT ‘
=
¢. RECEIVE, STORE, AND GENERATE CLASSIFIED j. HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS
INFORRIATION Ot MATERIAL [] k. BE AUTHORIZED TO USE DEFENSE COURIER SERVICE
d. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE I. RECEIVE, STORE, OR GENERATE CONTROLLED UNCLASSIFIED

INFORMATION (CUI).
(DoD Components: refer to DoDM 5200.01, Volume 4 only for specific CUI
protection requirements. Non-DoD Components: see instructions.)

m. OTHER (Specify) (See instructions.)

D e. PERFORM SERVICES ONLY

f. HAVE ACCESS TO U.S. CLASSIFIED INFORMATION OUTSIDE
THE U.S.,PUERTO RICO, U.S. POSSESSIONS AND TRUST
TERRITORIES

12. PUBLIC RELEASE

Any information (classified or unclassified) pertaining to this contract shall not be released for public dissemination except as provided by the National
Industrial Security Program Operating Manual (NISPOM) or unless it has been approved for public release by appropriate U.S. Government authority.
Proposed public releases shall be submitted for review and approval prior to release to the appropriate government approval authority identified here with at
least office and phone contact information and if available, an e-mail address. (See instructions)

[] bIRECT THROUGH (Specify below) Public Release Authority:

U.S. Army Ground Vehicle Systems Center - Warren, Michigan Ground Vehicle Systems Center, Public Affairs Office
usarmy.detroit.futures-cmd.mbx.ccdc-gvsc-g2-security-div-srves | douglas.g.halleaux.civ@mail.mil

13. SECURITY GUIDANCE

The security classification guidance for classified information needed for this effort is identified below. If any difficulty is encountered in applying this
guidance or if any other contributing factor indicates a need for changes in this guidance, the contractor is authorized and encouraged to provide
recommended changes; to challenge the guidance or the classification assigned to any information or material furnished or generated under this contract;
and to submit any questions for interpretation of this guidance to the official identified below. Pending final decision, the information involved shall be
handled and protected at the highest level of classification assigned or recommended.

(Fill in as appropriate for the classified effort. Attach, or forward under separate correspondence, any documents/quides/extracts referenced herein. The field will expand as text
is added. When removing any expanded text area, use delete key or backspace key, then click out of the text field for it to shrink after the text has been deleted. Also allows for
up to 6 internal reviewers to digitally sign. See instructions for additional guidance or use of the fillable PDF.)

SECURITY GUIDANCE:

1. Classified information generated in support of this contract shall be classified in accordance with (IAW) the source material used, and
protected in accordance with the National Industrial Security Program Operating Manual (NISPOM) DoD 5220.22-M, the Program
Protection Plan and this DD Form 254.
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2. Contract facility 1dentified above in item 6.a. as the Prime contract facility and performance location, must be a cleared facility with
safeguarding capabilities IAW the NISPOM in order to receive, store, and generate classified information and material. Contract personnel
receiving/processing/handling U.S. classified information must have a valid SECRET security clearance. NOTE: Upon issuance of Facility
Security Clearance (FCL) eligibility by DSS to prime contractor identified in item 6.a., a modification to this DD254 MUST be generated
to include appropriate mailing or shipping address for the purpose transmitting classified hardware or other material.

3. All classified material shall be transmitted IAW the NISPOM (Registered US Mail, cleared commercial carrier (Monday through
* Thursday), same Day Delivery, or secure fax. Classified information and/or material must be stored in a GSA approved storage container.

4. Notification of loss or compromise of collateral classified information shall be provided to the Defense Security Services (DSS)
Cognizant Security Office (to be determined upon FCL issuance, and included in a DD 254 modification) within 72 hours of the incident,
in addition to further reporting requirements outlined in the NISPOM.

5. Access to technical data by foreign interests is prohibited unless authorized by a valid export authorization which must be obtained by
the contractor.

6. Controlled Unclassified Information (CUI), For Official Use Only (FOUOQ), and Operations Security (OPSEC) requirements shall be
forwarded down to all U.S. subcontractors (including unclassified U.S. subcontractors) as an integral part of their respective contracts.

a. FOUO will be designated to unclassified information and material (includes electronic media) exempt from mandatory release under
the Freedom of Information Act (FOIA), and will be controlled, marked and protected IAW Army Regulation (AR) 380-5.

b. FOUO information/material may be disseminated by the contractor to their employees who have a need-to-know of the information in
connection with this contract.

c. FOUO information/material will be destroyed by tearing or shredding in such a manner as to make unreadable. Electronic media will
be purges with approved software or destroyed through physical means.

d. The contractor will follow the GVSC OPSEC Plan, and is reqLired to provide its employees OPSEC training.

e. All information pertaining to this contract being considered for public release must be submitted for OPSEC review through the COR
to the GVSC G2 Security Office, prior to release.

7. Unclassified technical documents containing critical technology generated in connection with this contract will be marked as follows:

Distribution Statement D: Distribution authorized to Department of Defense (DoD) and U.S. DoD contractors (Critical Technology name
goes here) (Date of Determination goes here). Other requests for this document should be referred to CCDC Ground Vehicle Systems
Center G2, Attention: FCDD-GVS-IS, 6501 East 11 Mile Road, Warren, MI 48397. This document is not releasable to the public or
media.

8. UPON COMPLETION OF CONTRACT OR AT GOVERNMENT DIRECTION: All classified (CONFIDENTIAL and SECRET), or
CUI material (documents, media, hardware, software, vehicles, etc.) supplied to the contractor, or generated or derived from the CUI
material supplied to the contractor, during the course of this contract shall be destroyed in accordance with DoD 5220.22-M. If the
contractor cannot destroy the information, the contractor shall return these items to Government, GVSC Security Manager for destruction
no later than one year after completion of contract, or at an earlier date if directed by the Government. Contractors wishing to maintain the
material for a longer period must receive permission from the Contracting Officer.

9. Export-Controlled Technical Data: All technical documents that are determined to contain export-controlled technical data shall be
marked "WARNING - This document contains technical data whose export is restricted by the Arms Export Control Act (Title 22, U.S.C.,
Sec 2751, et seq) or the Export Administration Act of 1979, as amended (Title 50, U.S.C., App 2401 et seq). Violations of these export
laws are subject to sever criminal penalties. Disseminate in accordance with provisions of DoD Directive 5230.25."

10. Foreign Disclosure:

a. Inno instance will Classified Military Information (CMI) be disclosed or transmitted to other than authorized representatives of the
foreign government or international organizations for which disclosure has been approved.

b. Disclosure of CMI is determined by Department of Army officials designated as disclosure authorities. CMI disclosures must be
limited to that information authorized to be disclosed to accomplish the purpose of the visit.

DD FORM 254, APR 2018 PREVIOUS EDITION IS OBSOLETE. _ Page 30f5
. AEM LiveCycle Designer
CLASSIFICATION (When filled in): Unclassified




CLASSIFICATION (When filled in): Unclassified

c. GVSC Foreign Disclosure Officer contact information 1s as follows: 6501 E. 11 Mile Rd, Mail Stop 105, Warren MI 48397, Telephone
(586) 282-6262.

List of Attachments (All Files Must be Attached Prior to Signing, i.e., for any digital signature on the form)

NAME & TITLE OF REVIEWING OFFICIAL SIGNATURE
SHVARTSMAN.ANDR Digitally signed by
Mr. Andrey Shvartsman, COR gy 1367173000 emsers wsiorors

14. ADDITIONAL SECURITY REQUIREMENTS
Requirements, in addition to NISPOM requirements for classified information, are established for this contract.

D No ZI Yes If Yes, identify the pertinent contractual clauses in the contract document itself, or provide an appropriate statement which identifies the additional
requirements. Provide a copy of the requirements to the CSO. The field will expand as text is added or you can also use item 13. When removing any
expanded text area, use delete key or backspace key, then click out of the text field for it to shrink after the text has been deleted.
(See instructions for additional guidance or use of the fillable PDF.)

See item 13 for additional security requirements, and section 4.8, (Security Obligations and Export Control) of the CRADA 17-96
agreement.

ui

15. INSPECTIONS ‘ ‘
Elements of this contract are outside the inspection responsibility of the CSO.

No I_—_l Yes If Yes, explain and identify specific areas and government activity responsible for inspections. The field will expand as text is added or you can also use item
13. When removing any expanded text area, use delete key or backspace key, then click out of the text field for it to shrink after the text has been deleted.
(See instructions for additional guidance or use of the fillable PDF.)

16. GOVERNMENT CONTRACTING ACTIVITY (GCA) AND POINT OF CONTACT (POC)

a. GCA NAME c. ADDRESS (Include ZIP Code) d. POC NAME
6501 E. 11 Mile Road Andrey Shvartsman

y Contracting Command (ACC) Warren | RDTA-RS (MS 263), Bldg 200C e. POC TELEPHONE (Include Area Code)

Warren, MI 48397-5000

b. ACTIVITY ADDRESS CODE (AAC) OF THE +1 (586) 282-0902
CONTRACTING OFFICE (See Instructions) f. EMAIL ADDRESS (See Instructions)
WOIATL andrey.shvartsman.civ@mail.mil

17. CERTIFICATION AND SIGNATURES

Security requirements stated herein are complete and adequate for safeguarding the classified information to be released or generated under this classified
effort. All questions shall be referred to the official named below. Upon digitally signing Item 17h, no changes can be made as the form will be locked.

a. TYPED NAME OF CERTIFYING OFFICIAL (Last, First, Middle Initial) d. AAC OF THE CONTRACTING OFFICE h. SIGNATURE
(See Instructions) (See Instructions) BEASLE Digitally signed
Beasley, Michelle L. WI1ATL by
'Y MICHE BEASLEY.MIC
b. TITLE e. CAGE CODE OF THE PRIME CONTRACTOR HELLE.L.12704
(See Instructions.) LLE.L.12 ]7)3‘:997019 5320
1 ate: 2019.03..
Security Manager 826W7 70478499 3302 a0
c. ADDRESS (Include ZIP Code) : f. TELEPHONE (Include Area Code) i. DATE" SIGNED
6501 E. 11 MILE ROAD +1 (586) 282-8174 (See Instructions)
AMSTA-CS-SC, Mail Stop 105 —
> g. EMAIL ADDRESS (See Instructions)
WARREN, MI 48397-5000 ) . o 20190320
michelle.l.beasley14.civ@mail.mil
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18. REQUIRED DISTRIBUTION BY THE CERTIFYING OFFICIAL

f. OTHER AS NECESSARY (if more room is needed, continue in Item 13 or on
a. CONTRACTOR D additional page if necessary.)
D b. SUBCONTRACTOR

zl c. COGNIZANT SECURITY OFFICE FOR PRIME AND
SUBCONTRACTOR

I:] d. U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY
ADMINISTRATION

e. ADMINISTRATIVE CONTRACTING OFFICER
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