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Department of Defense

Dir NBA

2800 Bavage Road

Fort Gaorge G. Meade, MD 20758-8000

Attn: Rich Spactar, NSA Program Manager

SUBJECT: Request for Authotization for Off-3ite Demonstration of an enginsering
variant AN/PRC-162 Radlos ‘ ]

Reference Doaumaent:
NSA Industrial COMSEC Mantal, NSA Manus! 80-1, dated Ogtober 2001

Dear Mr. Spadtor:

Plegae review this request for authorization Istter. If the NSA agrees with the request to

tranaport and demonstrate this variant of the AN/PRC-152 and assodlated Anoillary

:?u'i?rr'mm as described herein, pleass ingicate your approval with your signature on page 3
this latter,

A. Bapkaround intormation: :

1. Under Commercial COMSEC Evagluation Program {CCEP) Memorandum of
Agresment (MOA) 026-03 contraat, Harrls hae deveiopad, and the NSA haa Type-1
Cartifiad, the AN/PRC-162 Muitiband Handheld Radio. The AN/PRC-162 contains the
E-1BZ/1 Cryptographio {Crypto) Clrouit Card Assambly (CCA), or module and,
optionally, an embedded GPS. Tha Typa 1 Certifiec radlo will be madified, 28
desoribed below, to allow Harris to pariicipate in the 2008 Joint Users interoperabllity
Communications Exercise (JUICE). Harrs la requesting NSA authorization to transport
and damonstrate the operatlon of this engineering conceptual varant of the AN/PRC-
152 at JUICE, which will ba held at Ft. Monmouth, NJ, In May / June 2008, The
axercise will be UNCLASSIFIED, conduotad with UNCLASSIFIED test keys and
UNGCLASSIFIED volca/data traffic in Type 1 SINCBARS moda. The exercise will be
held In a controltad location on Fl. Monmouth

2. JUICE ia a workiwlde DoD joint, interagency, NATO and coalition networked-
communications exarcize focused on nearderm sclutione that are consistant with
{ransformation efforis and net-centric operations. The sxercise iteell is exeouted
annually to experiment with and assees varlous interfacing schemass, untried network
arrangements, new technologles, emerging systems, and operational approachea in a
depioyad joint tactioal netwark.

a. JUICE ia a seli-funded, volyntary (“coalitton of the willing") exercise that is conduated
as 8 non-aitributiva enterprise. JUICE is sponeored by Theater Joint Tactical
Networks (TJTN). Harris Corporation, RF Communteations Division participation in
thig year's exarcige is sponsored by Jason Weag of PM-WINT:
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Jason Weag

PM WINT, PD TNAC2
792 532 9048 (w)

848 218 B215 (c)

802 9044 (dan)
Jason.weag@us.army.mil

The theme of JUICE 2008 is "The evolution of multi media convergence networks". In
guppert of this thems, Harris will be demonstrating an 802.16 WIMAX capability viz a
syztem configuration consigting of currant Harrs products snd an eéngineering
conceptual variant of the ANPHC-182, The AN/PRC-152 will be modified, solsly in
support of ihis exercize, to host a WIMAX module In place of the BPS module in the
ANPRC-182(V)2{C} version of the radio.

The engineering varlant varsion of the ANFPHRC-162 will be ueed only for intarnal
devatopment purposes and in suppott of the JUICE exercise, subject to NSA
authorization, Harris will NOT interpret NSA Authorization for Off-site Demonstration
for any purposes bayond that which is defined in this request. Any efforis to
productize this capability would follow the product development guidelines defined in
the Commaercial COMSEC Evaluation Progrem (CCEP) Memorandum of Agreement
{MOA) D25-03 contract,

The E-IBZ/1 CCA implements a number of NSA Type 1 cryptographic algorithms in
firmwara running on a Sierra {1 ASIC, All classitisd Type 1 cryptographic firmwars that
Harris will pragram into the E«-lB2/1 Crypto CCA will be JOSEK) encrypted and NSA
Typa 1-gigned.

A COTS antenna at 3.4 — 3.8 GHz wili be attached to the existing QPS8 antenna port to
support IEEE 802,16 commupications.

BIMAaNs a wain gncinasring varna i w il L

maonstrate the enginearing concepiual variant AN/PRC-152 radlos with E-
1BZ/1 Crypto COAS 10 an audience consisting of participants from active military units,
Department of Homeland Seourlty, Natlonal, and State agencies. The demanstration
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is 10 be conductad at Ft Monmaouth, NJ from 27 May 2008 through 19 dune 2008. The
radios wilt be cloged throughout the demonatrations. Harris understands the exercise
area within Ft. Monmouth Is controlled.

The AN/PRC-152 is congidered to be COMSEC Equipment only after it haa baen
Type 1 Inftialized. Harris will Type 1 initialize the radios at the Harrls facilitias in
Rochester, NY before trangporting to Ft. Monmouth for use during the exercise.

The AN/FPRC-152's will bia transferred to the Ft. Monmouth SOMSEC account for the
duration of the exercizs.

In addition, the PRC-117G radio and SecNe? 54 device are o be vaed as par of the
demanstration. The PRC-117G and SecNet 54 are Controlled Cryptographic items
{CCH) and will be handled s¢cordingly. Unclaesifled laptop computers will aleo be
used to demonstrate data transmigslons,

Harria will ensure that all personnel with access to the equipment are SECRET
cleared,

Hartis requests autharization to transport the enginesring variant radios with E~-IB2/A
Crypte CCAs, CCl radins and key loading device, ag necessary, In accordance with
the NSA Industrial COMSEC Manual (NSA Manug! 80-1), dated October 2001,

The diagram below depicts the systern configuration which will be used for the
exercise,
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Donald Hoylar
Falcon Il Program Manager
Phone: 585-242-3131

Fax: 536-242-3626

R SOV

The NSA signature below Indicates that the NSA authorizes Harris Corporation, RF
Communications Divislon 10 tranaport tha CC1 engineering concapt variant ANPRC-152
radies, and related equipment for the demonstration, as described herein.

Not Authorized {dirale one)

Ha e A Sy o L/f 27/0¢
Rich 8pactor, NSA Program Manager Da
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